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The Active Directory Migration Tool simplifies migrating and reconfiguring your distributed Windows NT and Windows 2000 account definitions.  This product allows you to copy user accounts, groups, and computer accounts to another domain.  Then, you can use this product to resolve the related file, directory, share, and Microsoft Exchange security issues for the copied user accounts, groups, and computer accounts.  The Active Directory Migration Tool provides a comprehensive set of tools that allow you to analyze the migration impact both before and after the actual migration process. 

Requirements

The Active Directory Migration Tool has several requirements to ensure it can perform the required tasks: 

· The Active Directory Migration Tool runs only on Windows 2000 computers.  The target domain must be running Windows 2000 RC2 or later in native mode.  The PDC in the source domain must be running Windows NT 4.0 Service Pack 4 or later.  If the source domain is running Windows 2000, it can run in native mode or mixed mode.  If the Windows 2000 source domain has two or more domain controllers, and the source and target domains are in the same forest, you must run this tool on the domain controller with the RID pool allocator role.

· Memory requirements depend on the number of user accounts, groups, and computer accounts you migrate at one time.  If you migrate a large number of accounts at one time, such as 30,000 accounts, you should run the Active Directory Migration Tool on a computer with at least 128MB of RAM (256MB recommended).

· Auditing for account management (success and failure events) must be enabled in the source and target domains.  In Windows NT, account management is referred to as user and group management.

· If you have more than 10,000 user accounts, groups, or computers, you need to increase the Maximum size of Active Directory Searches group policy in the target domain.  By default, this value is set to 10,000.

· If you want to translate Exchange security for Exchange mailboxes, distribution lists, custom recipients, organizations, sites, and containers, the account credentials you specify during the translation process must be a Permissions Admin in the Exchange site of the specified Exchange server.

· If you want to translate Exchange security, you must install Microsoft Exchange Administrator on the computer where you run the Active Directory Migration Tool.

· To use the Active Directory Migration Tool, the user account you log on with when you run the Active Directory Migration Tool must have the following permissions:
Administrator rights in the source domain (member of Domain Admins)
Administrator rights in the target domain
Administrator rights on each computer you migrate
Administrator rights on each computer on which you translate security
· Administrator rights on any computer where the Active Directory Migration Tool must install an agent to perform the migration. These agents allow the Active Directory Migration Tool to resolve the security-related issues and to gather information for impact analysis

· The source domain must trust the target domain.  In addition, the target domain must trust all domains that are trusted by the source domain and that contain accounts that are members of local groups you will migrate in the source domain.  The Trust Migration wizard allows you to compare the source and target domain trusts.  You can also migrate the source domain trusts to the target domain.

· To update the SID History of migrated accounts in the target domain, the Active Directory Migration Tool has several additional requirements:
· You must run the tool on a domain controller in the target domain.
· The domain$$$ local group must exist in the source domain.  The tool creates this group.

· The tool must be able to connect to all domains related to the information in the SID History property of each migrated account.  In addition, the user account you log on with when you run the tool must have administrator rights in each domain from which SID information is used.

For example, if you migrate accounts from Domain A to Domain B, then migrate accounts from Domain B to Domain C, your account must have administrator rights in Domain A to copy the SID History information related to that domain.  If Domain A is no longer available, the tool cannot copy the SID History information related to Domain A.

· The following registry key must exist on the PDC in the source domain as a DWORD with the value set to 1.  If you create this registry key, you must restart the domain controller to activate this value.  The tool creates this registry key if it does not exist and restarts the domain controller.

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa\
TcpipClientSupport

Notes:

To read the entries the Active Directory Migration Tool writes in the Application event log, you should read the log from a computer where the Active Directory Migration Tool is installed.

The Active Directory Migration Tool uses an Access database to collect information.  The tool then uses this information to perform the migration tasks.  Two users should not run this tool at the same time using the same database. 

The security translation process modifies the Security Descriptors for various files, directories, shares, printers, and user profiles to reflect the Security Identifier (SID) for the new account in the target domain.  The Active Directory Migration Tool also allows you to change the Security Descriptors for Exchange mailboxes, distribution lists, custom recipients, organizations, sites, and containers, as well as the primary Windows NT or Windows 2000 account for each mailbox to reflect the SID for the new account in the target domain.  This process ensures the new account provides the same access to files, directories, shares, and Exchange components that the original account provided.

Installing the Active Directory Migration Tool

You must set the permissions as outlined in the previous section.  You cannot install or uninstall the Active Directory Migration Tool through a Windows Terminal Server connection.

To install the Active Directory Migration Tool:

1. Log on with a user account that has the required permissions outlined in the previous section. 

2. If you want to translate Exchange security, install Microsoft Exchange Administrator on the computer where you will install the Active Directory Migration Tool.  Then, configure the required permissions.  For more information about permissions, see the “Requirements” section.
3. Install the Active Directory Migration Tool on a Windows 2000 server by completing the following steps:

a. Run the ADMigration.msi program file in the root directory of the Active Directory Migration Tool installation kit.

b. Click Next on the Welcome window.

c. Review the terms of the Licence Agreement.  If you agree to these terms, click I accept the License Agreement, and then click Next.

d. Specify where you want the Active Directory Migration Tool installed, then click Next.

e. Click Next on the Start Installation window.

f. When the Active Directory Migration Tool has been installed, click Finish.

Starting the Active Directory Migration Tool

When you install the Active Directory Migration Tool, the installation program creates a shortcut in the Administrative Tools program group.

To start the Active Directory Migration Tool:

1. Click Start on the taskbar.

2. Click Programs on the Start menu.

3. Click Administrative Tools on the Programs menu.

4. Click Active Directory Migration Tool.

Learning More about the Active Directory Migration Tool

The Active Directory Migration Tool provides detailed Help, which includes context-sensitive information and step-by-step guidance for common tasks, as well as definitions for each field on each window.  The Help also provides various domain migration and user interface concepts.

To display the Active Directory Migration Tool Help, click Help Topics on the Help menu.

General Notes and Identified Issues

This section identifies some of the key issues identified and currently being researched.  Please review this section to be familiar with these potential issues.

Migrating Large Numbers of Accounts

The Active Directory Migration Tool allows you to select up to 10,000 accounts to migrate at one time.  If you need to migrate a domain with more than 10,000 accounts, you can use the Group Migration wizard to migrate the groups and all their members, which can include more than 10,000 accounts.

Primary Group Set to Domain Users

The Active Directory Migration Tool sets the primary group to Domain Users for each migrated account.

Profile Migration Does Not Replace Existing Profile

If you migrate local profiles, adding profiles and permissions for the migrated accounts, the Active Directory Migration Tool does not replace profiles that already exist in the target domain.

Locked Database Due to Unexpected Interruption

If the Active Directory Migration Tool is interrupted, such as due to a power outage, the database can become locked.  To correct this problem, delete the .LDB file with the same name as the database you are trying to use.

Windows NT 3.51 Computer Accounts with $ Can Cause Problems

When a Windows NT 3.51 domain is joined with a Windows 2000 domain, some Windows NT 3.51 computer accounts have a dollar sign ($) added to their computer name.  The Active Directory Migration Tool may not correctly handle these accounts.

Next Button on Domain Selection Window

The Next button on the Domain Selection window is enabled even if you have not selected a source and target domain.  However, if you click the Next button without specifying the source and target domain, the tool prompts you to enter this required information.
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