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�Introduction

This document provides an overview of the layout of FAT32 for Windows 9x.  This new file system supports drives nearly two terabytes in size, while maintaining most of the features of the MS-DOS and Windows 95 file systems.



FAT32 is very similar to the Windows 95 file system.  The primary difference is the change from 16 bit File Allocation Table (FAT) entries to 32-bit entries, allowing more entries and therefore more data clusters.  



Other features include the definition of an active fat which allows the operating system to switch between copies of the file allocation table atomically, and a relocatable, growable root directory which removes  the limit for number of files in the root directory.  In addition, the reserved area has been expanded to include a redundant copy of the boot record.

A new partition type

The definition of a new file system which is not supported by older versions of the operating system causes the need for a new partition type because the older operating system might try to make sense of the new on-disk data structures and causes unexpected results.   The old OS will identify a new partition type as unrecognized and not attempt to operate with the data. 



This document defines two new partition types:

0x0B		indicates this partition is FAT32

0x0C		indicates this partition is FAT32, and requires extended int 13h support

for large disk drives (greater than 1024 cylinders).



Default Master Boot Record

The Master Boot Record boot code has been modified to attempt to load a backup copy of the partition boot record from sector six if there was a disk error, or signature validation error, loading sector zero.  It checks the ending signature to validate that it is indeed a boot sector.  This functionality is not required by FAT32, and will not be installed by FDISK if valid Master Boot Record bootstrap code already exists. The (undocumented) /MBR and/or /CMBR switches to the FDISK utility can be used to force FDISK to write out a copy of this new MBR code. Note that this attempt to look for the backup boot record at sector six is only done if the active (bootable) partition type is one of the two new types defined above.



FAT32 Layout

A FAT32 volume has the following layout.





Name�Offset (sector)�Size (sectors)�Description��Boot Sector and BIOS Parameter Block (BPB)�0�1�This sector contains code for boot-strapping from this partition, and fundamental file system parameters describing the type and size of the file system in this partition.  The code for this sector is loaded and executed by code in the Master Boot Record.  Last 4 bytes must be 0xAA550000.��Extended Boot Sector 1�1�2�These sectors hold additional code for boot-strapping from the partition, and an FSINFO structure at offset 0x1E4:

    DWORD  0x61417272		-- signature of FSinfo

    DWORD  Free_Cluster_Count	-- cache of free clusters in FAT

    DWORD  Next_Free_Cluster	-- cache of next cluster to allocate

    DWORD  Reserved[3]		-- reserved

Cluster values assumed to be valid if less than or equal to the number of clusters on the volume.

Last 4 bytes must be 0xAA550000 for BOTH sectors.

Second sector’s first 4 bytes must be 0x41615252��Reserved1�3�3�zeros��BackupBoot�6�3�Exact copy of sectors 0,1,2. ��Reserved2�9�NumReserved-9�Reserved sectors. The number of reserved sectors is defined in the BPB. This area is reserved for future operating system use, and should not be used or modified.   NumReserved is usually 32 sectors, but it will NOT always be 32.��File Allocation Table (FAT)�NumReserved�varies�A table of 32-bit entries which define file and directory allocations.  Each entry either represents an allocated cluster, an unallocated cluster, or an unusable cluster.  When defining an allocated cluster, the value for this entry indicates the FAT entry for the next cluster in the file directory, or the end of the allocation chain.��Cluster Heap�...�varies�The rest of the partition is file data, divided into cluster size allocations as defined in the BPB.��

File system region notes

The following sections provide a notes on the regions defined by FAT32.



IMPORTANT:  All “reserved” fields below are currently defined to be zero.  However, these fields should not be assumed to contain this or any other value.  Disk utilities and other programs should not look at nor modify reserved fields.  It is the responsibility of the utility to preserve whatever value is contained in these fields.



The Boot Sector and BPB





Name�Offset (byte)�Size (bytes)�Description��jmpBoot�0�3�jmp instruction to “boot” code��OEMName�3�8�“MSWIN4.1”��bytes per sector�11�2�Count of bytes per sector. ��sectors per cluster�13�1�Number of sectors per allocation unit.��reserved sectors�14�2�Number of reserved sectors after the extended boot record plus the size of the boot record and extended boot record.  Usually 32, but NOT always.��number of FATs�16�1�2��Reserved Entries�17�2�Reserved (this field used to contain the number of root directory entries).��Zero�19�2�Must be zero (this is the old bsSectors field). ��media descriptor�21�1�0xF8 ��sectors per FAT�22�2�Must be zero to indicate the BPB represents a FAT32

BPB . System will not boot if this field is zero and the count of clusters is < 65527.��sectors per

Track�24�2�Sectors per track for interrupt 13h��count of heads�26�2�Number of heads for interrupt 13h��count of hidden sectors�28�4�Hidden sectors in partition so boot loader can do int 13h.��count of sectors �32�4�Total number of sectors for all data structures and data for this drive.��Big sectors per FAT�36�4�DWORD count of sectors in a single file allocation table (FAT).��Extended flags�40�2�Bits 0-3              			-- zero based number of active FAT,

				    only valid if mirroring is disabled

Bits 4-6				-- reserved.

Bit      7				-- zero means the FAT is mirrored 

				   at runtime into all FATs.

				-- one means only one FAT is active,

				    it is the one referenced in bits 0-3.

Bits 8-15 			-- reserved.��FS version�42�2�High byte is major revision number. Low byte is minor revision number.  This document defines the version to 0:0.  If this field is non-zero, back-level Windows versions will not mount the volume. Note:  Disk Utilities should respect this field and not operate on volumes with a higher major or minor version number than that for which they were designed.��First Cluster of Root�44�4�Cluster number of the first cluster of the root directory, usually 2.  Note:  Disk Utilities that change the location of the root directory should make every effort to place the first cluster of the root directory in the first non-bad cluster on the drive (i.e. in cluster 2, unless it’s marked bad).  ��FS info sector number�48�2�Sector number of FS info structure. Usually 1.  Note that there will be a copy of the FSINFO structure in BackupBoot, but only the copy pointed to by this field will be kept up to date - i.e. both the primary and backup boot record will point to the same FSINFO sector.

��Backup Boot Record sector number.�50�2�If non zero, indicates the sector number of a copy of the boot record.

Usually 6.��Reserved�52�12�Reserved for future expansion.��Drive Number�64�1�Int 13h drive number (e.g. 80h).��Reserved1�65�1�Reserved (used by Windows NT).��Boot signature�66�1�Extended boot signature (29h).��Volume ID�67�4�Volume serial number��Volume label�71�11�Volume label��File System type�82�8�“FAT32   ”��

File Allocation Table (FAT)

The File Allocation Table is a packed list of 32-bit entries which have a one-for-one mapping with the data clusters.  



Each entry is defined as :



Bit Offset �Size (bits)�Name�Description��0�28�cluster value�0x00000000			unallocated cluster

0x00000001			invalid value 

0x00000002 - 0x0FFFFFF7	allocated cluster in chain

0x0FFFFFF7		bad cluster mark (but only if not part of a cluster chain or not a legal cluster number.  NOTE:  this means this can be a valid cluster number in a cluster chain!)

0x0FFFFFF8 - 0x0FFFFFFF	end of File��29�4�Reserved�Reserved for future use.��

PLEASE TAKE SPECIAL NOTE: It is critically important that disk utilities treat the 4 reserved bits in the high nibble of 32-bit cluster entries properly. These bits must always be masked off when fetching the cluster value out of one of these entries, and must always be PRESERVED (that is NOT MODIFIED) when a new cluster value is set. Do not make the mistake of assuming that these 4 bits are in some way associated either with the cluster value stored in the entry or the data to which it refers, and thus that they need to be changed depending on what the cluster value is. At the current time there is no association between these 4 bits and the cluster value stored in the low 28 bits of the entry or the data it references. The one currently known exception to this rule is FORMAT. When a FAT32 volume has FORMAT run on it, all of the cluster entries will have their high 4 bits reset to 0.



Directory Structure



The directory structure for FAT32 is used in the same way Windows 95 implements both long and short file names.  The only difference is the addition of the “Cluster High Word” field in directory entries that access cluster numbers.

Short file name DirEnts



Name�Offset (byte)�Size (bytes)�Description��Directory Name�0�11�Short name.��Attributes�11�1�File attributes:

ATTR_READ_ONLY   	0x01

ATTR_HIDDEN 	0x02

ATTR_SYSTEM 	0x04

ATTR_VOLUME_ID 	0x08

ATTR_DIRECTORY	0x10

ATTR_ARCHIVE  	0x20

ATTR_LONG_NAME 	ATTR_READ_ONLY | ATTR_HIDDEN | ATTR_SYSTEM | ATTR_VOLUME_ID

The upper two bits of the attribute byte are reserved.��NT reserved�12�1�Reserved for use by Windows NT��Create time milliseconds�13�1�Millisecond stamp at file creation time.��Create time�14�2�Time file was created.��Create date�16�2�Date file was created.��Last Access Date�18�2�Last access date.��Cluster High Word�20�2�High word of this entry’s cluster��Time�22�2�Time of last write.��Date�24�2�Date of last write.��Cluster Low Word�26�2�Low word of this entry’s cluster��Size Low Word�28�2�Low word of DWORD holding this file’s size.��Size High Word�30�2�High word of DWORD holding this file’s size.��

Long file name DirEnts

Long file name entries on FAT32 volumes are identical to those on FAT12/16 volumes.



IMPORTANT NOTE:  

Additional LFN types will be defined in the future.  Disk Utilities MUST examine the type field (the low-order 13th byte of the LFN DirEnt) of any DirEnt with an LFN attribute and IGNORE those with a non-zero type value.  (Note the this applies to FAT12/16 volumes as well.)

 File system limits



The maximum size of a FAT32 volume is limited by the maximum number of FAT entries and the number of sectors per cluster.  Also, it is limited by the 32 bit count of sectors in the partition record.  512 byte sectors is assumed.



The maximum number of FAT entries is 0x0FFFFFF6.  Also, there are two entries at the beginning of the FAT reserved for the FAT signature (typical values: [0x0FFFFFF8,0x0FFFFFFF]).  Since there are 4 bytes per entry , the maximum size of the FAT is (0xFFFFFF6+2) * 4 =  1073741784 bytes =  2097152 sectors of 512 bytes = 1GB.



The maximum supportable volume size with 512 byte sectors is 2048GB, based on the 32-bit sector limit in the partition record.    Since the FAT has a maximum size of the FAT is 1GB, the maximum data area is 2047GB.



Since the data is partitioned into clusters, the effective maximum volume size is determined by the cluster size.





Cluster Size�Maximum volume size��512 bytes�127.9 GB��1 kB�255.9 GB��2kB�511.9 GB��4 kB�1023.9 GB��8 kB�2047 GB��16 kB�2047 GB��32 kB�2047 GB��
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