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Windows 

RIS Support for Headless
1 Introduction

1.1 Feature Summary

This spec covers new features for the Remote Installation Service (RIS) that help with headless operation.
Items for RIS that help headless:

· RIS support for server installs – currently only Windows 2000 professional can be installed with RIS
· Unique.udb processing in binl – allows more control over the answerfile processing for an RIS install
· RIS support for the recovery console – allows access to network files from the recovery console The recovery console is normally selected at the beginning of textmode setup by typing R, then C when prompted. This change also allows the recovery console to be selected directly from the RIS Client Installation Wizard.
1.2 Theme Relevance

How does your feature relate to the overall platform themes and the individual product themes?
This will help manageability of headless servers in an RIS environment by making it easier to install and repair them.
1.2.1 Customer Scenarios

Include the details of which customer scenarios this features addresses (see customer scenarios in product theme documents).  Whose problems does this feature solve?

Remember customers can be end users, IT pros, BDMs, IHV’s, ISV’s, OEM’s, Service Providers, VAP’s, etc.
One scenario is a machine that the admin wants to simply wipe clean and reinstall. Allowing RIS to install the server build makes this simple on a headless machine.

Another scenario is an environment where the admin wants to have slightly different answerfiles for installation on different machines, while still installing the same build. The unique.udb support in BINL allows this to be done easily, just like it is today with the unique.udb support in winnt.

Finally, if an admin wishes to transfer files between the machine and another machine on the network in the recovery console, he can do so. The recovery console is useful for replacing files but currently requires physical access to the machine to put a floppy or CD-ROM in. Allowing network access removes this restriction and makes the recovery console much more useful in the headless scenario.
1.3 Justification

1.3.1 Business Justification

Why should this feature be in the product?  What business opportunities will it exploit?  
This is the most efficient way to do preinstall on EFI systems and those will be likely headless candidates.  The amount of customer value is high vs. the amount of risk and dev impact.
1.3.1.1 Competitive Justification

This is part of increasing our headless support. Our competitors that support remote installs will be able to sell against us if we don’t support remote installs of servers, the main headless market.  Currently SUN offers Jump Start support which is comparable functionality.
1.3.1.2 Customer Justification

What percentage of customers will use, need or be affected by this feature (list your data source)?  What customers have you talked to that will use this feature?
Tier  3 support engineers, preinstall/install engineers and OEM preinstall engineers will be the key customers.
1.3.1.3 Industry Impact

What changes will this feature cause in the industry (from an IHV, OEM, ISV standpoint)?  Or, what changes in the industry are causing this change?
OEMs will ship more servers (and likely all IA64 servers) with PXE capable NICs.
1.3.2 Technical Justification

Why was this particular implementation chosen over other options?  What other options were considered?
It fit tightly within current RIS tools and the overall headless design.
1.4 Goals

To provide RIS support via OoB headless management channel (a serial port in rev 1)
1.4.1 Non Goals

Anything beyond the above goals.

1.5 Scope

1.5.1 What does this spec cover

This spec covers changes to the RIS components and the BINL server components to provide headless RIS functionality on server.
1.5.2 What this spec doesn’t cover

Anything else.

1.6 Related Documents

Headless EMS spec.
2 Feature Description

2.1 Detailed Feature Description and Specification

- Support for remote installs of server builds

The only code change required for this is to remove an intentional block against it that was put in the risetup code (the app that puts an image on the remote install server for other machines to download). This code checks the [SetupData].ProductType value in the txtsetup.sif file, if it is not “0”, it prevents the install. There is already an MS-internal KB article “Q214794 How to Create Remote Installation Share for Windows 2000 Server”, that details how to workaround this by hacking the ProductType to be 0, running risetup, then changing the ProductType back once the image is on the server. The only reason RIS server installs were not support in Windows 2000 was the testing resources required.
· Unique.udb support in BINL

Currently, winnt supports a hidden parameter that allows you to specify an overlay on top of your answerfile. The syntax is as follows:

winnt /u:unattend.txt /udf:myBasic,unique.udb

which would assume an original unattend.txt file with a line such as:

[UserData]

  ComputerName = “unknown”
and then lines in unique.udb such as:

 [UniqueIds]

   myBasic = UserData;
[myBasic:UserData]

  ComputerName = "myBasic"
The overlay uses the UniqueIds section to look up the unique.udb name specified by /udf: (“myBasic” in this case), then finds which sections it has overlay information for.(only “UserData” in this example). It then overlays the values, so that the final [UserData] section in the answerfile species “ComputerName = “myBasic”. This allows the admin to keep most of the values in the answerfile unchanged, but still flexibly have some values that are modified based on the /udf: value. In addition, the same unique.udb file can be used to modify different answerfiles.
BINL is the service that runs on the remote install server and communicates with the Client Installation Wizard. The client screens can specify variables that the user can fill in, which are then sent to the server. Some of these have special meaning to BINL. To support unique.udb processing in BINL, the variable UNIQUEUDBID is defined to have a special value, that of the /udf name (“myBasic” in the example above. The overlay file name defaults to unique.udb, but this can be overridden by specifying a UniqueUdbFile value in the [OSChooser] section of the .sif that the admin has set up on the remote install server to identify this build to users of the Client Installation Wizard.
Thus, the admin can add a screen to ask the user for a UNIQUEUDBID value, or can create a menu of values which more elaborate descriptions. He can also control which unique.udb file is used to overlay the answerfile.

· RIS support for the recovery console

The recovery console can be added as a choice in the “Maintenance and Troubleshooting” menu presented in the Client Installation Wizard. To set this up on the server, the admin goes to an existing RIS install that has been set up, copies the .sif file to a new name, and changes the ImageType from “Flat” to “CMDCONS” (he may also modify the description, name, and any other fields). If the user selects this option, the system reboots to the command console, without having to type R, then C as they usually do when selecting the recovery console from a straight CD boot.

In addition, once the recovery console is running, the user can assign a drive letter to a network share, using NET USE command. This is the help text for NET USE:

Use NET USE to Map a network share point to a drive letter.

NET USE [\\server-name\share-name /USER:domain-name\user-name [password] 

         | 


 drive-letter: /d


]

server-name             The server that you wish to connect to.

share-name              The share that you wish to connect to.

domain-name             The domain to use when validating the 

                        credentials for user-name.

user-name               The user within domain-name to use for 

                        connecting to \\server-name\share-name.

password                You may, optionally, enter the password on the 

                        command line.

Note:                   NET USE will prompt for the password if it is 

                        not on the command line and will automatically 




assign a drive letter to the connection if it 




successfully connects.

drive-letter            The drive letter that NET USE as assigned to a

                        server connection.

/d                      Indicates that this connection is to be disconnected.
WesW has made similar changes on his machine to support the NET USE command and network access on a machine that was not booted off the RIS server (our changes only work if the machine was booted off an RIS server). It would be good if those changes were checked in also, but that is beyond the scope of this document.
2.1.1 UI Description

What functions are exposed to the user.  What does each function do?  How is it exposed to the user?  Include screen shots and mock ups where appropriate.  It may be useful to use a format where you describe the user action and then describe what takes place based on that action.
RIS support for headless has no user input. The admin can control how the unique.udb selection is presented to the user. An admin can also control how the user selects the recovery console from BINL, and the recovery console itself is the same except for the additional NET USE command, documented in the previous section.
What are the top 5 usability issues you’re going to solve?
· Can’t use RIS to install any server builds

· Admin needs to maintain too many .sifs to allow easy reinstall of a specific server or class of servers

· Admin can’t localize all the machine-specific answerfile settings in a single place

· User has to sit through setup and hit two keys at the right time to invoke the recovery console right now

· Without network support, usefulness of recovery console on a headless machine is limited.
Make sure you don’t forget the CUI – every GUI feature should also have a character user interface.  See also – scripting interfaces section.
2.1.2 API and Interfaces

Describe all APIs and Interfaces used in this feature.  Be sure to note which are internal and which are public APIs.  The SDK team will use this section to update their list of APIs.

2.1.2.1 New APIs and Interfaces

An IOCTL was added to the redirector so that the recovery console can notify it to use kernel-mode security routines instead of the standard user-mode ones (since user-mode is not around when the recovery console is running). This is the same thing that was done for the redirector when copying files during an RIS install.
2.1.2.2 Changed APIs and Interfaces

None.


2.1.2.3 Removed APIs and Interfaces

None.
2.1.3 Scripting Interfaces

Anything a user can do should be scriptable.  What specific portions of this features functionality are scriptable?  Is this a WMI provider?N/A
2.1.4 Manageability

How does this feature get installed, updated and managed?  How do you use WMI?  What specifically can be done through WMI?  Refer to section 2.1.3 as needed.
How do you deploy and manage this feature on multiple machines?
2.1.5 Performance Goals

2.1.5.1 Performance Counters

List the performance counters your feature exposes and how they should be used.

2.1.6 Security Impact

What impact does this feature have on security?

See http://mste/interface/issue9/home.asp for more information about how to make sure your feature is secure.
2.1.6.1 Security Context

What security context must be used to perform various tasks with this feature?  Do I need to be an admin?  If so, why?  What can a normal user do?  What security context does an application need to modify a parameter?  Be sure to think about all the programmatic ways a feature can be accessed and how security context affects them.
2.2 Setup Requirements

Does this feature have any special setup requirements?  What does setup need to do to install this feature?  What upgrades are supported?
2.3 Hardware/Environmental Requirements 

Describe the various user scenarios and their affect on the items below.  Note if scenarios are data dependant and take into account the various types of connectivity a user may have (slow link, etc.).

2.3.1 CPU

2.3.2 RAM

2.3.3 DISK

2.3.4 Network Bandwidth

2.3.5 Boot time

How does this feature affect boot time?

2.4 Source File Impact

2.4.1 Depots Affected

	(  ) Admin
	(  ) DS
	(  ) Multimedia
	(  ) Shell

	(  ) Base
	(  ) EndUser
	(  ) Net
	(  ) TermSrv

	(  )COM
	(  ) InetCore
	(  ) PrintScan
	(  ) Windows

	(  )Drivers
	(  ) InetSrv
	(  ) SdkTools
	(  ) Public


2.4.2 New Trees

List full path of any new source tree branches created for this feature

2.4.3 New Files

List all new source files added to the project.

2.4.4 Touched Files

List all sources files touched for this feature.

2.5 CD File Impact 

2.5.1 Files Added

List of all files added to product.  What does setup need to do with these files?  Where should they reside on the cd?

2.5.2 Files Touched

Mrxsmb.sys

Spcmdcons.sys

Binlsvc.dll

Risetup.exe
2.5.3 Files Moved

List any files that need to reside on the cd in a different spot, or get installed somewhere different than Windows 2000.

2.6 Directory Impact

2.6.1 New Objects

List all new objects in the directory and their purposes
None.
2.6.2 Object Changes

List all changes to objects in the directory, and why they have been changed
None.
2.6.3 Object Deletions

List all objects in the directory that have been deleted and why they have been deleted.
None.
YOU MUST MAKE CERTAIN REMOVING THIS OBJECT DOES NOT BREAK SOMETHING ELSE!
2.7 Registry Impact

2.7.1 New Registry Keys

List all new registry keys and their purposes
None.
2.7.2 Registry Key Changes

List all registry key changes (including moving the key), and why they have been changed

2.7.3 Registry Key Deletions

List all registry keys that have been deleted and why they have been deleted.
None.
YOU MUST MAKE CERTAIN REMOVING THIS KEY DOES NOT BREAK SOMETHING ELSE!
3 Other Considerations

3.1 Dependencies

3.1.1 Team Dependencies

What do other teams need to do in order for this feature to succeed? Think about who has to sign up to do work – test, design, etc.
N/A
3.1.2 Code Dependencies

Note: You may not incorporate Open Source Software into Microsoft Products.

Do you depend on code from another component? 

Do you need to license code from a third party, who drops it, how do they do it?  Who is handling the licensing?  Make sure to note which files come from third parties in the file list portions of this doc (2.3 & 2.4).

How do your dependencies get updated?  How do updates get tested with your code?
3.1.3 Scenario Dependencies

What other features need to succeed in order for your scenarios to succeed?  What do other teams/partners (could be ISV’s, IHV’s, etc.) need to do for your scenarios to succeed?
General headless support.  

OEMs to provide NICs that support PXE cards.
A solid EFI PXE implimentation.
3.2 Win64 Issues

List any issues you have with being completely 64 bit here.
Support for RIS on Win64 is up in the air, the spec is very incomplete and no hardware is in sight. However once the base RIS work is done to support Win64, we should work fine, since the specific work we are doing here should be independent of that (risetup.exe and binlsvc.dll run on the server anyway, and spcmdcons.sys does not have any machine-specific code that we care about).
3.3 Localization/Globalization Issues

3.4 Accessibility Issues

3.5 Compatibility

3.5.1 Hardware Compatibility

Is there any possibility that this will break backward compatibility with devices and other hardware?

3.5.2 Application/Component Compatibility

How will this feature affect application compatibility?  This could mean a shrink wrapped application, and ISV app, a LOB app or simply a service or component.  If you are breaking something, how will you address the issue with ISVs, other internal groups, etc.?

3.5.3 Heterogeneous Network Compatibility

Is this feature compatible with a heterogeneous network (older NT systems, Win9x machines).  What are the limitations of this feature in such an environment?

3.6 Backup

Steve Olsson will provide some content.

Does this feature use a private data store?  If so, how does it get backed up?
3.7 Reliability Issues

Does your feature require new code in the kernel?  If so, are you exposing interfaces where 3rd parties can write kernel mode code?  Why isn’t this in user mode?
Yes, spcmdcon.sys is in the kernel, but that is how it was designed. User-mode is not around in that environment.
What options require this feature to reboot the system?  Why? (you shouldn’t be rebooting the system!)
None.
3.8 URL requirements

Does this feature require links to Microsoft.com or other web sites?  Where do those links exist in your feature?

If you intend to link to an existing MS web site, you will need to use a redirector URL.  See http://winweb/features/whyregister.asp for more instructions on how to obtain your redir URL.  You need to contact mailto:emilyw if you intent to add any content to Microsoft.com a develop a plan for creating and maintaining that content.

Describe your plan for developing and maintaining your web content here.
3.9 Supportability

New features should typically be self supporting if at all possible - meaning that they are able to provide appropriate status, diagnostic and or self-repair information without requiring add-on tools from a resource kit.  Describe how your feature can 1) help users solve their own problems, and 2) how it can minimize the time during a PSS support call by providing quick access to relevant status and configuration information about both the feature itself and the environment for which it’s configured.

3.9.1 Logging/Eventing

What does this feature log, when does it log it, and what is useful about it?

3.9.2 Error Messages

What are you going to do to improve the error messages in this feature?

3.9.3 Diagnostic Tools

If applicable, what other diagnostic tools are available for this feature?

3.9.4 Recovery from Corruption or Error Conditions

If an error condition or corruption occurs, how can the user recover and how can they track down what caused it?

3.10 User Assistance Issues

Identify your user assistance contact for documenting your feature. You are responsible for reviewing for technical accuracy. Review their outline and the material they write for each major milestone. Refer to the Web site http://wosua or Louise Rudnicki  (mailto:louiser) for more information.

Does this feature include external help?  If so, who owns it?

Note any issues that UA should be aware of here.
3.11 Key feature interactions

3.11.1 Terminal Services

How does this feature work with terminal services?  Are there any limitations or work-arounds that need to be noted?

3.11.2 Clustering

How does this feature work in a clustered environment?

3.11.3 Network Infrastructure

3.11.3.1 Remote Access

How does this feature work when connected via remote access?  Over slow links?

3.11.3.2 Multiple Hops

3.11.3.3 Network Media

How does the network media (Ethernet, etc.) affect this feature?

3.12 Downlevel support

Is downlevel client support required for this feature?  If so, how will it be delivered and when?

3.13 External Developer Impact

What samples are being provided for each new system interface and API?

At what milestone will the new interfaces and documentation be mature enough for use by external developers?

Is more explanation than standard SDK documentation needed for developers to understand these new interfaces?

Remember – you must talk to the SDK team to get documentation resources for all new interfaces.  Send <mailto:sdkpm> alias.
3.14 Sustained engineering Plan

How will this feature be maintained?  What team will own maintenance?

Who will be responsible for critical security fixes to this feature?

3.15 Patents

Are there specific technologies,  APIs, algorithms or implementations related to this feature that should be considered for patents?  

When will this feature be “publicly disclosed” to more than a handful of NDA partners outside of Microsoft?
Submit all patent ideas to the BED Patent website at: http://BEDpatents  and contact mailto:DavidCo for more information.

4 Information Exposure

What parts of this project do we expect to expose outside of Microsoft?  What should be exposed in the DDK, SDK, Consortium Specs and Papers.

What will remain strictly proprietary?
5 High Level Test Plan

5.1 Test strategy

The Test Strategy is similar to the planning that goes into a product. Test Strategy describes the plan for implementing the testing effort on a component/subsystem to expose bugs prior to shipping. Exposing bugs can be done in several ways depending on the component/subsystem under test. 

The information presented here is somewhat generic and may not apply to every test strategy document. 

5.1.1 Functionality

Functionality tests are API level kinds of test that verify the component works in the specified manner. The tests include verifying known good data as well as bad data and error conditions. 

5.1.2 Regression

Regression tests include functionality tests, setup variations, manual variations, and any other tests that are run on a regular basis. 

5.1.3 Stress

Stress tests are those test that are entered into the NT stress mix, IO Stress mix, or run as stress in a particular lab. Stress tests don’t typically produce test results other than the tests were run for some period of time and the machine under test didn’t crash. 

5.1.4 Setup/Upgrade

Setup tests need to verify that the component behaves as expected in all setup and upgrade scenarios.

5.1.5 Interop

The test strategy needs to describe how the component/subsystem under test will interact with other parts of the system and/or other systems. Interop test plan will include information on the tests that need to be run to determine that everything will play well together for the customer. 

5.1.6 Reliability

Test strategy needs to describe how reliability of the component/subsystem will be measured. This is typically accomplished using deployment and long haul servers. 

5.1.7 Robustness

Driver verifier, IO Verifier, and fault injection and test suites to expose robustness bugs in the component/subsystem. 

5.1.8 Long haul

This normally applies to services in the system. Long haul requirements are created by determining the amount of activity expected on a system over a period of time. Create test scenarios that simulate that activity in as short a time as possible. The system should not be overloaded to the point of stressing the system. But the tests should make maximum use of available resources to execute the test run in as short a time as possible. Measurement systems will vary depending on the component, e.g. transactions per second, bytes per second, connections per minute, etc. 

5.1.9 Deployment

Describe how the component/subsystem is going to be deployed in real life environment.  Test should cover various deployment scenarios (OEM, corp, VAR, etc.) 

5.1.10 Y2K

This will continue to remain a critical test concern even into the next century. 

5.2 Globalization

All test strategies and test plans must include information describing plan to support globalization of test execution. 

5.3 Geopolitical

All components should test for geopolitical correctness.

5.4 Automation

Wherever possible tests should be automated to provide best coverage and lowest cost. This makes it easy to setup, execute, and log test results quickly and efficiently. Automation can be done using scripts, executables, Visual Test, etc. 

5.5 WHQL Deliverables

If your testing includes hardware components then the test strategy should include documentation for the test program and meet WHQL requirements to ship on test CDs. 

5.6 Ship criteria

The quality bar for the component/subsystem under test needs to be established for each ship milestone. Ship Criteria defines the minimum acceptable pass rates for tests in order to ship. This is the measurement to determine whether the component is ready to ship to customers. Each of the areas of the test strategy must have criteria associated with it to quantify ship expectations. 

For example, regression tests must pass > 99% with no serious issues in any area. Tests must be run on previous 10 builds. 

5.7 Test Results

Test results must be reported in a consistent manner. Where and when will you report your results?  What format will they take?

6 Schedule/Staffing

6.1 Staffing

This work will be done by Adam Barr, Sada Rajaram, and Sean Selitrennikoff.
6.2 Priorities

This is not relevant since the work is already code complete. Any bugs or new requests will be based on testing and actual usage.
6.3 Schedule

6.3.1 Schedule Summary

	Milestone
	Short Description
	Duration

	Spec Complete
	Full functionality described in spec document.  All areas of template completed
	ETA – 1/31/00

	Dev Milestone 1
	All features code complete
	Complete


6.3.2 Detailed Schedule

6.3.2.1 Milestone 1
Description

All features described in section 2.
Metric

At the moment, only our own usage tests.
Duration

Already complete.
Contingency Plan

None, since the milestone is already complete.
6.3.2.2 Milestone N <repeat section for each milestone>
Description

Describe the functionality that will be completed in this milestone

Metric

What is the metric to use to tell that the functionality listed above is complete?

Duration

Duration should take into account regular daily activities (eating, meetings, interviews, paperwork, email, etc.) occurring  while this task is going on

Contingency Plan

When can you bail out for this milestone?  Describe what changes will need to be made if this milestone is not met.  What are the effects on the rest of your schedule and what modifications must be made to the feature.  

7 Capabilities Deferred

List all the related feature items that have been deferred to the next release that will build on the features in this release.  What must be completed in the next release to complete the vision of this feature?

8 Q&A

Put questions you know people will ask here.

9 Template Instructions

9.1 Feature Process Info

The aim is to have all features for Windows 2001 use the same spec template.  It is understood that some sections may not be applicable to you, depending on the area of your feature.

If this template does not fill your needs or has errors, please contact mailto:aliciae .  Also, if you have best practice information that could be used to help new PM’s and Dev’s fill out the template, please send suggestions to mailto:aliciae .

In order to be on the schedule for a feature review, you will need to fill out the cover page (contacts, etc.), Section 1 Introduction, Section 3.1 Dependencies and Section 6 Schedule/Staffing.  It is understood that you may not be able to fully complete these sections initially.  Do your best to complete what you know now and update them as you go.  The intention is to outline the major impact of your feature so teams can be prepared for possible interactions.
In order to be prepared for a feature review, you should have 80% of this spec template filled out and have something in each section (even if it’s N/A or TBD).

9.2 How to fill out template

Select File New to open this template as a document.  For the body of your spec, use Styles such as Heading 1-5, Body Text, Block Quotation, List Bullet, and List Number from the Style control on the Formatting toolbar.

Be sure to fill in the feature name in the document properties under Documents Title.

9.2.1 Content

There are basic instructions listed in each section to help you understand what should go there.  All instructions are listed in BLUE.
9.2.2 How to Create Bullets and Numbered Lists

· To create a bulleted list like this, select one or more paragraphs and choose the List Bullet style from the Style drop-down list on the formatting toolbar. To create a numbered list like the numbered paragraphs above, select one or more paragraphs and choose the List Number style from the Style drop-down list.

9.2.3 How to Create Issue Blocks

You may want to call out issues in-line in your spec.  User Issue Blocks to call attention to them.  Write the text you would like to be your Issue Block Header and your paragraph(s) of text that you want to be in the issue block.  Then highlight the header text and select Issue Block Header from the Style drop down list.  Then highlight the paragraph(s) of text you want included in the issue block and select the Issue Block Style from the drop down list.

This is my issue block header

Here is some text for my issue block.  I need to resolve this issue by 12/99 for a feature review with my manager.

9.3 How to update the of Contents

To update the Table of Contents for this spec, position your cursor on the TOC page. Right click and select update fields.  You can choose to update page numbers only, or the entire table.

2
2
MICROSOFT Confidential


risheadless-spec.doc                     Last Saved:  1/14/2000 10:21 AM



