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Hard Disk-based Recovery Solution

System builders have the option of offering their customers a hard disk-based recovery solution for most versions of Windows, including Windows 98, Windows Millennium Edition, Windows NT 4.0, Windows 2000, and Windows XP. Using this solution does not change any requirements of the Microsoft OEM System Builder Agreement, as detailed in the Windows OPK User’s Guide. You must distribute the Microsoft-branded Windows CD-ROM media and manual with the computer and attach the Certificate of Authenticity (COA) label to the computer chassis. System builders are prohibited from creating recovery solutions that are stored on removable media, as this is a violation of the Microsoft OEM System Builder Agreement.

The simplest and easiest solutions for you and your customers involve third-party disk imaging software, available from vendors such as PowerQuest, Symantec, or SoftThinks. The vendors supply scripting environments for you to create custom solutions that create an image of the version of Windows as you installed and customized it. You can then store that image on a hidden partition on the hard disk, which can be later accessed and restored to the primary partition if necessary.

This white paper outlines the legal and technical requirements and basic steps of a minimal hard disk recovery solution using third-party imaging software. There are many possible solutions, depending upon the imaging software and your requirements. Working with the vendor that supplies the imaging software, you can build upon the basics presented here to best meet your customers’ needs.

Microsoft Licensing, Inc. does not endorse or recommend vendors that provide disk-imaging software. You are responsible for licensing this software from your vendor of choice.

A Typical Recovery Scenario

1. The computer’s main operating system partition fails.

2. End user inserts the recovery floppy disk or CD-ROM. Fdisk sets the recovery partition active and formats the operating system partition.

3. Using a third-party image restoration utility, the end user restores the image on the recovery partition to the main operating system partition.

If the bootable partition fails, the customer starts the computer with the recovery floppy disk, which performs at least these functions:

· Runs Fdisk to set the recovery partition active.
· Reformats the damaged operating system partition, if necessary.
· Restores the bootable image from the recovery partition to the operating system partition.
Requirements for the Hard Disk-based Recovery Solution

There are both licensing and technical requirements for providing a hard disk-based recovery solution.

OEM Licensing Requirements

· You are not permitted to create recovery media for the purpose of hard disk recovery. The Microsoft OEM System Builder Agreement does not permit reproduction of Microsoft software. Any unauthorized reproduction of Microsoft software, including recovery media, infringes Microsoft’s copyright, is illegal, and can result in civil and criminal liability.

· You must provide a bootable floppy disk for recovery with the computer at the time of sale. The imaging software uses this disk to initiate the recovery process. For more information about creating this bootable floppy disk, see the documentation included with the imaging software.
· The Microsoft operating system software on the Hard Disk-based Recovery System may be used only to restore the Microsoft product software preinstalled on the Customer System hard-disk drive. You must provide documentation to the end user indicating that the Windows product included in the Hard Disk-based Recovery System is provided for the purpose of restoring software on the hard disk of designated Customer Systems only.

· The Windows operating system software included in the Recovery Files of the Hard Disk-based Recovery System must be identical to the Windows object code preinstalled on the Customer System hard disk, including any initial end-user startup sequence and OEM support information. It is your option to determine if the Recovery Files include any OEM customization as allowed by the relevant OEM Preinstallation Kit (OPK) for that Windows operating system.  Alternatively, you may decide to provide a more generic installation as your Recovery Files, provided that those Recovery Files fulfill the requirements of the relevant OPK.

· You must ensure that the Hard Disk-based Recovery System works efficiently, providing a positive end-user experience.

End-User Licensing Requirements

· For Windows operating system recovery, you must provide an online End-User License Agreement (EULA) identical to the original EULA, and the end user must be required to affirmatively accept the terms of such EULA in order to proceed with using the Hard Disk-based Recovery System prior to use of the product.

Technical Requirements

· The use of a third-party disk imaging software product, which includes:

· The creation of a bootable floppy disk with a custom script for disk management.

· The restoration of the image.

· The integration of the imaging software into your manufacturing process.

· A computer with at least two partitions.

· The use of a WinPE-based preinstallation process for all computers shipping with recovery solutions.

· The use of DiskPart to create the partitions on all computers shipping with recovery solutions.

For information on how to use DiskPart in a WinPE-based preinstallation, see the Windows OPK User’s Guide.

Disk Partitions and the Recovery Solution

For the purposes of this paper, hard disk-based recovery requires at least two partitions, created in the following order:

· A recovery partition containing a disk image of the operating system partition.

· An operating system partition with a bootable version of Windows containing the OEM preinstalled image.

Note   A recovery partition is not assigned a drive letter, and is visible to the customer. The recovery partition is actually mounted and displayed as "EISA" but is protected from being deleted or formatted by the operating system. Some customers may notice the discrepancy between the stated size of the hard disk and the size reported by Windows. If you explain this as a feature of your recovery solution, you may prevent some customer support calls.

To create the partitions, you must use WinPE in your preinstallation process. EISA partitions can be formatted only from WinPE. 

For information on using WinPE in your preinstallation process, see the Windows OPK User’s Guide.

Disk Management with Diskpart

During preinstallation, you must partition and format the hard disk. These operations and many other disk management functions can be scripted with the Diskpart.exe utility. Diskpart ships in the box with Windows XP and is available for download from the Web for Windows 2000. It can also be used in a WinPE preinstallation to automate disk management. Diskpart is well documented in Windows XP Help and Support.

Here is the same script extended to create a recovery partition:

REM select disk

Select disk 0

REM create recovery partition (type 0x12) of size 1000 MB

Create partition primary size = 1000 ID = 0x12

REM create primary OS partition for remainder of drive, bootable, assigned C: drive letter

Create partition primary 

Active

Assign letter = C

Exit

Setting the ID to 0x12 protects the recovery partition as the operating system starts.

For more information, see the Diskpart.exe topic and the [DiskConfig] section of Winbom.ini in the Windows OPK User’s Guide.

To Create the Minimal Hard Disk Recovery Solution

To create your recovery solution

1. Choose an imaging software product.

2. Design your recovery solution with the imaging software product.

3. Decide how best to integrate the imaging product into your manufacturing process, in order to perform steps 6 and 7.

4. For computers for which you will provide recovery solutions, use WinPE and DiskPart to create the two necessary partitions.

5. Preinstall Windows to the primary operating system partition.

6. Use the imaging product to create an image of the contents of the active partition.

7. Write the recovery image to the recovery partition.

8. Create the recovery floppy disk, as required by the third-party imaging software.

© 2001 Microsoft Corporation. All rights reserved. —

