
Scrubber Tool: Design and Maintenance
All of the Windows NT-based operating systems, including Windows 2000 and Windows XP and .NET, have a limit on the size of the registry system hive.  If the system hive grows above this limit then the system will not boot.  InMB Windows 2000, there was 16 megabytes of memory available at boot time. In this 16 megabytes, the SYSTEM Hive, Page Frame Number (PFN) database, loader, kernel, HAL, and boot drivers must load.
Windows .NET increases the size of the memory available at boot time for the system as follows:

· Windows .NET (32-bit) is limited to a quarter (1/4) of available memory up to 1GB. 

· Windows .NET (32-bit) with the /3GB switch is still limited to the 16 megabytes. 

· Windows .NET (64-bit) has been increased to 32 megabytes. 

Additionally, Windows .NET has a safe-guard built in that won’t allow the system hive to grow larger then system memory; it accomplishes this by failing all future registry writes.  By far the largest consumer of the system hive is Plug and Play (PnP).  PnP stores information about each piece of hardware, along with their corresponding driver and device interface information, in the system hive.  This includes the device’s hardware and compatible IDs, description, manufacturer, provider, the INF that was used to install the driver, the setup class of the driver, and other information.  PnP stores this information in the system hive not only for live devices (devices that are currently present on the machine), but also for phantom devices (devices that were once in the machine but are not currently).  PnP has to remember information about phantom devices or else it would need to search for drivers every time the device was enumerated again.  On certain large server machine configurations, these phantom devnodes can consume so much space that they will push the system hive over its size limit.  This happens when companies add and remove huge cabinets of disks for backup and maintenance.  
The purpose of the scrubber tool is to clean out the phantom devnode information for devices of class GUID_DEVCLASS_DISKDRIVE and GUID_DEVCLASS_VOLUME.  The code can be easily modified to handle additional classes simply by adding additional classes to the ClassesToClean array.  To clean out the registry information for these phantom devnodes, the code simply enumerates all the devices of the classes specified in the ClassesToClean array by calling SetupDiGetClassDevs.  If the DIGCF_PRESENT flag is not passed to SetupDiGetClassDevs then it will include phantoms in the list.  Scrubber then enumerates the devices in this list and checks if they are a live device or a phantom.  To determine if a device is a phantom, Scrubber simply calls CM_Get_DevNode_Status on the devnode and if the return code is either CR_NO_SUCH_DEVINST or CR_NO_SUCH_VALUE then the devnode is considered a phantom.  For all phantom devnodes Scrubber calls SetupDiCallClassInstaller with DIF_REMOVE to clean up all traces of this devnode from the system hive.  
The above description works fine on Windows XP and beyond, however it doesn’t clean up all the registry information on Windows 2000.  Due to a bug in Windows 2000 only the device’s hardware and software keys get cleaned up, but the device’s device interface values do not get cleaned up.  Since the device interface values can get quite large, Scrubber needed special code to manually clean these up in Windows 2000.  To clean up the device interface values in Windows 2000 Scrubber enumerates through the array DeviceInterfacesToClean.  This array contains the following device interfaces: DiskClassGuid, PartitionClassGuid, WriteOnceDiskClassGuid, VolumeClassGuid, and StoragePortClassGuid.  Other device interface values can easily be added by adding the new device interface GUID to the DeviceInterfacesToClean array.  For each of these device interface GUIDs, Scrubber calls SetupDiGetClassDevs with the DIGCF_DEVICEINTERFACE flag and passes in the device interface GUID and the phantom devnode.  It then calls SetupDiEnumDeviceInterfaces to enumerate through the device interfaces and SetupDiRemoveDeviceInterface to remove them from the system hive.

The reason that Scrubber only cleans up disk and volume devnodes is because that is the only real customer case we have seen of phantom devnodes taking up so much space that the system hive is at its limit.  Deleting all phantom devnodes on the machine can be very dangerous and can cause unknown problems and maybe even a bug check.  Because of this, any new device class that is added to Scrubber must be thoroughly tested to ensure that no adverse behavior occurs.  There are known devnodes like the ROOT devnode that always show up as a phantom.  If this devnode is deleted from the system hive then the machine will not boot.
Once the phantom devnodes are removed from the system hive the registry system hive needs to be compressed.  This is very important, since the registry does not compress its empty space when a key or value is removed.  Therefore if the registry is not told to compress then there will be no space savings.  Compressing the registry varies from Windows version to Windows version.  To compress the registry in Windows 2000, RegSaveKey must be called on the system hive.  This will save the entire system hive to a file on the disk.  When the registry is saved as a file, all empty space in the registry will be removed, thus shrinking the hive.  To get the shrunk hive to load again the RegReplaceKey API must be called.  The registry is not replaced until the machine is rebooted. It is important to reboot the system immediately following the call to RegReplaceKey since any subsequent updates to the system hive will be lost once the system is rebooted and any later call to RegReplaceKey is ignored.

On Windows .NET, a new system call has been added, RegCompressKey, which allows inplace registry compression with none of the side effects or RegReplaceKey; it is safe to call at any time. The operating system also will attempt to compress the registry on shutdown if it determines that there is greater than 10% free space in the uncompressed system hive.
Building the Scrubber Tool

The scrubber tool lives in the Windows XP source tree under nt\base\pnp\tools\scrubber.  It should be built using the Windows XP version of the DDK and SDK.
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