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Overview

svchost.exe is a generic host process for services that are implemented in DLLs.   It is very easy to write (or convert) your service to take advantage of svchost.   The basic steps are: 

· Export a ServiceMain entrypoint from a DLL 

· Choose a Svchost Group to run under 

· Setup your service to use the correct ImagePath 

· Process-wide COM security issues 

Here are other items of interest: 

· Things to keep in mind 

· Debugging tips 

Export a ServiceMain entrypoint from your DLL

Your DLL must export an entry point with a signature matching LPSERVICE_MAIN_FUNCTIONW (found in \nt\public\sdk\inc\winsvc.h) 

typedef VOID (WINAPI *LPSERVICE_MAIN_FUNCTIONW)(

    DWORD dwNumServicesArgs,

    LPWSTR *lpServiceArgVectors

    );
(Note the wide version and not the ANSI version.)

The implementation of this function is specific to your service.

Additionally, the service should have the following values located under its 'Parameters' key (i.e. located under HKLM\System\CurrentControlSet\Services\<service>\Parameters):

ServiceDll  : REG_EXPAND_SZ : <path to DLL>  REQUIRED

ServiceMain : REG_SZ        : <FunctionName> OPTIONAL
If the ServiceMain value is not present, then it defaults to "ServiceMain".

Choose a Svchost Group to run under

Svchost Groups provide a means of separating or combining services in the same instance of svchost.exe.  Svchost Groups can be chosen arbitrarily.  One instance of svchost.exe will run for each Svchost Group defined.

Svchost Groups are defined based on the registry values found under HKLM\Software\Microsoft\Windows NT\CurrentVersion\Svchost.  Each value under this key represents a Svchost Group.  Each value is a REG_MULTI_SZ and contains the services that run under that Svchost Group.  The following is an example:

netsvcs: REG_MULTI_SZ: Netman Rasauto Rasman RemoteAccess

foosvcs: REG_MULTI_SZ: MyService SomeOtherService
For the above example, the four services (Netman, Rasauto, Rasman, and RemoteAccess) would run under one instance of svchost.exe, while MyService and SomeOtherService would run under a different instance of svchost.exe.

Choose your Svchost Group while keeping the following in mind: 

1. Don't just add one because you think you need your own.  The only reason svchost.exe exists is to reduce our process count. 

2. Try to pick the closest "matching" Svchost Group already defined.  For example, if your service is network related, you probabaly belong in the netsvcs Svchost Group. 

3. Everyone belonging to a specific Svchost Group must agree on process-wide security settings.  These security settings can (but don't necessarily need to) be setup by a call to CoInitializeSecurity made by svchost on behalf of the services.  For more information see Process Security Issues. 

Setup your service to use the correct ImagePath

After choosing your Svchost Group (above) you are ready to specify the ImagePath your service needs in order to run in svchost.exe.  Each service that will be resident in an instance of the svchost.exe process must have an ImagePath of the following form: 

%SystemRoot%\System32\svchost.exe -k <svchost group>

For example, if you picked the 'netsvcs' Svchost Group, the ImagePath for the service should look like:

%SystemRoot%\System32\svchost.exe -k netsvcs

(ImagePath is a REG_EXPAND_SZ, hence the %SystemRoot% stuff.)

Important: The service controller elects to run a service in the same process as other services ONLY if the expanded forms of their ImagePaths match IDENTICALLY. (Case sensitively as well.) Pay attention to capitalization, extraneous spaces, and other typos in your ImagePath.

Important: The service Type (located under HKLM\System\CurrentControlSet\Services\<service>\Type (REG_DWORD) MUST have the SERVICE_WIN32_SHARE_PROCESS bit set. (0x20) If it does not, the service will not be allowed to run inside an instance of the svchost.exe process.

Process-wide COM Security Issues

Svchost accommodates multiple services in the same process by lending a hand setting up the COM security settings for the process.  All of the services that share the process must agree on a common set of COM security settings.  Once decided, the settings are parameterized in the registry under the Svchost Group specific registry key.  This key is located at HKLM\Software\Microsoft\Windows NT\CurrentVersion\Svchost\<Svchost Group>.  Where <Svchost Group> is the name of the Svchost Group chosen above.  Svchost looks for a REG_DWORD parameter called CoInitalizeSecurityParam.   If the value is non-zero, Svchost will call CoInitializeSecurity at the time the Svchost instance is started (i.e., when the first service in the Svchost Group is started).  The following is an example.

CoInitializeSecurityParam: REG_DWORD: 1

If there is a non-zero value for CoInitializeSecurityParam, Svchost will look for the following values under the same registry key. If present, they will override some of the default parameters Svchost passes to CoInitializeSecurity:

	Value name 
	CoInitializeSecurity parameter 
	Value type 
	Default value

	AuthenticationLevel 
	dwAuthnLevel 
	REG_DWORD 
	RPC_C_AUTHN_LEVEL_PKT (0x4)

	ImpersonationLevel 
	dwImpLevel 
	REG_DWORD 
	RPC_C_IMP_LEVEL_IMPERSONATE (0x3)

	AuthenticationCapabilities 
	dwCapabilities 
	REG_DWORD 
	EOAC_NO_CUSTOM_MARSHAL | EOAC_DISABLE_AAA (0x3000)


Unless you absolutely need to override the above defaults (e.g., for compatibility reasons), you should leave them as is.

Things to keep in mind
· Please use the common thread pool functions checked into the RTL library (or the Win32 equivalents) rather than rolling your own. 

· Be sure to have NO MEMORY LEAKS between starts/stops of your service. Since you're sharing the service with others, please be kind. ;-) 

· Don't assume that the process goes away when your service is stopped. Since it is shared with other services, you most likely will be stopped and started in the same process instance. There is a subtle ramification to this: Any global variables that you changed after your service started, will retain these settings after it is stopped and will be present for the next restart. You should therefore re-initialize your globals when shutting down if you depend on the initialized value when starting up. Starting/stopping your service repeatedly overnight while running its instance of svchost.exe under pageheap is an excellent way to make sure your service behaves well in this regard. 

· Important: If your service is marked to start automatically (Type=2) you will need to place a dependency on the RpcSs service, if your Svchost Group is configured to invoke CoInitializeSecurity.  This is because the CoInitializeSecurity API needs RpcSs to be running in order to successfully complete. 

Debugging Tips

· Having lots of services in the same process can sometimes be a pain to debug. svchost.exe provides a way to isolate your service from the rest by simply specifying your own Svchost Group.  Be sure to use 'sc config binpath=' to change the ImagePath as opposed to editing the registry directly. 

· To run your service under the debugger, you have three options. 

1. Attach a debugger after your service has started. 

2. Modify the ImagePath of your service to include the debugger executable. 

3. Set a registry key so that a DebugBreak will be issued by svchost just before your service is started.  (You must be using a checked version of svchost.exe for this to work.) 

Method 1 is obvious.  Method 2 is more difficult because you have to change the ImagePaths of every service that shares the same instance of svchost with your service.  

To do Method 3, you should copy a checked version of svchost.exe to your machine and add the following registry key and value:

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Svchost\<service>

    DebugBreak = REG_DWORD 1
where <service> is the name of the service as it appears under the Services registry key.

If you stop and restart your service, a DebugBreak will be issued causing the JIT debugger to be launched.  (You'll probably want to change this from the default of Dr. Watson to something more useful like ntsd.)
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