WMIPROV.DLL registry settings that control logging

1.1.1.
The WDM Provider will take the directory name from the registry key HKLM\Software\Microsoft\WBEM\CIMOM\LoggingDirectory

1.1.2.
The WDM Provider will take maximum file size as specified in HKLM\Software\Microsoft\WBEM\CIMOM\Log File Max Size

1.1.3.
The WDM Provider will disable logging if HKLM\Software\Microsoft\WBEM\CIMOM\Logging is 0.

1.1.4.
The WDM Provider will enable logging if HKLM\Software\Microsoft\WBEM\CIMOM|Logging is not equal to 0.

Also check the %windir%\system32\wbem\logs\wmiprov.log for ?????
check for any win32 return codes from WMI DE Service.

Events are not received

Look in the nt eventlog.

Look in the %windir%\system32\wbem\logs\wmiprov.log 

Event references are not received

Look in the nt eventlog.

Look in the %windir%\system32\wbem\logs\wmiprov.log 
Testing the driver

The wmimofck.exe tool can generate a vbscript file that can be executed to test querying every class and property specified in the drivers .mof file. To generate the vbscript file use the command wmimofck -tdriver.vbs driver.bmf. You can then run driver.vbs from the command line and when it completes examine the driver.log file for the results. Any property that does not contain data could not be queried by WMI. In this case check that the driver's mof has been incorporated into the schema and if so that the driver is receiving WMI irps and completing them successfully. Also check the %windir%\system32\wbem\logs\wmiprov.log.
The tool %windir%\system32\wbem\wbemtest.exe can be used to query individual classes, change the values of properties, execute methods and receive events.  Is there any docs on how to use WBEMTEST ?

Mof doesn't show up in \root\wmi namespace

Run the WmiMofCk.exe tool on the binary mof file to check that the MOF format is correct for WMI. To do this enter the command: wmimofck driver.bmf.

%windir%\system32\wbem\logs\mofcomp.log will show any errors when trying to add the binary mof into the schema.

NT eventlog may have a message indicating that the driver returned a badly formed WMIREGINFO data structure and thus could not be registered. 

Check the registry path and MofResourceName returned by the driver in the IRP_MN_REGINFO. Also check under the service key to verify that if the MofImagePath value is specified that it is correct.

If using the binary mof guid check that the driver receives an irp that queries for the binary mof data and that the irp is completed successfully with the correct data and size. Check %windir%\system32\wbem\logs\wmiprov.log for errors.

Try to compile the .mof (not .bmf) file manually using mofcomp. If you .mof file is named driver.mof then use the command mofcomp -N:root/wmi driver.mof. See if any interesting error messages are given. If mofcomp succeeds and the mof is established in the schema then most likely there is a problem with the WMIREGINFO data structure. BE SURE TO DELETE THE CLASSES THAT WERE ADDED MANUALLY BY MOFCOMP SO THAT YOU CAN DETECT WHEN THE MOF IS BEING INCORPORATED IN THE SCHEMA SUCCESSFULLY.

A typical problem is that the a class is derrived from a base class that does not exist

Events are not received

Look in the nt eventlog.

Look in the %windir%\system32\wbem\logs\wmiprov.log.

If the guid for the event is registered as static instance names make sure that the InstanceIndex field is filled in and the ProviderId field is filled in correctly. If the guid for the event is registered as dynamic instance names make sure that an instance name is present when fired.

Event references are not received

Look in the nt eventlog.

Look in the %windir%\system32\wbem\logs\wmiprov.log.
If the driver does not get a IRP_MN_QUERY_SINGLE_INSTANCE then most likely there is a problem with the WNODE_EVENT_REFERENCE. If the driver does receive the IRP_MN_QUERY_SINGLE_INSTANCE the irp should complete with STATUS_SUCCESS. 

Check the WNODE_EVENT_REFERENCE structure fired by the driver. The guid specified in the WNODE_HEADER should match the TargetGuid in the WNODE_EVENT_REFERENCE. If the guid was registered with static instance names then the WNODE_EVENT_REFERENCE should contain a valid instance index. If the guid was registered with dynamic instance names then the WNODE_EVENT_REFERENCE should contain a valid instance name string.

Mof shows up but cannot access properties or methods

Run the WmiMofCk.exe tool on the binary mof file to check that the MOF format is correct for WMI. To do this enter the command: wmimofck driver.bmf.

From within WBEMTEST try to query the class. Does the driver receive a WMI irp ? If not then check that the guid in the mof matches the guid in the driver. Double check that the the driver receives a IRP_MN_REGINFO irp, that it succeeds and that the guid in question is part of the registration data structures and marked as enabled.

If the driver does receive an irp ensure that the irp is completed successfully and that the data format for the returned WNODE is correct.

If WBEMTEST returns an error click on More Information and look at the Description property for more information about the error. 

Unregistering in the context of a WMI irp

Calling IoWMIRegistrationControl to unregister causes the calling thread to block until all wmi irps sent to the device object being unregistered. This means that a driver should not deregister while processing a WMI irp; it must call to unregister after the irp has been completed. For Beta 3 there is a limitation that the driver should not call to unregister in the thread context that the irp was delivered.

