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Introduction:

Event tracing is an event driven mechanism of performance data collection commonly used in the industry to gather metrics that can be correlated to workload activities. A traced event is any activity of interest that can be used to determine or derive performance metrics typically used for detailed analysis or workload characterization. Metrics from event traces typically supplement performance counters.

The Event Tracing APIs are grouped into 3 categories:

· Collection Control APIs

· Data Provider APIs

· Data Consumer APIs

In addition to Data Provider APIs, device drivers can also register as Data Providers by calling WDM Service Kernel Mode Support routines.   Section 4 covers these routines but testing of these  will be limited to testing as Event Providers. ( These routines can also be used to send information to WMI through WDM Service).
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Windows 2000 Driver Development Kit.

Windows 2000 Platform SDK

Assumptions:

· Experience in API Testing.

· Experience in kernel mode development (C/C++)

· Experience in kernel mode debugging.

· Understanding of WMI.

· W2K Machine with NT SLM Tree is required.

· The Win2k DDK (currently Beta3 RC0) has to be installed

· Microsoft Visual C/C++ 5.x > has to be installed

1. Event Tracing API will work in supported environments

1.1. UNICODE

1.2. ASCII

2. Definitions of Event Tracing APIs are correctly defined in specified header files included in Platform SDK

2.1. Wmistr.h

2.2. EvnTrace.h

3. The Event Trace Collection Control APIs allow users to manage instances of event trace loggers

3.1. When a user correctly calls the StartTrace API an instance of the event trace logger will be created

3.1.1. If function returns zero, then instance has been successfully created

3.1.1.1. Logger handle value is set 

3.1.1.2. Appropriate output values in EVENT_TRACE_PROPERTIES structure set

3.1.2. If user chooses log file to be none, then logger will write to buffer pool

3.1.3. If the user chooses the log file mode to be circular then the logger will rewind and start at the beginning of the log file as soon as the log file becomes full

3.1.4. If the user chooses the log file mode to be sequential then the logger will log event trace data unless log file becomes unable to receive events 

3.1.4.1. logger will fail to deliver events if buffer pool full

3.1.4.2. logger will fail to deliver events if log file becomes full

3.1.4.3. logger will fail to deliver events if log file runs out of space on disk

3.1.4.4. logger will increment EventsLost counter if event is lost due to delivery failure

3.1.5. If the user chooses the log file mode to be real time the logger will write directly to consumer application

3.1.5.1. Will not write to a log file

3.1.6. If the user chooses to set the EnabledFlags parameter in EVENT_TRACE_PROPERTIES structure to one or a combination of valid flags the data provider will respond appropriately

3.1.7. If the total number of logger instantiations exceeds 32 the logger will not create any more instantiations.

3.1.7.1. Returns error ???

3.1.8. If the Logger Name is NT Kernel Logger, it cannot be started more than once.

3.1.8.1. returns error???

3.1.9. If sufficient memory is not available for starting the Logger, StartTrace will return !!!

3.1.10. StartTrace API will function within the security context of the logged-on user.

3.1.10.1. If the Logged-on user has administrative privilege, StartTrace API will continue call

3.1.10.2. If the logged-on user does not have administrative privilege, StartTrace API will return ERROR_!!!.

3.1.11. Function will correctly respond to call of form:
ULONG StartTrace(
OUT PTRACEHANDLE TraceHandle, 
IN LPTSTR InstanceName, 
IN OUT PEVENT_TRACE_PROPERTIES Properties);

3.1.11.1. Function will respond appropriately to TraceHandle value

3.1.11.1.1. if ( TraceHandle  = NULL ) then return ERROR_INVALID_PARAMETER

3.1.11.1.2. if ( TraceHandle  = pointer to valid handle )  then call continues 

3.1.11.2. Function will respond appropriately to InstanceName value

3.1.11.2.1. if (InstanceName = NULL ) then return ERROR_INVALID_NAME

3.1.11.2.2. if ( InstanceName = empty string ) then return ERROR_INVALID_NAME

3.1.11.2.3. if ( InstanceName = pointer to valid name for new logger) then call continues 

3.1.11.2.4. if ( InstanceName  = pointer to invalid string) then return ERROR_INVALID_PARAMETER 

3.1.11.2.5. if ( InstanceName  = pointer to invalid name for new logger) then return ERROR_INVALID_PARAMETER 

3.1.11.3. Function will respond appropriately to Properties value

3.1.11.3.1. If (Properties = NULL ) then return ERROR_INVALID_PARAMETER

3.1.11.3.2. If (Properties = pointer to NULL ) then return ERROR_BAD_LENGTH 

3.1.11.3.3. If (Properties = pointer to valid EVENT_TRACE_PROPERTIES structure ) then continue call 

3.1.12. Function will respond appropriately to input values entered in Properties structure as defined in evntrace.h:

3.1.13. WNODE_HEADER Wnode

3.1.13.1. If Wnode.BufferSize = 0 then !!!

3.1.13.2. If Wnode.BufferSize < sizeof(EVENT_TRACE_PROPERTIES) then !!!

3.1.13.3. If Wnode.BufferSize >= sizeof(EVENT_TRACE_PROPERTIES) then call continues

3.1.13.4. If Wnode.BufferSize > available memory then !!!

3.1.13.5. If Wnode.Flags = 0 then !!!

3.1.13.6. If Wnode.Flags = WNODE_FLAG_TRACED_GUID then continue

3.1.13.6.1. Wnode structure interpreted as EVENT_TRACE_HEADER

3.1.13.7. If Wnode.Flags = WNODE_FLAG_USE_GUID_PTR then return ERROR_INVALID_PARAMETER

3.1.13.8. If Wnode.Flags = WNODE_FLAG_TRACED_GUID  and WNODE_FLAG_USE_GUID_PTR then continue call

3.1.13.9. If Wnode.Flags contains WNODE_FLAG_ USE_MOF_PTR then call continues

3.1.13.9.1. Data that follows the fixed members of a WNODE_HEADER-based structure consists of an array of MOF_FIELD structures

3.1.13.10. If Wnode.Flags = any other values then !!!

3.1.13.11. If any other parameter in WNODE_HEADER are set, function ignores it

3.1.14. LPTSTR LoggerName

3.1.14.1. function ignores value of LoggerName

3.1.15. ULONG BufferSize

3.1.15.1. When ‘BufferSize = 0 then return ERROR_BAD_LENGTH 

3.1.15.2. When ‘BufferSize > ‘all available memory’ then continue 

3.1.15.2.1. possible AV

3.1.15.3. When ‘BufferSize < ‘single event trace’ then return ERROR_BAD_LENGTH

3.1.15.4. When ‘BufferSize = ‘single event trace’ then continue call

3.1.16. ULONG MinimumBuffers

3.1.16.1. When ‘MinimumBuffers = 0 then continue

3.1.16.1.1. Replace MinimumBuffers value with default

3.1.16.2. When ‘MinimumBuffers > ‘all memory’’ then continue

3.1.16.2.1. Replace MinimumBuffers value with default

3.1.16.3. When ‘MinimumBuffers < ‘maximum buffers’ then continue

3.1.16.4. When ‘MinimumBuffers >‘maximum buffers’ then continue

3.1.16.4.1. set MinimumBuffers to maximum

3.1.17. ULONG MaximumBuffers

3.1.17.1. When ‘MaximumBuffers = 0’ then continue

3.1.17.1.1. Replace MaximumBuffers value with default

3.1.17.2. When ‘MaximumBuffers <minimum buffers’ then continue

3.1.17.2.1. Replace MinimumBuffers value with default

3.1.17.3. When ‘MaximumBuffers > minimum buffers’ then continue 

3.1.18. ULONG MaximumFileSize

3.1.18.1. When ‘MaximumFileSize = 0’ then continue 

3.1.18.1.1. default MaximumFileSize assumed

3.1.18.2. When ‘MaximumFileSize > all disk space’ then continue

3.1.18.2.1. Possible System exception

3.1.18.3. When ‘MaximumFileSize < single event trace’ then continue 

3.1.18.3.1. MaximumFileSize value set to default 1 Mb

3.1.18.4. When ‘MaximumFileSize = single event trace’ then continue

3.1.18.5. When ‘LogFileMode = EVENT_TRACE_FILE_MODE_SEQUENTIAL’ then continue

3.1.18.6. When ‘LogFileMode = EVENT_TRACE_FILE_MODE_CIRCULAR’ then continue

3.1.18.7. When ‘LogFileMode = EVENT_TRACE_FILE_MODE_SEQUENTIAL and EVENT_TRACE_FILE_MODE_CIRCULAR’ then return ERROR_INVALID_PARAMETER

3.1.18.8. When ‘LogFileMode = EVENT_TRACE_FILE_MODE_SEQUENTIAL and EVENT_TRACE_FILE_MODE_CIRCULAR and EVENT_TRACE_FILE_MODE_ REAL_TIME_MODE’ then return ERROR_INVALID_PARAMETER

3.1.18.9. When ‘LogFileMode = EVENT_TRACE_FILE_MODE_SEQUENTIAL and EVENT_TRACE_FILE_MODE_REAL_TIME_MODE’ then continue

3.1.18.10. When ‘LogFileMode = EVENT_TRACE_FILE_MODE_CIRCULAR and EVENT_TRACE_FILE_MODE_ REAL_TIME_MODE’ then continue

3.1.18.11. When ‘LogFileMode = any other flag combination’ then return ERROR_INVALID_PARAMETER 

3.1.19. ULONG FlushTimer

3.1.19.1. When ‘FlushTimer = 0’ then continue

3.1.19.2. When ‘FlushTimer > 0 AND FlushTimer < 4,000,000,000’ then continue

3.1.19.3. When ‘FlushTimer > 4,000,000,000’ then continue 

3.1.20. ULONG EnableFlags

3.1.20.1. When ‘EnableFlags = EVENT_TRACE_FLAG_PROCESS’ then continue

3.1.20.2. When ‘EnableFlags = EVENT_TRACE_FLAG_THREAD’ then continue

3.1.20.3. When ‘EnableFlags = EVENT_TRACE_FLAG_DISK_IO’ then continue

3.1.20.4. When ‘EnableFlags = EVENT_TRACE_FLAG_DISK_FILE_IO’ then continue

3.1.20.5. When ‘EnableFlags = EVENT_TRACE_FLAG_MEMORY_PAGE_FAULTS’ then continue

3.1.20.6. When ‘EnableFlags = EVENT_TRACE_FLAG_MEMORY HARD FAULTS Flag’ then continue

3.1.20.7. When ‘EnableFlags = EVENT_TRACE_FLAG_NETWORK TCPIP’ then continue

3.1.20.8. When ‘EnableFlags = any combination of one or more flags’ then continue

3.1.21. ULONG NumberOfBuffers

3.1.21.1. When ‘NumberOfBuffers = Any number’ then continue

3.1.22. ULONG FreeBuffers

3.1.22.1. When ‘FreeBuffers =Any number’ then continue

3.1.23. ULONG EventsLost

3.1.23.1. When ‘EventsLost =Any number’ then continue

3.1.24. ULONG BuffersWritten

3.1.24.1. When ‘BuffersWritten  =Any number’ then continue

3.1.25. HANDLE LoggerThreadId

3.1.25.1. When ‘LoggerThreadId =Any number’ then continue

3.1.26. LPTSTR LogFileName

3.1.26.1. When ‘LogFileName =NULL’ then continue

3.1.26.2. When ‘LogFileName = valid pointer to string

3.1.26.3. When ‘LogFileName = directory name’ then return error code returned by System.

3.1.26.4. When ‘LogFileName = Invalid file name’ then return error code returned by System.

3.1.26.5. When ‘LogFileName = Valid file name but invalid path’ then return error code returned by System.

3.1.26.6. When ‘LogFileName =’Already existing file’ then continue  

3.1.26.6.1. overwrites existing file

3.1.26.7. When ‘LogFileName =’valid file name’ then continue

3.2. When a user correctly calls the StopTrace API an instance of the event trace logger will be stopped

3.2.1. The StopTrace API will take the following three parameters (in order)

· [IN] TRACEHANDLE 

· [IN] LPSTR

· [IN OUT] PEVENT_TRACE_PROPERTIES

3.2.1.1. if ( parameter1 = NULL  and parameter2 = valid instance name ) then return 0

3.2.1.2. if ( parameter1 = NULL and parameter2 = NULL ) then return ERROR_INVALID_PARAMETER

3.2.1.3. if ( paremeter2 = NULL and parameter1 = valid instance handle ) then return 0

3.2.1.4. if ( paremeter2 = empty string and parameter1 = invalid Handle ) then return ERROR_INVALID_HANDLE

3.2.1.5. if ( paremeter2 = pointer to valid string ) then return 0 

3.2.1.6. if ( parameter1 = valid and existing trace handle and parameter2 = valid and existing instance name but different instance than parameter1 ) then return 0 [Instance name takes precedence]

3.2.1.7. if ( paremeter2 = invalid string and parameter1 = invalid Handle ) then return ERROR_WMI_INSTANCE_NOT_FOUND

3.2.1.8. If ( parameter3 = NULL ) then return ERROR_INVALID_PARAMETER

3.2.1.9. If ( parameter3 = pointer to valid structure ) then return 0

3.2.1.10. If (parameter3  points to location where memory is not allocated) return ERROR_INVALID_PARAMETER.

3.2.1.11. StopTrace API will function within the security context of the logged-on user.

3.2.1.11.1. If the Logged-on user has administrative priviledge, StopTrace API will return success.

3.2.1.11.2. If the logged-on user does not have administrative priviledge, StopTrace API will return !!!.

3.2.1.11.3. When ‘Buffer Size = any number’ Then after call completes this field will be unchanged [returned value]

3.2.1.11.4. When ‘Minimum Buffers = any number’ Then after call completes this field will be unchanged [returned value]

3.2.1.11.5. When ‘Maximum Buffers = any number’ Then after call completes this field will be unchanged [returned value]

3.2.1.11.6. When ‘Maximum File Size = any number’ Then after call completes this field will be unchanged [returned value]

3.2.1.11.7. When ‘Log File Mode = any number’ Then after call completes this field will be unchanged

3.2.1.11.8. When ‘Flush Timer = any number’ Then after call completes this field will be unchanged

3.2.1.11.9. When ‘Enable Flags = any number’ Then after call completes this field will be unchanged

3.2.1.11.10. When ‘Number of Buffers = any number’ Then after call completes this field will contain the number of buffers the logger used

3.2.1.11.11. When ‘Free Buffers = any number’ Then after call completes this field will contain the number of buffers that are free

3.2.1.11.12. When ‘Events Lost = any number’ Then after call completes this field will contain the number of events lost during logging

3.2.1.11.13. When ‘Buffers Written = any number’ Then after call completes this field will contain the number of buffers written to file

3.2.1.11.14. When ‘Thread ID = any number’ Then after call completes this field will contain the thread ID of the Logger

3.2.1.11.15. When ‘Log File Name = any valid string’ Then after call completes this field will contain the Log file name

3.2.1.11.16. When ‘Log File Name = NULL’ Then after call completes this field will contain the Log file name

3.2.2. The StopTrace API will have the following side effects

3.2.2.1. If a user successfully calls StopAPI the logger will stop logging event trace data to the log file

3.2.2.2. If a user successfully calls StopAPI the logger will store information about the logger in parameter 3

3.2.2.3. If a different thread or process makes a call to disable or alter the properties of the logger, the logger will finish the call, in the order in which it was received.

3.3. When a user correctly calls the EnableTrace API an existing instance of a logger can be enabled or disabled

3.3.1. The EnableTrace API will take the following four parameters (in order)

· [IN] ULONG 

· [IN] ULONG 

· [IN] ULONG

[newly added in build 196x for IIS]
· [IN] LPCGUID

· [IN] TRACEHANDLE

3.3.1.1. if ( parameter1 = False ) then return 0

3.3.1.2. if ( parameter1 = True ) then return 0

3.3.1.3. if ( parameter1 != True or False ) then return ERROR_INVALID_PARAMETER

3.3.1.4. if ( parameter2 = FLAG_PROCESS ) then return 0

3.3.1.5. if ( parameter2 = FLAG_THREAD ) then return 0

3.3.1.6. if ( parameter2 = FLAG_DISK_IO ) then return 0

3.3.1.7. if ( parameter2 = FLAG_DISK_FILE_IO ) then return 0

3.3.1.8. if ( parameter2 = FLAG_MEMORY_SOFT_FAULTS ) then return 0

3.3.1.9. if ( parameter2 = FLAG_MEMORY_HARD_FAULTS ) then return 0

3.3.1.10. if ( parameter2 = FLAG_NETWORK_TCPIP ) then return 0

3.3.1.11. if ( parameter2 = any combination of the above flags ) then return 0

3.3.1.12. if ( parameter2 > none of the flags above ) then return 0 

3.3.1.13. if ( parameter3 = 0 ) then return 0

3.3.1.14. if ( parameter3 > 255 ) then return 0

3.3.1.15. if ( parameter3 > 4.000.000.000 ) then return 0

3.3.1.16. if ( parameter4 = NULL ) then return ERROR_INVALID_PARAMETER

3.3.1.17. if ( parameter4 = pointer to valid and correct GUID ) then return 0

3.3.1.18. if ( parameter4 = pointer to nonexistent GUID ) then return ERROR_WMI_GUID_NOT_FOUND 

3.3.1.19. if ( parameter5 = invalid instance handle ) then return ERROR_INVALID_HANDLE

3.3.1.20. if ( parameter5 = valid and existing instance handle AND parameter1 = True ) then return 0

3.3.1.21. if ( parameter5 = existing instance handle (already disabled) AND parameter1 = False ) then return ERROR_WMI_INSTANCE_NOT_FOUND

3.3.1.22. if ( parameter5 = existing instance handle (already enabled) AND parameter1 = True ) then return ERROR_WMI_ALREADY_ENABLED

3.3.2. The EnableTrace API will have the following side effects

3.3.2.1. If the used successfully calls the EnableTrace API (with the enable flag set) the instance of the logger specified will become enabled and start tracing the specified events

3.3.2.2. If the user successfully calls the EnableTrace API (with the disabled flag set) the request to disable the trace will be sent to the trace provider

3.3.2.3. The kernel providers will receive IRP_MN_ENABLE_EVENT when guid provided by Driver is enabled.

3.3.2.3.1. WNODE_HEADER structure will be passed to the driver at irpStack->Parameters.WMI.Buffer

3.3.2.3.2. Logger handle will be passed to the driver at wnode_header->Historical Context.

3.3.2.4. The kernel providers will receive IRP_MN_DISABLE_EVENT when guid provided  by Driver is disabled for data collection.

3.3.2.5. EnableTrace API will function within the security context of the logged-on user.

3.3.2.5.1. If the Logged-on user has administrative priviledge, EnableTrace API will return success.

3.3.2.5.2. If the logged-on user does not have administrative priviledge, EnableTrace API will return !!!.

3.4. When a user correctly calls the QueryTrace API the properties of an existing instance of a logger will be retrieved

3.4.1. The QueryTrace API will take the following three parameters (in order)

· [IN] TRACEHANDLE 

· [IN] LPSTR 

· [IN OUT] PEVENT_TRACE_PROPERTIES 

3.4.1.1. if ( parameter1 = NULL and parameter2 = NULL ) then return ERROR_INVALID_PARAMETER

3.4.1.2. if ( parameter1 = NULL and parameter2 = valid and existing instance name ) then return 0

3.4.1.3. if ( parameter1 = valid and existing trace handle and parameter2 = NULL ) then return 0

3.4.1.4. if ( parameter1 = valid and existing trace handle and parameter2 = valid and existing instance name but different instance than parameter1 ) then return 0 

3.4.1.5. if ( parameter1 = NULL and parameter2 = invalid string ) then return ERROR_INVALID_PARAMETER

3.4.1.6. if ( parameter1 = NULL and parameter2 = empty string ) then return ERROR_INVALID_PARAMETER

3.4.1.7. if ( parameter1 < 0 and parameter2 = valid and existing instance name ) then return 0

3.4.1.8. if ( parameter3 = NULL ) then return ERROR_INVALID_PARAMETER

3.4.1.9. if ( parameter3 = pointer to valid structure ) then return 0

3.4.1.10. Switch ( Parameter 3 structure )

3.4.1.10.1. When ‘Buffer Size = any number’ Then after call completes this field will be unchanged

3.4.1.10.2. When ‘Minimum Buffers = any number’ Then after call completes this field will be unchanged

3.4.1.10.3. When ‘Maximum Buffers = any number’ Then after call completes this field will be unchanged

3.4.1.10.4. When ‘Maximum File Size = any number’ Then after call completes this field will be unchanged

3.4.1.10.5. When ‘Log File Mode = any number’ Then after call completes this field will be unchanged

3.4.1.10.6. When ‘Flush Timer = any number’ Then after call completes this field will be unchanged

3.4.1.10.7. When ‘Enable Flags = any number’ Then after call completes this field will be unchanged

3.4.1.10.8. When ‘Number of Buffers = any number’ Then after call completes this field will contain the number of buffers the logger used

3.4.1.10.9. When ‘Free Buffers = any number’ Then after call completes this field will contain the number of buffers that are free

3.4.1.10.10. When ‘Events Lost = any number’ Then after call completes this field will contain the number of events lost during logging

3.4.1.10.11. When ‘Buffers Written = any number’ Then after call completes this field will contain the number of buffers written to file

3.4.1.10.12. When ‘Thread ID = any number’ Then after call completes this field will contain the thread ID of the Logger

3.4.1.10.13. When ‘Log File Name = any valid string’ Then after call completes this field will contain the Log file name

3.4.1.10.14. When ‘Log File Name = NULL’ Then after call completes this field will contain the Log file name

3.4.2. The QueryTrace API will have the following side effects

3.4.2.1. If the user calls the QueryTrace API during an event trace the logger will finish the event trace before processing this call [should be almost independent of each other]

3.4.2.2. If a different thread or process makes a call to disable or alter the properties of the logger, the logger will finish the call in the order in which it was received.

3.4.2.3.  QueryTrace API will function within the security context of the logged-on user.

3.4.2.3.1. If the Logged-on user has administrative priviledge, QueryTrace API will return success.

3.4.2.3.2. If the logged-on user does not have administrative priviledge, QueryTrace API will return !!!.

3.5. When a user correctly calls the UpdateTrace API the properties of an existing instance of a logger will be modified

3.5.1. The UpdateTrace API will take the following three parameters (in order)

· [IN] PTRACEHANDLE 

· [IN] LPSTR 

· [IN OUT] PEVENT_TRACE_PROPERTIES 

3.5.1.1. if ( parameter1 = NULL and parameter2 = NULL ) then return 

3.5.1.2. if ( parameter1 = NULL and parameter2 = valid and existing instance name ) then return 0

3.5.1.3. if ( parameter1 = valid and existing trace handle and parameter2 = NULL ) then return 0

3.5.1.4. if ( parameter1 = valid and existing trace handle and parameter2 = valid and existing instance name but different instance than parameter1 ) then return 0 

3.5.1.5. if ( parameter1 = NULL and parameter2 = invalid string ) then return ERROR_INVALID_PARAMETER

3.5.1.6. if ( parameter1 = NULL and parameter2 = empty string ) then return ERROR_INVALID_PARAMETER

3.5.1.7. if ( parameter1 = NULL and parameter2 = empty string ) then return ERROR_INVALID_PARAMETER

3.5.1.8. if ( parameter1 < 0 and parameter2 = valid and existing instance name ) then return 0

3.5.1.9. if ( parameter3 = NULL ) then return ERROR_INVALID_PARAMETER

3.5.1.10. if ( parameter3 = pointer to valid structure ) then return 0

3.5.1.11. Switch ( Parameter 3 structure )

3.5.1.11.1. When ‘Buffer Size = 0 then return 0 

3.5.1.11.2. When ‘Buffer Size > ‘all available memory’ then return 0

3.5.1.11.3. When ‘Buffer Size = ‘single event trace’ then return 0

3.5.1.11.4. When ‘Minimum Buffers = 0 then return 0

3.5.1.11.5. When ‘Minimum Buffers = ‘single event trace’ then return 0

3.5.1.11.6. When ‘Minimum Buffers < ‘maximum buffers’ then return 0

3.5.1.11.7. When ‘Minimum Buffers >‘maximum buffers’ then return 0

3.5.1.11.8. When ‘Minimum Buffers > ‘single event trace AND Minimum Buffers < all memory’ then return 0

3.5.1.11.9. When ‘Maximum Buffers = 0’ then return 0

3.5.1.11.10. When ‘Maximum Buffers > all memory’ then return 0

3.5.1.11.11. When ‘Maximum Buffers <minimum buffers’ then return 0

3.5.1.11.12. When ‘Maximum Buffers > minimum buffers’ then return 0

3.5.1.11.13. When ‘Maximum File Size = 0’ then return 0

3.5.1.11.14. When ‘Maximum File Size > all disk space’ then return 0 (System exception)

3.5.1.11.15. When ‘Maximum File Size = single event trace’ then return 0

3.5.1.11.16. When ‘Log File Mode = Sequential’ then return 0

3.5.1.11.17. When ‘Log File Mode = Circular’ then return 0

3.5.1.11.18. When ‘Log File Mode = Sequential and Circular’ then return 0

3.5.1.11.19. When ‘Log File Mode = Sequential and Circular and real time’ then return 0

3.5.1.11.20. When ‘Log File Mode = Sequential and real time’ then return 0

3.5.1.11.21. When ‘Log File Mode = Circular and real time’ then return 0

3.5.1.11.22. When ‘Log File Mode = invalid mode’ then return 0

3.5.1.11.23. When ‘Flush Timer = 0’ then return 0

3.5.1.11.24. When ‘Flush Timer > 0 AND Flush Timer < 4.000.000.000’ then return 0

3.5.1.11.25. When ‘Flush Timer > 4.000.000.000’ then return 0

3.5.1.11.26. When ‘Enable Flags = Process Flag’ then return 0

3.5.1.11.27. When ‘Enable Flags = Thread Flag’ then return 0

3.5.1.11.28. When ‘Enable Flags = Disk IO Flag’ then return 0

3.5.1.11.29. When ‘Enable Flags = Disk File IO Flag’ then return 0

3.5.1.11.30. When ‘Enable Flags = Memory soft Faults Flag’ then return 0

3.5.1.11.31. When ‘Enable Flags = Memory hard Faults Flag’ then return 0

3.5.1.11.32. When ‘Enable Flags = Network TCP/IP Flag’ then return 0

3.5.1.11.33. When ‘Enable Flags = Combination off one or more flags’ then return 0

3.5.1.11.34. When ‘Logger Name = NULL’ then return ERROR_INVALID_PARAMETER

3.5.1.11.35. When ‘Logger Name = empty string’ then return ERROR_INVALID_PARAMETER

3.5.1.11.36. When ‘Logger Name = Invalid string’ then return ERROR_INVALID_PARAMETER

3.5.1.11.37. When ‘Logger Name = valid string’ then return ERROR_INVALID_PARAMETER

3.5.1.11.38. When ‘Number of bytes = Any number’ then return 0

3.5.1.11.39. When ‘Free Buffers =Any number’ then return 0

3.5.1.11.40. When ‘Events Lost =Any number’ then return 0

3.5.1.11.41. When ‘Buffers Written  =Any number’ then return 0

3.5.1.11.42. When ‘Logger Thread ID =Any number’ then return 0

3.5.1.11.43. When ‘Log File Name =NULL’ then return ERROR_INVALID_PARAMETER

3.5.1.11.44. When ‘Log File Name = directory name’ then return 0 (System exception)

3.5.1.11.45. When ‘Log File Name = Invalid file name’ then return 0 (System exception)

3.5.1.11.46. When ‘Log File Name = Valid file name but invalid path’ then return 0 (System exception)

3.5.1.11.47. When ‘Log File Name =’Already existing file’ then return 0 (System exception)

3.5.1.11.48. When ‘Log File Name =’valid file name’ then return 0

3.5.2. The UpdateTrace API will have the following side effects

3.5.2.1. The user is allowed to attempt to change the following properties:

a) LogFileMode to have REAL_TIME_MODE or NOT. All others ignored
b) LogFileName to specify a new logfile
c) Modify/Set EnableFlags for kernel tracing only
d) Change MaximumBuffers
e) Change FlushTimer
3.5.2.2. If the user attempts to change the log mode to have anything but REAL_TIME_MODE it will be ignored by the logger

3.5.2.3. If the logger is currently tracing an event and the user calls UpdateTrace API the logger will finish the tracing before making any changes 

3.5.2.4. If a user changes any of the properties and specifies an invalid value the API call will fail and no changes to the logger properties will be made

3.5.2.5. If a user changes the maximum number of buffers the logger will adjust the maximum number of buffers accordingly without loss of data

3.5.2.6. If a user changes the maximum file size the logger will set the file size accordingly [only if the new size is larger than the current size. If the new size is smaller than the current file size, then the logger will still set the maximum to the requested maximum, no more buffers will be flushed to disk since the current size already exceeds the new maximum].

3.5.2.7. If a user changes the flush time the logger will flush buffer data to the file according to the new setting

3.5.2.8. If a user changes the enable flags the logger will start tracing events according to the new flags specified

3.5.2.9. If a user changes the log file name the logger will close the existing file and use the newer log file as specified by the log file name

3.5.2.10. UpdateTrace will fail if user attempts to change the Logger name.

3.5.2.11. UpdateTrace API will function within the security context of the logged-on user.

3.5.2.11.1. If the Logged-on user has administrative priviledge, UpdateTrace API will return success.

3.5.2.11.2. If the logged-on user does not have administrative priviledge, UpdateTrace API will return !!!.

3.6. When a user correctly calls the QueryAllTraces API the properties of all existing instances of a logger will be retrieved

3.6.1. The QueryAllTraces API will take the following three parameters (in order)

· [OUT] PEVENT_TRACE_PROPERTIES*

· [IN] ULONG 

· [OUT] PULONG

3.6.1.1. if ( parameter1 = NULL) then return ERROR_INVALID_PARAMETER

3.6.1.2. if ( parameter1 [array size] < parameter2 ) then return 0 [Possibly get ERROR_ACCESS_VIOLATION]

3.6.1.3. if ( parameter1 = pointer to valid array and parameter1 [array size] = parameter2 ) then return 0

3.6.1.4. if ( parameter2 = 0 ) then return  ERROR_INVALID_PARAMETER

3.6.1.5. If (Parameter2 > 32) then return ERROR_INVALID_PARAMETER

3.6.1.6. if ( parameter3 = NULL ) then return ERROR_INVALID_PARAMETER

3.6.2. The QueryAllTraces API will have the following side effects

3.6.2.1. If the user successfully calls QueryAllTraces the array of properties will contain the properties for all instances of the event trace logger up to the size of the array provided

3.6.2.2. If an update to one or more instances of the logger is being made at the same time that the user calls QueryAllTraces the logger will finish the update before the retrieving the properties 

3.6.2.3. The third parameter will contain the total number of instances of the logger 

3.6.2.4. QueryAllTraces API will function within the security context of the logged-on user.

3.6.2.4.1. If the Logged-on user has administrative priviledge, QueryAllTraces API will return success.

3.6.2.4.2. If the logged-on user does not have administrative priviledge, QueryAllTraces API will return !!!.

4. The Event Trace Data Provider APIs allow users to deliver events to active event trace loggers

4.1. When a user correctly calls the RegisterTraceGuids API the trace data provider will be registered with WDM service

4.1.1. The RegisterTraceGuids API will take the following eight parameters (in order)

· [IN] PVOID

· [IN] PVOID

· [IN] LPGUID

· [IN] ULONG

· [IN] PTRACE_GUID_REGISTRATION

· [IN] LPSTR

· [IN] LPSTR

· [OUT] PTRACEHANDLE

4.1.1.1. if ( parameter1 = NULL ) then return ERROR_INVALID_PARAMETER (F)

4.1.1.2. if ( parameter1 = Invalid address) then return 0 

4.1.1.3. if ( parameter1 = Valid address) then return 0 

4.1.1.4. if ( parameter2 = NULL ) then return 0

4.1.1.5. if ( parameter2 = Invalid address) then return 0 

4.1.1.6. if ( parameter2 = Valid address) then return 0 

4.1.1.7. if ( parameter3 = NULL ) then return ERROR_INVALID_PARAMETER (F)

4.1.1.8. if ( parameter3 = pointer to valid GUID ) then return 0

4.1.1.9. if ( parameter4 = 0 ) then return ERROR_INVALID_PARAMETER (F)

4.1.1.10. if ( parameter4 > 0 AND parameter4  < large ) then return 0 [Possible system exception]

4.1.1.11. if ( parameter4 > 0 (>2000000000) then return [Possible system exception] 

4.1.1.12. if ( parameter5 = NULL ) then return ERROR_INVALID_PARAMETER (F)

4.1.1.13. if ( parameter5 = pointer to valid structure ) then return 0 

4.1.1.13.1. Individual fields of structure!!!

4.1.1.14. if ( parameter6 = NULL ) then return 0 

4.1.1.15. if ( parameter6 = valid string ) then return 0

4.1.1.16. if ( parameter7 = valid string ) then return 0

4.1.1.17. if ( parameter7 = NULL ) then return 0 

4.1.1.18. if ( parameter8 = NULL ) then return ERROR_INVALID_PARAMETER (F)

4.1.1.19. if ( parameter8 = valid pointer ) then return 0

4.1.2. The RegisterTraceGuids API will have the following side effects

4.1.2.1. If the user specifies a data provider with a GUID that already exists then WMI will return 0 

4.1.2.2. Upon completion of this call the logger will return a trace handle  through parameter8

4.1.2.3. RegisterTraceGuids API will function within the security context of the logged-on user.

4.1.2.3.1. If the Logged-on user has administrative priviledge, RegisterTraceGuids API will return success.

4.1.2.3.2. If the logged-on user does not have administrative priviledge, RegisterTraceGuids API will return !!!.

4.2. When a user correctly calls the UnregisterTraceGuids API the trace data provider will be unregistered with WDM service

4.2.1. The UnregisterTraceGuids API will take the following parameter

· [IN] TRACEHANDLE

4.2.1.1. if ( parameter1 = valid trace handle ) then return 0

4.2.1.2. if ( parameter1 = invalid trace handle ) then return ERROR_INVALID_PARAMETER (F)

4.2.2. The UnregisterTraceGuids API will have the following side effects

4.2.2.1. Multiple calls to this API with the same trace handle will succeed

4.2.2.2. UnregisterTraceGuids API will function within the security context of the logged-on user.

4.2.2.2.1. If the Logged-on user has administrative priviledge, UnregisterTraceGuids API will return success.

4.2.2.2.2. If the logged-on user does not have administrative priviledge, UnregisterTraceGuids API will return !!!.

4.3. When a user correctly calls the TraceEvents API the data provider will trace the event specified

4.3.1. The TraceEvent API will take the following two parameters

· [IN] TRACEHANDLE

· [IN] PEVENT_TRACE_HEADER

4.3.1.1. if ( parameter1 = valid trace handle ) then return 0

4.3.1.2. if ( parameter1 = invalid trace handle ) then return ERROR_INVALID_HANDLE (F)

4.3.1.3. if ( parameter2 = NULL ) then return ERROR_INVALID_PARAMETER (F)

4.3.1.4. if ( parameter2 = pointer to NULL ) then return ERROR_BAD_LENGTH (F) [again, because first value is size]

4.3.1.5. if ( parameter2 = valid structure pointer ) then return 0

4.3.1.5.1. Structure fields??!!!

4.3.2. The TraceEvents API will have the following side effects

4.3.2.1. If a data provider makes this call the event specified will be logged into the specified trace logger instance

4.3.2.2. If the event has already been enabled for tracing (via previous call to TraceEvents API) the logger will not re-enable the event for tracing  (depending on the structure fields in the second parameter) 

4.3.2.3. Logger will take GUID ptr only if WNODE_FLAG_USE_GUID_PTR flag is set in EVENT_HEADER.

4.3.2.4. TraceEvents API will function within the security context of the logged-on user.

4.3.2.4.1. If the Logged-on user has administrative priviledge, TraceEvents API will return success.

4.3.2.4.2. If the logged-on user does not have administrative priviledge, TraceEvents API will return !!!.

4.4. When a user correctly calls the CreateTraceInstanceId API a unique instance Id will be generated for a trace GUID

4.4.1. The CreateTraceInstanceId API will take the following two parameters

· [IN] PVOID

· [IN OUT] PEVENT_INSTANCE_INFO

4.4.1.1. if ( parameter1 = NULL) then return ERROR_INVALID_PARAMETER (F)

4.4.1.2. if ( parameter1 = invalid pointer ) then return ERROR_ACCESS_VIOLATION 

4.4.1.3. if ( parameter1 = valid pointer to a reg handle) then return 0

4.4.1.4. if ( parameter2 = NULL ) then return ERROR_INVALID_PARAMETER (F)

4.4.1.5. if ( parameter2 = pointer to NULL ) then return 0 [?? 

4.4.1.6. if ( parameter2 = valid structure ) then return 0

4.4.1.6.1. Structure fields??!!!

4.4.2. The CreateTraceInstanceId API will have the following side effects

4.4.2.1. When a user calls this API multiple times with the same trace GUID you will get a new instance Id each time

4.4.2.2. CreateTraceInstanceId API will function within the security context of the logged-on user.

4.4.2.2.1. If the Logged-on user has administrative priviledge, CreateTraceInstanceId API will return success.

4.4.2.2.2. If the logged-on user does not have administrative priviledge, CreateTraceInstanceId  API will return !!!.

4.5. When a user correctly calls the TraceEventInstance API it enables tracing an event specified in the function call

4.5.1. The TraceEventInstance API will take the following four parameters

· [IN] TRACEHANDLE

· [IN] EVENT_TRACE_HEADER

· [IN] PEVENT_INSTANCE_INFO

· [IN] PEVENT_INSTANCE_INFO

4.5.1.1. if ( parameter1 = valid trace handle ) then return 0

4.5.1.2. if ( parameter1 = invalid trace handle ) then return ERROR_INVALID_HANDLE (F)

4.5.1.3. if ( parameter2 = NULL ) then return ERROR_INVALID_PARAMETER (F)

4.5.1.4. if ( parameter2 = invalid pointer ) then return 0  [probably ERROR_ACCESS_VIOLATION]

4.5.1.5. if ( parameter2 = valid structure pointer ) then return 0

4.5.1.5.1. Structure fields??!!!

4.5.1.6. if ( parameter3 = NULL ) then return ERROR_INVALID_PARAMETER (F)

4.5.1.7. if ( parameter3 = invalid pointer ) then return 0 (F) [probably ERROR_ACCESS_VIOLATION]

4.5.1.8. if ( parameter3 = valid structure pointer ) then return 0

4.5.1.8.1. Structure fields??!!!

4.5.1.9. if ( parameter4 = NULL ) then return 0 (F) 

4.5.1.10. if ( parameter4 = invalid pointer ) then return 0 (F) [probably ERROR_ACCESS_VIOLATION]

4.5.1.11. if ( parameter4 = valid structure pointer ) then return 0

4.5.1.11.1. Structure fields??!!!

4.5.1.12. if ( parameter4 = NULL ) then return 0

4.5.1.13. if ( parameter4 = invalid pointer ) then return 0 (F) [probably ERROR_ACCESS_VIOLATION]

4.5.1.14. if ( parameter4 = valid structure pointer ) then return 0

4.5.1.14.1. Structure fields??!!!

4.5.2. The TraceEventInstance API will have the following side effects

4.5.2.1. When a user calls this API multiple times with the same parameters the call will succeed.

4.5.2.2. TraceEventInstance API will function within the security context of the logged-on user.

4.5.2.2.1. If the Logged-on user has administrative priviledge, TraceEventInstance API will return success.

4.5.2.2.2. If the logged-on user does not have administrative priviledge, TraceEventInstance API will return !!!.

4.6. When a user correctly calls the GetTraceLoggerHandle API it will return the trace logger handle from the event trace buffer

4.6.1. The GetTraceLoggerHandle API will take the following parameter

· [IN] PVOID

4.6.1.1. if ( parameter1 = NULL ) then return INVALID_HANDLE_VALUE

4.6.1.2. if ( parameter1 = pointer to NULL ) then return INVALID_HANDLE_VALUE

4.6.1.3. if ( parameter1 = pointer to invalid buffer ) then return INVALID_HANDLE_VALUE [probably access violation]

4.6.1.4. if ( parameter1 = pointer to valid buffer ) then return the handle value

4.6.2. The GetTraceLoggerHandle API will have the following side effects

4.6.2.1. If the user calls the GetTraceLoggerHandle and specifies a buffer that has been deallocated the logger will return access violation 

4.6.2.2. GetTraceLoggerHandle API will function within the security context of the logged-on user.

4.6.2.2.1. If the Logged-on user has administrative priviledge, GetTraceLoggerHandle API will return success.

4.6.2.2.2. If the logged-on user does not have administrative priviledge, GetTraceLoggerHandle API will return !!!.

4.7. When a user correctly calls the GetTraceEnableLevel API it will return the enable level of the trace logger

4.7.1. The GetTraceEnableLevel API will take the following parameter

· [IN] PTRACEHANDLE

4.7.1.1. if ( parameter1 = NULL ) then return 0 

4.7.1.2. if ( parameter1 = invalid handle ) then return 0 

4.7.1.3. if ( parameter1 = valid handle ) then return 0

4.7.2. The GetTraceEnableLevel  API will have the following side effects

4.7.2.1. Once a instance of a logger has been enabled, changing the trace level will not succeed

4.7.2.2. GetTraceEnableLevel  API will function within the security context of the logged-on user.

4.7.2.2.1. If the Logged-on user has administrative priviledge, GetTraceEnableLevel API will return success.

4.7.2.2.2. If the logged-on user does not have administrative priviledge, GetTraceEnableLevel API will return !!!.

4.8. When a user correctly calls the GetTraceEnableFlags API it will return the event traces that are currently being monitored

4.8.1. The GetTraceEnableFlags API will take the following parameter

· [IN] PTRACEHANDLE

Same as GetTraceEnableLevel()

4.8.1.1. if ( parameter1 = NULL ) then return 0 

4.8.1.2. if ( parameter1 = invalid handle ) then return 0

4.8.1.3. if ( parameter1 = valid handle ) then return 0

4.8.2. The GetTraceEnableFlags API will have the following side effects

4.8.2.1. If the user calls the GetTraceEnableFlags and the logger is currently in the process of changing the enable flags, the logger will finish changing the enable flags before processing this call 

4.8.2.2. GetTraceEnableFlags API will function within the security context of the logged-on user.

4.8.2.2.1. If the Logged-on user has administrative priviledge, GetyTraceEnableFlags API will return success.

4.8.2.2.2. If the logged-on user does not have administrative priviledge, GetTraceEnableFlags API will return !!!.

5. The Event Trace Data Consumer APIs allow users to access data generated by event trace loggers

5.1. When a user correctly calls the OpenTrace API it allows the user to retrieve data from a log file or log stream

5.1.1. The OpenTrace API will take the following parameter

· [IN] PEVENT_TRACE_LOGFILE

5.1.1.1. if ( parameter1 = NULL ) then return INVALID_HANDLE_VALUE

5.1.1.2. if ( parameter1 = invalid pointer ) then return INVALID_HANDLE_VALUE [possibly access violation]

5.1.1.3. if ( parameter1 = valid structure pointer ) then return TRACEHANDLE

5.1.2. The OpenTrace API will have the following side effects

5.1.2.1. If the user calls the OpenTrace with a log file name specified all data will be retrieved via the log file

5.1.2.2. If the user calls the OpenTrace with a real time trace logger stream all data will be retrieved via the stream

5.2. When a user correctly calls the ProcessTrace API it allows the user to retrieve data from an array of  log files or log streams

5.2.1. The ProcessTrace API will take the following four parameters

· [IN] PTRACEHANDLE

· [IN] ULONG

· [IN] LPFILETIME

·  [IN] LPFILETIME

5.2.1.1. if ( parameter1 = pointer to NULL ) then return ERROR_INVALID_HANDLE

5.2.1.2. if ( parameter1 = invalid pointer ) then return ERROR_NOACCESS

5.2.1.3. if ( parameter1 = valid trace handle pointer ) then return 0

5.2.1.4. if ( parameter2 = number of array slots in parameter1 ) then return 0

5.2.1.5. if ( parameter2 = 0 ) then return ERROR_BAD_LENGTH

5.2.1.6. if ( parameter2 > number of array slots in parameter1 ) then return 0 (ERROR_NOACCESS if the memory after array is invalid)

5.2.1.7. if ( parameter2 < number of array slots in parameter1 ) then return 0 

5.2.1.8. if ( parameter3 = NULL ) return 0 

5.2.1.9. if ( parameter3 = pointer to NULL ) return 0 

5.2.1.10. if ( parameter3 = invalid pointer ) return ERROR_NOACCESS 

5.2.1.11. if ( parameter3 = valid structure pointer ) return 0

5.2.1.11.1. Structure fields??!!!

5.2.1.12. if ( parameter4 = NULL ) return 0 

5.2.1.13. if ( parameter4 = pointer to NULL ) return 0 

5.2.1.14. if ( parameter4 = invalid pointer ) return ERROR_NOACCESS

5.2.1.15. if ( parameter4 = valid structure pointer ) return 0

5.2.1.15.1. Structure fields??!!!

5.2.2. The ProcessTrace API will have the following side effects

5.2.2.1. If a user calls this API and makes the time window large and a large amount of data is being returned no data will be lost (This sentence is not valid)

5.2.2.2. Multiple processes are allowed to process from the same stream or log file 

5.2.2.3. Multiple threads are not allowed to process from the same stream or log file 

5.2.3. ProcessTrace API will function within the security context of the logged-in user if logging takes place in real time mode.

5.2.3.1. If the logged on user has security privilege set for

A particular GUID, ProcessTrace will return success.

5.2.3.2. If the logged on user does not have the security priviledge set for a particular GUID, ProcessTrace will return ERROR_ACCESS_DENIED.

5.3. When a user correctly calls the CloseTrace API it allows the user to close a event trace session

5.3.1. The CloseTrace API will take the following parameter

· [IN] TRACEHANDLE  

5.3.1.1. if ( parameter1 = NULL ) then return ERROR_INVALID_HANDLE

5.3.1.2. if ( parameter1 = invalid pointer ) then return 0 (possible ERROR_NOACCESS)

5.3.1.3. if ( parameter1 = valid trace handle pointer ) then return 0

5.3.2. The CloseTrace API will have the following side effects

5.3.2.1. If a user attempts to close a trace session that has already been close the API will return ERROR_INVALID_HANDLE

5.3.2.2. If a user calls the CloseTrace API and a event trace is currently being performed, the operation will fail

5.4. When a user correctly calls the SetTraceCallback API it allows the user to set a callback function for a specific GUID

5.4.1. The SetTraceCallback API will take the following two parameters

· LPCGUID

· PEVENT_CALLBACK

5.4.1.1. if ( parameter1 = NULL ) then return ERROR_INVALID_PARAMETER

5.4.1.2. if ( parameter1 = pointer to NULL ) then return 0 

5.4.1.3. if ( parameter1 = invalid pointer ) then return 0 [possibly access violation]

5.4.1.4. if ( parameter1 = valid GUID pointer ) then return 0

5.4.1.5. if ( parameter2 = NULL ) then return ERROR_INVALID_PARAMETER

5.4.1.6. if ( parameter2 = pointer to NULL ) then return 0

5.4.1.7. if ( parameter2 = invalid pointer ) then return 0

5.4.1.8. if ( parameter2 = valid function pointer ) then return 0

5.4.2. The SetTraceCallback API will have the following side effects

5.4.2.1. If the user makes a call to this API any subsequent calls to ProcessTrace will result in a call to the specified callback function (for the specified GUID)

5.4.2.2. If two different functions are set for one single GUID, the latest function will be called

5.5. When a user correctly calls the RemoveTraceCallback API it allows the user to remove a callback function for a specific GUID

5.5.1. The RemoveTraceCallback API will take the following parameter

· LPCGUID

5.5.1.1. if ( parameter1 = NULL ) then return ERROR_INVALID_PARAMETER

5.5.1.2. if ( parameter1 = pointer to NULL ) then return 0 (F) (possible access violation)

5.5.1.3. if ( parameter1 = invalid pointer ) then return 0 (F) (possible access violation)

5.5.1.4. if ( parameter1 = valid GUID pointer ) then return 0

5.5.2. The RemoveTraceCallback API will have the following side effects

5.5.2.1. If a user makes a call to RemoveTraceCallback API for a specified GUID and a callback function was never set (using SetTraceCallback) the call will fail

5.5.2.2. If a user makes two or more calls to the RemoveTraceCallback API for a specified GUID (set via SetTraceCallback only once) the call will fail the second time

6. The WDM Service kernel mode support routines allow NT device drivers to register to provide data to event trace loggers

6.1. When driver  correctly calls the IoWmiRegistrationControl, the driver is registered as a kernel mode trace provider.

6.1.1. IoWmiRegistrationControl takes the following parameters.

· IN PDEVICE_OBJECT DeviceObject

· IN ULONG Action

6.1.2. When the Driver calls IoWmiRegistrationControl with action WMIREG_ACTION_REGISTER,  WDM Service will register DeviceObject as a provider of event trace or WMI  information. 

6.1.2.1. The WDM Service will send IRP_MN_REG_INFO to the driver to provide GUIDs supported by the driver.

6.1.2.2. When the driver correctly completes the IRP and returns WMIREGINFO structure at 

irpStack->Parameters.WMI.Buffer, the driver will be 

registered as event provider.

6.1.2.2.1. The driver will be registered as Event Trace provider only if WMIREG_FLAG_TRACED_GUID is set at WMIREGGUID->Flags.

6.1.2.2.2. If WMIREG_FLAG_TRACE_CONTROL_GUID is also set with WMIREG_FLAG_TRACED_GUID, events can be enabled only by enabling a trace logger.

6.1.3. When the Driver calls IoWmiRegistrationControl with action WMIREG_ACTION_DEREGISTER,  WDM Service will  remove DeviceObject from the list of event trace providers. 

6.1.4. When the Driver calls IoWmiRegistrationControl with action WMI_ACTION_REREGISTER, WDM Service will request the device object  to provide  new list of GUID identifiers by sending IRP_MN_REG_INFO.

6.2. When driver correctly calls the IoWmiWriteEvent, Events are sent to the logger if Collection control is enabled.

6.2.1. IoWmiWriteEvent takes the following parameters.

· In PVOID WnodeEventItem

6.2.2. When the driver sets  Header->Flags to WNODE_FLAG_TRACED_GUID, Event will be sent only to the system logger.

6.2.2.1. EVENT_TRACE_HEADER structure will be the  header for WnodeEventItem.

6.2.3. When the driver sets Header->Flags to WNODE_FLAG_LOG_MODE  and clears WNODE_FLAG_TRACED_GUID, event will be sent both to WMI consumer and  the Logger.

6.2.3.1. WNODE_HEADER structure will be the header for  WnodeEventItem.

6.2.4. When the driver sets Header->Flags to WNODE_FLAG_USE_GUID_PTR with WNODE_FLAG_TRACED_GUID,  event will be sent only to the system logger.

6.2.4.1. EVENT_TRACE_HEADER structure will be the  header for WnodeEventItem.

6.2.4.2. GUID Member in the Header will be interpreted as Pointer to GUID rather than GUID itself

6.2.5. When the driver sets Header->Flags to WNODE_FLAG_USE_GUID_PTR with WNODE_FLAG_LOG_MODE,  event will be sent only to the system logger.

6.2.5.1. WNODE_HEADER structure will be the  header for WnodeEventItem.

6.2.5.2. GUID Member in the Header will be interpreted as Pointer to GUID rather than a GUID.

6.2.6. When the driver sets Header->Flags to WNODE_FLAG_USE_MOF_PTR along with WNODE_FLAG_USE_MOF_PTR, data following the header will be interpreted as Pointer to Data and Pointer to Size. 

6.2.7. IoWMIWriteEvent will have following side-affects:

6.2.7.1. Event will be sent to the Logger/WMI depending on the WnodeHeader->Flag.

6.2.7.2. Logger will return STATUS_INVALID_HANDLE when the handle at  Wnode->HistoricalContext is invalid.

6.2.7.3. Logger will return STATUS_INVALID_HANDLE when the driver calls IoWmiWriteEvent for GUID for which Logging is disabled.

6.2.7.4. Logger will return NT_STATUS_SUCCESS upon successful completion of the call.

Interoperability:

Stress/Performance:

Security

This is covered under each API.

Anomalies & Special Cases:

Non Testable Behavior:

Behavior to be tested in BVT:

International:

The EventTrace APIs is not an issue with internationalization.

Appendix:

Glossary:
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