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�
Using the RPCDBG Debugger Extensions


To call a debugger extension, the DLL must be loaded into the debugger. A DLL (and function) is loaded into the debugger by:


	debugger command line>  !<dll name>.<function name> <options>


	i.e. > !rpcdbg.dump_osfbh 0x104506


The following functions are provided in the RPCDBG DLL extension.





Function name �
Options�
Type of  Structure�
�
help�
�
�
�
symbol�
(<address> | <symbol name>)�
�
�
dump_osfbh�
<address>�
OSF_BINDING_HANDLE�
�
dump_osfca�
<address>�
OSF_CASSOCIATION�
�
dump_osfcc�
<address>�
OSF_CCONNECTION�
�
dump_osfaddr�
<address>�
OSF_ADDRESS�
�
dump_osfsc�
<address>�
OSF_SCONNECTION�
�
dump_osfassoc�
<address>�
OSF_ASSOCIATION�
�
dump_dcebinding�
<address>�
DCE_BINDING�
�
dump_rpcsvr�
<address>�
RPC_SERVER�
�
dump_dg_act�
<address>�
DG_ACTIVE_CALL_TABLE�
�
dump_dg_addr�
<address>�
DG_ADDRESS�
�
dump_dg_scall�
<address>�
DG_SCALL�
�
dump_dg_ccall�
<address>�
DG_CCALL�
�
dump_dg_epmgr�
<address>�
DG_ENDPOINT_MANAGER�
�
dump_dg_bh�
<address>�
DG_BINDING_HANDLE�
�
dump_dg_ca�
<address>�
DG_CASSOCIATION�
�
dump_dg_pkt�
<address>�
DG_PACKET�
�
dump_lpc_addr�
<address>�
LRPC_ADDRESS�
�
dump_lpc_assoc�
<address>�
LRPC_ASSOCIATION�
�
dump_lpc_scall�
<address>�
LRPC_SCALL�
�
dump_lpc_ccall�
<address>�
LRPC_CCALL�
�
dump_lpc_bh�
<address>�
LRPC_BINDING_HANDLE�
�
dump_lpc_ca�
<address>�
LRPC_CASSOCIATION�
�
dump_rpcmsg�
<address>�
RPC_MESSAGE�
�
dd_rpc�
[-a <address>] [-d <num display>]�
RPC_MEMORY_BLOCK�
�



The symbol extension accepts either a symbol name and outputs the address of the symbol, or accepts the address of a symbol and outputs the symbol name.


The dd_rpc extension outputs the linked list of memory blocks. If no address is specified, then the extension automatically starts from the first block of memory in the linked list. Also, the ‘-d’ option can be used to specify how many blocks to output. This number is bi-directional. (i.e. a negative number specifies to display  x blocks previous to the current address). The function will stop when it gets to either the beginning or end of the linked list.


All other function extensions require the address of the structure.


�
Creating a Debugger Extension


Whenever a debugger extension function is called, the debugger automatically passes a certain number of parameters to the function. Currently,  NTSD passes a handle to the current process, a handle to the current thread, the contents of the program counter, an argument string, and a pointer to a structure of function pointers. A debugger extension declaration  looks as follows:





void


function_name(


		HANDLE               hCurrentProcess,


		HANDLE               hCurrentThread,


		DWORD                dwCurrentPC,


		PNTSD_EXTENSION_APIS lpExtensionApis,


		LPSTR                lpArgumentString );





The NTSD_EXTENSION_APIS is a structure of useful function pointers:





typedef struct _NTSD_EXTENSION_APIS {


     DWORD nSize;





     // a printf-like function for outputting to the debugger


     PNTSD_OUTPUT_ROUTINE lpOutputRoutine;





     // given a symbol name, this routine returns the address of 


     // the symbol. given an address in string format, it will 


     // convert the string to a DWORD address


     PNTSD_GET_EXPRESSION lpGetExpressionRoutine;





     // given an address to a symbol, it will return the symbol


     // name and offset


     PNTSD_GET_SYMBOL lpGetSymbolRoutine;





     PNTSD_DISASM lpDisasmRoutine;





     PNTSD_CHECK_CONTROL_C lpCheckControlCRoutine;


} NTSD_EXTENSION_APIS, *PNTSD_EXTENSION_APIS;





If the debugger extension needs to access memory in the debuggee process, then the extension must copy the memory from the debuggee’s memory space. (The debugger memory space is different from the debuggee’s memory space). The debugger can copy the debuggee’s memory using the Win32 API - ReadProcessMemory. Once the memory has been copied, all structure members, etc. can be accessed normally. (Remember that pointers are addresses in the debugee’s address space and not the debugger’s address space).





�
Debugger Extension Example


#include <sysinc.h>





#define dprintf         (ExtensionApis.lpOutputRoutine)


#define GetExpression   (ExtensionApis.lpGetExpressionRoutine)


#define GetSymbol       (ExtensionApis.lpGetSymbolRoutine)


#define Disasm          (ExtensionApis.lpGetDisasmRoutine)


#define CheckControlC   (ExtensionApis.lpCheckControlCRoutine)





#define DECLARE_API(s)                              \


        VOID                                        \


        s(                                          \


            HANDLE               hCurrentProcess,   \


            HANDLE               hCurrentThread,    \


            DW
