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Introduction

This document is the reference for the WMI method providers and the schema of the Resultant Set Of Policy (RSoP) tool. The next section describes the method providers and the following section describes the schema.

WMI Provider Methods

Planning Mode

In the planning or what-will-happen mode the RSoP UI calls the methods of a WMI method provider to create the resultant policy data. The name of the method provider object is RsopPlanningModeProvider and it has two  methods. RsopCreateSession generates the planning mode data, and RsopDeleteSession deletes the planning mode data when it is no longer needed by the UI. The declaration of RsopCreateSession is,

void RsopCreateSession( [in]  uint32 flags,

                        [in]  string computerName, 

                        [in]  string computerSOM,

                        [in]  string computerSecurityGroups[], 

                        [in]  string userName,

                        [in]  string userSOM,

                        [in]  string userSecurityGroups,

                        [in]  string site,

                        [in]  string GPOFilters[],

                        [out] string nameSpace,

                        [out] uint32 hResult,
                        [out] uint32 ExtendedInfo )
Where, 

flags Are a combination of the following values:


RSoP_NoGPOFilter when this flag is used, the unfiltered list of GPOs is returned. The default is to filter the list of GPOs based on ACLs and other parameters.

computerName is the name of the target computer account name. This can be null if just policy data for a user needs to be generated.

computerSOM is the proposed fully qualified distinguished name of the new scope of management, i.e. domain or OU of the target computer. If this is null it means that the current domain or OU of the computer account is to be used.

computerSecurityGroups is the proposed list of security groups to which the target computer belongs. If this is null, the current list of security groups for the target computer is obtained from the DC. If ComputerName is also not specified, Default Security Groups “authenticated Users” and “Everyone” is added.

userName, userSOM,  and userSecurityGroups are the target user counterparts of computerName, computerSOM and computerSecurityGroups respectively.

site is the site name of the target computer.

GPOFilters is the list of WQL filter ids whose query evaluates to true.

nameSpace is an output parameter, which identifies the namespace under which the RSoP data for this planning mode session is stored. The computer data will be stored under nameSpace\Computer and the user data will be stored under nameSpace\User.

There is no loopback mode configuration. All policy data is generated in the normal mode alone.

hResult is an HRESULT output parameter that indicates whether the method succeeded or failed.

ExtendedInfo is meant to return more info to the caller. 

Currently it returns the following in case of AccessDenied errors


RSOP_USER_ACCESS_DENIED


RSOP_COMPUTER_ACCESS_DENIED

The declaration of RsopDeleteSession is,

void RsopDeleteSession( [in]  string nameSpace

                        [out] uint32 hResult )

Where, 

nameSpace is the output parameter that was returned in the call to RsopCreateSession. 

hResult is an HRESULT output parameter that indicates whether the method succeeded or failed.

The RSoP UI tool needs to call CoInitializeSecurity before calling the provider methods so to allow the implementation of the provider to impersonate the client when needed.  This call can be done as,

    CoInitializeSecurity( NULL, -1, NULL, NULL,

                          RPC_C_AUTHN_LEVEL_CALL,

                          RPC_C_IMP_LEVEL_IMPERSONATE,

                          NULL, 0, 0);

The call to RsopCreateSession may take a long time, potentially minutes, to generate the RSoP data for both computer and  machine. Hence it is desirable to provide to the user an indication of progress and to also allow the user to cancel the method. WMI provides an asynchronous mode of method calling with the ExecMethodAsync method of IWbemServices. The RSoP UI needs to supply an implementation of the IWbemObjectSink interface to the ExecAsyncMethod method. While RsopCreateSession is executing it sends updates of the output parameters: numerator and denominator through IWbemObjectSink::Indicate method. When RsopCreateSession has finished executing it calls IWbemObjectSink::SetStatus to set the final status. The RSoP UI can cancel the execution midway with the IWbemServices::CancelAsyncCall  method.

Diagnostic Mode

In the diagnostic or what-happened mode the RSoP UI calls the methods of a WMI method provider to snapshot the diagnostic policy data that is already present on the machine. The diagnostic data on a machine is periodically refreshed by the winlogon group policy engine. Snapshotting the data allows the UI to display the data without the data getting overwritten or deleted as part of a policy refresh. The name of the method provider object is RsopDiagnosticModeProvider and it has three  methods. RsopCreateSession snapshots the diagnostic mode data, and RsopDeleteSession deletes the snapshot data when it is no longer needed by the UI.  RsopEnumerateUsers returns the list of users whose diagnostic mode data is available for taking snapshots. 

The declaration of RsopCreateSession is

void RsopCreateSession( [in] flags,

                        [in] string userSid, 

                             [out] string nameSpace,

                             [out] uint32 hResult,
                             [out] uint32 ExtendedInfo )
Where, 

Flags  are reserved. Must be 0.

UserSid is the Sid of the user we are interested in. If it is Null, the Sid of the current thread is used.

nameSpace is an output parameter, which identifies the namespace under which the RSoP data for this diagnostic mode session is stored. The computer data will be stored under nameSpace\Computer and the user data will be stored under nameSpace\User\{Sid}.

hResult is an HRESULT output parameter that indicates whether the method succeeded or failed.

ExtendedInfo is meant to return more info to the caller. 

Currently it returns the following in case of AccessDenied errors


RSOP_USER_ACCESS_DENIED


RSOP_COMPUTER_ACCESS_DENIED

The declaration of RsopDeleteSession is,

void RsopDeleteSession( [in]  string nameSpace

                        [out] uint32 hResult )

Where, 

nameSpace is the output parameter that was returned in the call to RsopCreateSession. 

hResult is an HRESULT output parameter that indicates whether the method succeeded or failed.

The declaration of RsopEnumerateUsers is,

void RsopEnumerateUsers([out] string userSids[]

                        [out] uint32 hResult )

Where, 

UserSids is the list of user’s on the computer whose diagnostic mode data is available for snapshotting.

hResult is an HRESULT output parameter that indicates whether the method succeeded or failed.

Before calling the methods of RsopDiagnosticModeProvider, the RSoP UI needs to call CoInitializeSecurity as explained in the planning mode section above.

Details

When the Policy processing is done the diagnostic mode data is logged. 

The location where the data is logged under various scenarios is described below

· For machine the Data is logged under \\.\root\rsop\Computer.

· For a User the Data is logged under \\.\root\rsop\user\{UserSid}
This data can later on be enumerated and snapshot using the methods in the Snapshot provider as described above.  The snapshot provider creates a snapshot of the Data under temporary namespaces (these are generated dynamically) under the \\.\root\rsop namespace. These namespaces get Garbage Collected and can be deleted using the methods of Snapshot Provider.

· For machine the Data is copied from \\.\root\rsop\Computer to \\.\root\rsop\<TempNameSpace>\Computer.

· For a User the Data is logged under \\.\root\rsop\user\UserSid to

\\.\root\rsop\<TempNameSpace>\User\{UserSid}.

Error Logging

As part of the RSOP Logging an instance of RSOP_ExtensionStatus (described later on the document) is logged by the policy Engine at the beginning of processing to mark the RSOP data as dirty. In the rare case, when the policy Engine fails to log this instance, policy processing is immediately aborted with an appropriate error in the Eventlog.

 Before calling into each of Client-Side-Extension a per-extension instance of RSOP_ExtensionStatus is also logged marking the extension specific data as dirty. Once the Client Side Extension finishes processing, it notifies the Group Policy Engine as to the status of the data logged. Depending on this notification, the Group Policy Engine marks the per-extension specific data to be dirty or clean.

At the end of the processing, if the Group Policy Engine has logged all the data that it is required to log correctly, it marks its data to be clean.

RSoP Classes

This sections describes the various classes of Resultant Set Of Policy (RSoP) infrastructure.

In the first part, a diagram is presented which illustrates all the classes in the schema as well as the relationships between the classes. Additionally, only the most relevant data members of each class are depicted. For a complete list of the class members, refer to the second part of this document. 

The information presented is organized as follows:

<Class_Name>

Description:

A description of the class and an explanation of the aspect of Group Policy that it models.

Schema:

A transcript of the class as it is found in the MOF file.

Properties:

<Property_Name>

Description and explanation of the property.

Class Diagram















Class Reference

RSOP_Session

Description:

Objects of this class represent an RSoP session. There can be only one instance of this class per namespace and it contains data that is of interest to instances in this namespace.

Schema:

class RSOP_Session

{

        string   id;

        uint32   version;

        boolean  dirty;

        string   targetName;

        string   newSOM;

        string   newSecurityGroups[];

        string   site;

        uint32   flags;

        datetime creationTime;

        datetime lastPolicyApplicationTime;

        uint32   TTLMinutes;

};

Properties:

id

Session id, which is a unique identifier for objects of this class.

version

Version number of schema.

dirty

Flag to indicate that the name space was created fine.

targetName

Name of target, i.e. user or computer.

newSOM

Name of the new Scope of Management.

newSecurityGroups

Array of  new security groups for user. Security group is represented by a SID.

site

New site for target computer.

flags

Reserved value for now.

creationTime

Time this session or namespace was created.

lastPolicyApplicationTime

Time when last policy application or refresh happened.

ttlMinutes

Time after lastPolicyApplicationTime when this namespace can be deleted.

RSOP_SOM

Description: 

This represents a SOM or scope of management. A scope of management can be a site, domain, organizational unit, or local scope.

Schema:

class RSOP_SOM

{

        string   id;

 
 uint32   reason;

        uint32   type;

        uint32   order;

        boolean  blocking;

};

Properties:

id

SOM id, which is a unique identifier for objects of this class.

reason

Reason, This SOM is applicable, 1 = Normal, 2 = loopback..

type

Describes the type of scope of management. It can be Site, Domain, OU (Organizational Unit), or Local. The value types are defined by GPO_LINK in userenv.h. The values are 1 = local, 2 = site, 3 = domain, 4 = OU.

order

The order in which this SOM is evaluated with regard to other SOMs when evaluating Group Policy for the current target.

blocking

Flag to indicate whether this SOM blocks inheritance of policy from other SOMs higher in the SDOU hierarchy.

RSOP_GPO

Description:

This class describes the details of a Group Policy object. The instances of RSOP_GPO class are divided into three categories. RSOP_CLASS instances that represent GPOs that are applied, instances that represent GPOs that don’t have the applyGroupPolicy access but have read access and instances that represent disabled GPOs. 

Schema:

class RSOP_GPO

{

        string   guidName;

        string   id;

        string   name;

        uint32   version;

        boolean  enabled;

        uint8    securityDescriptor[];

        string   fileSystemPath;        

        boolean  accessDenied; 

        boolean  filterAllowed;

        string   filterId;       

};

Properties:

guidName

GPO name as a GUID. This is used as a key.

dsPath

Group policy container path as retrieved from Active Directory.

name

User friendly name of this GPO. This name may not be unique.

version

Version number of this GPO. This is a combination of GPC and GPT version numbers.

enabled

Flag to indicate whether this GPO is enabled.

securityDescriptor

Array of bytes containing the security descriptor associated with this GPO in self-relative format.

fileSystemPath

Path to the file system, i.e. sysvol, part of the GPO.

accessDenied

Flag to indicate that a GPLink was found which references this GPO, and the GPO in turn was also found, but it is inaccessible for security reasons.

filterAllowed

Flag to indicate whether a GPO passed the filter check.

filterId

Filter Id of WMI filter on GPO.

RSOP_GPLink

Description:

This class represents the links from a domain, OU,  site or local scope to GPOs. All the links from the current scope of management are represented in the namespace. These include links that have been disabled.

Schema:

class RSOP_GPLink

{

        RSOP_SOM ref SOM;

        RSOP_GPO ref GPO;

        boolean enabled;

        boolean noOverride;

        uint32 somOrder;

        uint32 linkOrder;

        uint32 appliedOrder;

};

Properties:

SOM

Reference to the SOM or scope of management associated with this link.

GPO

Reference to the GPO associated with this link.

enabled

Indicates whether this link is enabled or disabled.

noOverride

Indicates whether this link is enforced down the SOM hierarchy.

somOrder

Link order of the GPO within the SOM.

linkorder

Overall order of the link across all SOM.

appliedOrder

applied order of the links. If a link didn’t get applied, the order will be zero.

RSOP_PolicySetting

Description:

Parent class object from which client-side extensions’ policy objects are inherited. An instance of this class corresponds to a specific policy setting.

Schema:

class RSOP_PolicySetting

{

        string   id;

        string   name;

        string   GPOID;

        string   SOMID;

        datetime creationTime;

        uint32   precedence;

        RSoP_PolicySettingStatus statusList[];

};

Properties:

id

Unique identifier for objects of this class.

name

User friendly name of this policy object.

GPOID

Identifies the GPO that contains this Policy Object.

SOMID

The SOM associated with the GPLink that references the GPO that contains this Policy Object.

creationTime

Time this policy object was created.

precedence

The order or precedence in which this Policy Object is applied. The winning policy is contained in the Policy Object whose precedence is 1. Precedence greater that 1 means that the policy contained in this Policy Object is a conflicting value that did not “win”.

statusList

An array of RSoP_PolicySettingStatus objects that indicate the errors that occurred while applying this setting. The status objects provide links to events in the event log.

RSOP_PolicySettingStatus

Description:

A class that provides a link to an event in the event log. The specific event corresponds to an error that occurred while applying a specific policy setting. There can be zero or more instances of this class for each RSoP_PolicySetting class.

Schema:

class RSOP_PolicySettingStatus

{

        string   eventSource;

        string   eventLogType;

        uint32   eventID;

        datetime eventTime;

        sint32   status;

};

Properties:

eventSource

The source that generated the event in the event log. E.g. userenv, winlogon

eventLogType

The type of the log in which the event was generated. E.g. application, system

eventID

A message number associated with the event.

eventTime

The system time at which the event was logged.

status

The status of the RSoP_PolicySetting. E.g. Unspecified, Applied, Failed, Ignored

RSOP_PolicySettingLink

Description:

A class that provides an association between a RSOP_PolicySetting and the corresponding RSOP_PolicySettingStatus. 
Schema:

class RSoP_PolicySettingLink

{
    RSOP_PolicySetting ref setting;

    RSoP_PolicySettingStatus ref status;

};

Properties:

setting
Reference to the RSOP_PolicySetting that this link corresponds to
status
Reference to a RSOP_PolicySettingStatus that is associated with the setting
RSOP_RegistryPolicySetting

Description:

Policy object for registry or Administrative Templates extension. Policy settings in an .adm file involve settings values on registry keys which is abstracted by this class.

Schema:

class RSOP_RegistryPolicySetting : RSOP_PolicySetting

{

        string registryKey;

        string valueName = "";

        uint32 valueType = 0;

        uint8  value[];

        boolean deleted;

        string command;

};

Properties:

registrykey

Name of the registry key.

valueName

Name of the registry value.

valueType

Data type of value, which corresponds to registry value types such as REG_SZ.

value

Value represented by an array of bytes.

deleted

Indicates whether the registry key or registry value has been deleted.

command

Command being run on the key or value.

RSOP_AdministrativeTemplateFile

Description:

Class that represents an administrative template file.

Schema:

class RSOP_AdministrativeTemplateFile

{

        string   name;

        string   GPOID;

        datetime lastWriteTime;        

};

Properties:

name

Filename of administrative template file. 

GPOID

Identifies the GPO that contains this Policy Object.

lastWriteTime

Time the administrative template file was last written.

RSOP_ScriptPolicySetting

Description:

This class represents a script setting. The order of the RSOP_ScriptCmd objects is the order in which the scripts were executed.

Schema:

class RSOP_ScriptPolicySetting : RSOP_PolicySetting

{

        uint32         ScriptType;

        RSOP_ScriptCmd ScriptList[];


 uint32          order

};

Properties:

ScriptType

Indicate when the scripts in ‘ScriptList’ are to be run: 1=Logon, 2=logoff, 3=startup, 4=shutdown. 

ScriptList

List of RSOP_ScriptCmd objects containing information about the scripts to be run.

order

Relative order of instantiation of RSOP_ScriptPolicySetting.

RSOP_ScriptCmd

Description:

This class represents a scripts command and its arguments.

Schema:

class RSOP_ScriptCmd

{

        string  Script;    

        string  Arguments;

};

Properties:

Script

Name of the script to be run.

Arguments

Arguments to the script command.

RSOP_ApplicationManagementCategory

Description:

Class that represents the list of categories of programs in the Add/Remove Programs control panel applet.

Schema:

class RSOP_ApplicationManagementCategory

{

        string   Name;

        string   CategoryId;

        datetime CreationTime;

};

Properties:

Name

Category name.

CategoryId


String form of guid uniquely identifying this category

CreationTime

Time this category object was created.

Note that the class does not inherit from the RSOP_PolicySetting base class.  This is due to the fact that this setting is not associated with a GPO but rather for the entire domain, and thus several of the fields of the base class would not be applicable to these settings.

RSOP_ApplicationManagementPolicySetting

Description:

Class that represents the policy data for application management extension.

Schema:

class RSOP_ApplicationManagementPolicySetting : RSOP_PolicySetting

{
    uint32      EntryType;

    string      ApplicationId;

    uint32      PackageType;

    string      ProductId;

    string      Publisher;

    string      PackageLocation;

    string      ScriptFile;

    string      Categories[];

    uint32      PrecedenceReason;

    uint32      VersionNumberLo;

    uint32      VersionNumberHi;

    uint32      RedeployCount;

    datetime    DeploymentLastModifyTime;

    string      SecurityDescriptor;

    uint32      MachineArchitectures[];

    uint32      LanguageId;

    uint32      DeploymentType;

    uint32      AssignmentType;

    uint32      InstallationUI;

    boolean     DemandInstallable;

    boolean     AllowX86OnIA64;

    uint32      LossOfScopeAction;

    boolean     UninstallUnmanaged;

    boolean     DisplayInARP;

    boolean     IgnoreLanguage;

    string      Transforms[];

    string      SupportURL;

    string      ReplaceableApplications[];

    string      UpgradeableApplications[];

    boolean     UpgradeSettingsMandatory;

    uint32      Eligibility;

    uint32      ApplyCause;

    uint32      LanguageMatch;

    string      OnDemandFileExtension;

    string      OnDemandClsid;

    string      OnDemandProgId;

    uint32      RemovalCause;

    uint32      RemovalType;

    string      RemovingApplication;







































};

Properties:

Application Properties

EntryType

Describes the contents of the instance: 1 = Applied Application, 2 = Removed Package, 3 = ARP List item

ApplicationId

Guid that identifies this application.

PackageType

This describes the actual package to be installed: 1 = Windows Installer, 2 = ZAP

ProductId

The Windows Installer product code, a unique id identifying the software product.

Publisher

Name of the vendor of the software

PackageLocation

For Windows Installer packages, this is the file system path to the Windows installer package.  For ZAP packages, this is the path to the setup.exe program

ScriptFile

A fully qualified path to the Windows Installer advertisement script.

Categories[]

A list of CategoryId guids for categories that apply to this application.  Each guid corresponds to one of the CategoryId attributes of an instance of RSOP_ARPCategory

Precedence Properties



PrecedenceReason[]

If this application has a lower precedence than another, the reason this application has a lower precedence than the next highest precedence application.
1 = This application's language is a better match for the target,
2 = This application's Product Identifier conflicts with the losing application,
4 = This application upgrades the losing application,
5 = This application is the winning application,
6 = This application upgraded the winning application but was an optional rather than required upgrade

Version Properties

VersionNumberLo

Minor version number of the application – for Windows Installer applications, this is extracted from the package’s version by the ADE

VersionNumberHi

Major version number of the application – for Windows Installer applications, this is extracted from the package’s version by the ADE

RedeployCount

The number of times this application has been re-deployed

DeploymentLastModifyTime

The last modification time of this application by the administrator 

Scope Properties

SecurityDescriptor[]

Security desriptor of the deployed application. This descriptor is in the standard Security Descriptor Definition Language format 

MachineArchitectures[]

A list of machine architectures supported by this package – these architecture values correspond to those defined by Win32

LanguageId

A Windows language ID for the language supported by the application

Administrator Defined Properties

DeploymentType

Whether the application is assigned or published: 1 = Assigned, 2 = Published

InstallationUI

The user interface level of the install: 1 = Basic, 2 = Maximum

AssignmentType

For assigned applications, whether or not a lightweight install or an actual install is performed: 1 = This is not an assigned application, 2 = Lightweight install, 3 = Install.

DemandInstallable

If TRUE, the application may be used to satisfy a demand install for a clsid or file extension.  If FALSE, the application may not be used for this purpose.

AllowX86OnIA64

If this is an x86-only application, this property is true if the application may be deployed to an IA64 computer.  If false, the application will not be deployed to IA64 computers.
LossOfScopeAction

Determines the behavior of the software when the GPO for the application goes out of scope: 1 = uninstall the software, 2 = orphan it.

UninstallUnmanaged

If TRUE, this application will cause currently installed unmanaged applications with the same Windows Installer Product Identifier to be removed in order to install this application

DisplayInARP

If TRUE, this application may be displayed in the ARP applet.  If FALSE, it will not be displayed in the applet.

IgnoreLanguage

If TRUE, language is ignored when determining whether this application applies to a user or machine.  If FALSE, language is taken into consideration.







Transforms[]

A list of file system paths to Windows Installer transform files used to modify the package
SupportURL

A URL for presentation to the user when support for the application is needed.

Upgrade Settings

UpgradeSettingsMandatory

If TRUE, indicates that currently installed applications will be forcibly upgraded if this application is applied.  If FALSE, indicates that currently installed applications will not be forcibly upgraded by this application
ReplaceableApplications

A list of ApplicationId's in guid form for applications that can be replaced (uninstalled) by this application.  Each ApplicationId corresponds to the ApplicationId property of an instance of RSOP_ApplicationManagementPolicySetting.
UpgradeableApplications

A list of ApplicationId's in guid form for applications that can be upgraded (installed over) by applying this application.  Each ApplicationId corresponds to the ApplicationId property of an instance of RSOP_ApplicationManagementPolicySetting.
Explanation of Policy  Setting Application

Eligibility

The reason that this application is included in the Resultant Set of Policy (RSoP) data: 1 = It was assigned, 2 = The application is applied to the user's profile, 3 = The application had potential upgrades for other applied settings, 4 = The application would be included in the RSoP data in logging mode only if the application were already applied to the target (used in planning mode only)
ApplyCause

The situation that triggered the installation of the package: 1 = It was assigned, 2 = User Installed, 3 = The application was already installed in the user’s profile, 4 = Installed via file extension activation, 5 = installed via clsid activation, 6 = Forced upgrade of locally installed application at logon, 7 = Installed by ProgID activation, 8 = The application was re-deployed. This attribute is only set if EntryType = Applied Application
LanguageMatch

This indicates how the language was matched to the system: 1 = the application language matched the system language, 2 = the application language was English, 3 = the application had the IgnoreLanguage attribute (as specified by the IgnoreLanguage attribute of RSOP_ApplicationManagementPolicySetting) so no match was necessary, 4 = the application was language neutral, 5 = Language did not match

OnDemandFileExtension

If the application was installed through on-demand installation by a file extension, this is the file extension that caused that installation.  

OnDemandClsid

If the application was installed via on-demand installation through a COM activation for a clsid, this is the clsid that caused the installation

OnDemandProgId

If the application was installed via on-demand installation through a COM activation for ProgId, this is the ProgId that caused the installation

Explanation of Policy Setting Removal

RemovalCause

The situation that triggered the removal of the application:
1 = upgraded,
2 = Removed by admin,
3 = removed by user,
4 = Application went out of scope,
5 = Removed due to transform conflict,
6 = Removed due to product conflict.

RemovalType

Describes the manner in which this application ceased to by applied: 1 = upgraded, 2 = uninstalled, 3 = unmanaged
RemovingApplication

A guid corresponding to the ApplicationId property of RSOP_ApplicationManagmentPolicySetting for the application that caused this application to no longer apply to the target








General Schema use:

The schema for managed applications requires further explanation because each instance of this class may have a relationship to other instances.  Also, some of the RSoP information does not refer to actual applications applied to a target, but to effects of those settings, such as application uninstalls or the Add / Remove Programs view of applications. Thus, we must discuss the relationships that may exist between instances as well as other idiosyncrasies of this class.

RSoP Instance types

The instances of Application Management classes in the RSoP namespace fall into 3 classes:

1. Applied applications: These are deployed applications that have been applied to the target or were considered for application to the target.  This means that the application is visible for use by the target.  This may be interpreted as having the application installed for the target.  These instances can be identified by the “Applied” value for the  Entrytype property.

2. ARP applications: These are instances of applications that appear in the Add / Remove Programs list or were considered for that list but “lost out” to the winning list items.  These are identified by the “ARP List Item” value of the Entrytype property.

3. Removed applications: These are applications that have been removed from the resultant set of policies.  Each instance may be identified by the “Removed Application” value for the Entrytype property.  Only applications that were actually removed are listed – there is no notion of “conflict” for this type of instance.

It is quite possible for one deployed application to fall into more than one class.  For example, if an application was applied to the machine through the policy engine at logon, that application will appear in the RSoP data.  Later, when the user executed the ARP application, a list of applications is generated, and at that time “ARP List Item” instances are generated in the namespace alongside the instances for “applied” applications.

The “applied” applications instances are analogous to the types of instances logged by all the other policy extensions.  We will now discuss the “ARP List Item” and “Removed Application” sets that are specific to Application Management policy.

ARP List Item

This set of instances is the set of applications that were displayed or were considered for display the last time the user ran the ARP applet. Every time the user runs ARP, all instances of this type are deleted from the user’s namespace and then the namespace is populated with new instances corresponding to the applications shown in ARP.  Every refresh of the list by the user will also cause this erase / repopulate sequence to occur.

This behavior has the following consequences:

1. There will be no “ARP List Item” instances logged for machine policy since ARP is not applicable to machine policy.

2. There will be no “ARP List Item” instances logged for a user that has never run ARP on that machine.

3. There will only be ARP instances from the last time ARP was run – results from a previous ARP invocation are lost every time ARP is executed / refreshed.
The ARP List Item feature was added because administrators were interested in viewing the resultant set of ARP list items.

Removed Applications

Despite the fact that RSoP is meant to show only the “current state” of policy applied to a target, software uninstalls performed by Application Management Policy are of enough interest to administrators that an exception was made to include data about a setting that was un-applied (i.e. an application that was uninstalled or unmanaged) with the resultant set.  These instances have the following properties:

1. Every time an application is uninstalled, the existing “Applied” instance for that application is changed to a “Removed Application” entry, and various uninstall-related fields are set for that instance.

2. Every time application management policy is refreshed due to a change in policy, all entries of this type are deleted before the resultant set is logged.

3. These instances do not have “conflicts.”

This has the following consequences

1. Removed application instances only exist as long as policy has not changed – this was done to avoid an unbounded number of removed application instances piling up in the namespace.

2. The existence of a removed application instance has no effect on instances of that same application logged as ARP List Items – these two may coexist in the namespace.
Conflicts

The RSOP_ApplicationManagementPolicySetting class models the settings conflicts that may occur with software installation.  Software Installation differs from other types of policies in the following way:

1. An individual policy setting (i.e. a deployed application) may conflict with more than one other policy setting.

2. Settings may conflict for different reasons.  For example,  upgrade relationships, language matching, or product conflicts are all reasons that one application may “defeat” another.

3. The “why” component of RSoP is much more complex for Application Management than for other policies.  For other types of policy, the answer to “why” a setting was applied is implicitly “because the admin said so.”  For Application Management, “why” depends upon the local state of the machine, as well as the relationship of a setting (deployed application) to other settings.


As with the other classes, all settings that conflict with each other have the same Id property.
 For application management, this has the following consequences:

1. A “winning” (precedence = 1) application may only appear once for applications of the same entry type (ARP List Item or Applied Application).

2. A “losing” application may appear more than once in the set of applications for the same entry type, once for each winning application with which it conflicts.

3. If a “losing” application appears more than once in the set of applications for the same entry type, none of these instances may have the same Id.
4. An application may appear only once in the set of applications that have the same Id.
Precedence

For policy types other than Application Management, the RSoP precedence property allows an application to be logged as being defeated by either one or zero instances.  For Application Management,  an application may be defeated by more than one other instance.  

Precedence, then, makes sense only in the context of one Id.  

To interpret the meaning of precedence for the RSOP_ApplicationManagementPolicySetting class, the following definition should be used: an application A is assigned a lower precedence value than another application B if A the presence of A is preventing B from being applied to the target.
With this definition, let us consider what happens when application A, which is configured to upgrade both applications B and C, is applied, assuming all such applications are “assigned.” B & C will clearly “lose” to A, and from above, we know that a losing application has the Id of the application with precedence 1.  This is A in this case, so see that A,B & C will have the same Id.  Now, what is the precedence for these applications?  Clearly A is 1, but is B or C #2? 

This ranking issue can be solved easily if we allow the concept of “ties” – in that case, both B and C would be of rank 2.  If we go back to the precedence definition above, this solution works, because if A is removed, B & C both get a precedence 1, and as the definition states, these instances of precedence 1indicate that applications B & C should now be applied (installed) to the target.  This is indeed consistent with the behavior of Application Management Policy.

We summarize these precedence features below:

1. The precedence property for an application instance is only relevant for ranking among instances with the same Id.

2. An instance may appear multiple times with different precedences for instances of the same entry type.

3. “Ties” are allowed for the precedence (rank) within a set of instances with the same Id.

4. A set of instances will be tied if and only if all instances in the set were defeated by the same precedence 1 instance (i.e. they have the same Id) and that in the event that all instances with a precedence value less than the instances in the set were un-applied, all the instances in the set were no longer prevented from being applied.
Precedence Reason

The non-application management policy types have exactly 1 type of conflict – for example, if a registry setting of a particular name exists in two different GPO’s, the setting from the “closest” GPO to the target wins.  For registry settings, this is the only way that a conflict can occur, and this is true of the other settings as well.  This has the following consequences for these policy types:

1. The relationship between settings that conflict is discernible without the need for a property specific to this need in the schema because for these policy types, there is only one way in which a conflict can occur.

2. The administrator can easily infer what settings should be modified and how they should be modified in order to alter the precedence of a particular setting based strictly on the precedence.

For application management policy, there are several other ways in which a conflict may occur other than the same identifier existing in two different GPO’s:

1. An upgrade relationship may cause one application to defeat another

2. If there are applications with the same Product Id in a GPO, one will defeat the other.

3. If there are applications of different language with the same Product  Id in a GPO, one will defeat the other.

Without a property indicating the reason for a setting’s precedence, there is no way, unlike the other policy types, to determine why a setting is ranked lower than another.  Thus, we introduce the Precedence reason property.  Although it was described earlier along with the other properties in the schema, we re-state its use here in the context of our precedence discussion:

The PrecedenceReason property gives the reason that an instance has a lower precedence value than instances that have the next highest value.  It can be interpreted as the reason for which an application lost out to another.
Eligibility

In logging mode, the application management client-side extension does not log data concerning every application deployed in the directory.  It only logs data for those applications that might be relevant to the target, primarily because these are the only applications it considers for application to the target.  The Eligibility property describes the reason that the client-side extension included the application in RSoP data.

In planning mode, where end-user performance is not at issue, the client-side extension attempts to generate a full picture of the relationship between applications, and thus it considers that it might otherwise ignore.  These applications are marked “Conditional,” meaning that such applications would only be logged in logging mode if they were actually applied to the machine.
Error Information

RSoP classes may optionally log errors for each setting that failed to apply using the RSOP_PolicySettingStatus class. The RSOP_ApplicationManagmentPolicySetting does log this information for any application that fails to apply (install) or uninstall, i.e. any RSOP_ApplicationManagementPolicySetting instance with an “Applied” or “Removed” EntryType property may have an associated RSOP_PolicySettingStatus instance.  RSOP_PolicySettingStatus instances are not logged by the application management CSE if the application is applied or uninstalled successfully.
RSOP_FolderRedirectionPolicySetting

Description:

Class that represents data for folder redirection extension.

Schema:

class RSOP_FolderRedirectionPolicySetting : RSOP_PolicySetting

{

        string redirectingGroup;

        string resultantPath;
        uint32 installationType;

        string securityGroups[];

        string redirectedPaths[];

        boolean grantType;

        boolean moveType;

        uint32 policyRemoval;

};

Properties:





redirectingGroup

The security group that would cause this folder to get redirected.

resultantPath

The path to which this folder was redirected by this setting.

installationType

Installation Type: 1 = basic, 2 = advanced…

securityGroups

Groups, represented by an array of security groups.

redirectedPaths

Paths, represented by an array of redirection paths.

grantType

Indicates whether the user is granted exclusive access.

moveType

Indicates whether or not the contents of the local directory are moved.

policyRemoval

Action to take on policy removal: 1 = leave folder in new location, 2 = redirect the folder back to the user profile location.

RSOP_ExtensionStatus

Description:

Per CSE class that represent the overall status of policy processing for the CSE.

Schema:

class RSOP_ExtensionStatus

{

string   extensionGuid;

string   displayName;

datetime beginTime;

datetime endTime;

boolean  dirty;

uint32   error;

string   eventSources[];

string   eventLogTypes[];

};

Properties:



extensionGuid

Guid of the Client Side Extension.



displayName

Display Name of the Client Side Extension.



beginTime

Time when this CSE was last invoked.



endTime

Time when this CSE finished processing after it was last invoked.



dirty

A flag that indicates whether or not this instance of the class is valid.


error

Error code returned by the CSE after it was invoked to process policy.



eventSources

A list of sources that can report an error event relavent to this CSEs policy processing.



eventLogTypes

A list of event log types that corresponds one-to-one, with the eventSources.

RSOP_ExtensionEventSourceLink

Description:

An association between RSOP_Extension corresponding to a Client Side Extension and one of the event sources listed for the Client Side Extension
Schema:

class RSOP_ExtensionEventSourceLink
{

RSOP_ExtensionStatus ref extensionStatus;

RSOP_ExtensionEventSource ref eventSource; 

};

Properties:



RSOP_ExtensionStatus

Reference to the ExtensionStatus corresponding thr Client Side Extension.



RSOP_ExtensionEventSource
Reference to a listed extension event source .

Updating Schema

Description:

Associated with the RSOP Schema is a schema Version Number. This schema version number consists of 2 parts.

The Version Numbers should always be incremented.



Major Version Number

HiWord part of the version Number. 

If a schema change is made that cannot handle possible existing Instances using the Classes defined already higher version number should be incremented. 

· This means that During NT Setup all the Namespaces will be deleted.

· Mof will be recompiled.

· Group Policy Engine will relog all data and invoke all CSEs to relog all data.



Minor Version Number

LoWord part of the version Number.

· All the Classes will be compiled.

· These Classes will be copied over to existing user and Machine Namespaces.




Note that extensions and Client Side Extensions will not be 

called to relog the data.

The Current Schema’s version number is stored at root\rsop\computer rsop_session's schema version number. 

        RSoP_Session





RSoP_ExtensionEventSourceLink





RSoP_ExtensionStatus








RSoP_ExtensionEventSource





        RSoP_SOM





        RSoP_GPO





        RSoP_GPLink





    RSoP_PolicySetting





RSoP_PolicySettingStatus





RSoP_PolicySettingLink





RSoP_RegistryPolicySetting





RSoP_ScriptPolicySetting





RSoP_FolderRedirectionPolicySetting





RSoP_AdministrativeTemplateFile





    RSoP_ScriptCmd





    RSoP_ApplicationManagementPolicySetting





    RSoP_ApplicationManagementCategory
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One to Many Association





Association
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