Certsrv Objects Security

DS

The hierarchy of containers in black it’s already created by dcpromo. The text in red marks objects we create and set permissions on during CA install.

Except for the pKIEnrollmentService (see CA section) we don’t touch these permissions after install.

For the permissions on Cert Template objects you should ask XiaohS.

On OID objects we don’t seem to set any permissions, so the default apply (inherited from the container plus default permissions on this type of object):

ACLOid:

Domain Admins – Full Control (inherited and set directly)

System – Full Control

Authenticated Users – Read

Enterprise Admins – Full Control (inherited)

The ACLs defined in our code:

ACL1

Enterprise Admins - Full Control

Domain Admins - Full Control

Cert Publishers - Full Control

Builtin Admins - Full Control

Everyone – Read

ACL2

Enterprise Admins - Full Control

Domain Admins - Full Control

CAMachine - Full Control

Builtin Admins - Full Control

Everyone – Read

ACLNTAuth

Enterprise Admins - Full Control

Domain Admins - Full Control

Builtin Admins - Full Control

Everyone - Read
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CA

Access to the CA through COM and RPC is controlled by an internal security descriptor (what you see if you open the security tab in CA snapin).

Default permissions are:

Enterprise CA:

Administrators – CAAdmin, Officer

Domain Admins – CAAdmin, Officer

Enterprise Admins – CAAdmin, Officer

Authenticated Users – Enroll

Standalone CA:

Administrators – CAAdmin, Officer

Everyone – Enroll

During setup, the following ACLs are being set:

Shared Folder:


Enterprise CA:


Administrators – Full Control



System – Full Control



Enterprise Admins – Full Control



Everyone – Read


Standalone CA:



Administrators – Full Control



System – Full Control



Everyone – Read

Key Container:

Administrators – Full Control

Local System – Full Control

On most system resources that CA uses we don’t set permissions, we rely on inheriting them from the parent. In the registry, permissions are inherited from Services node:

Registry:

Authenticated Users – Read

Server Operators – Full Control less Create Link, Write DAC and Write Owner

Administrators – Full Control

System – Full Control

Creator Owner – Full Control (subkeys only)

 On the file system they are inherited from the parent directory the files are installed in. If you use the default location (%windir%\system32\certlog):

File System:

Administrators – Full Control

Authenticated Users – Read

Server Operators – Full Control

System – Full Control

Creator Owner – Full Control (subdirs and files only)

Any time CA ACLs (ie roles) change, we apply a set of rules to build an ACL for:

· certsvc service

· pKIEnrollmentService associated with this CA (under Enrollment Services node above)

CertSvc:

· for each CAAdmin ACE in CA ACL, add one All Access ACE to service ACL

· merge the list built above with a default ACL:

Authenticated Users – Query Config, Query Status, Enumerate Dependents, Interogate, User Defined Control

Power Users – Query Config, Query Status, Enumerate Dependents, Service Start, Service Stop, Pause Continue, Interrogate, User Defined Control

Local System - Query Config, Query Status, Enumerate Dependents, Service Start, Service Stop, Pause Continue, Interrogate, User Defined Control

Administrators – Service All Access

Server Operators – Service All Access

PKIEnrollmentService:

· for each Enroll ACE in CA ACL, add one Enroll ACE to object ACL

· merge list above with a default ACL:

Administrators – Full Control less Control Access Right

Domain Admins – Full Control less Control Access Right

Enterprise Admins – Full Control less Control Access Right

Local System – Full Control less Control Access Right

CAMachine – Full Control less Control Access Right

Authenticated Users – Read

The initial permissions on service and enrollment object are based on the default CA ACL, following the same rules.

