


Netscape Communicator Mail Format

1) The format of the Header File (SNM File) : 

· A Header File is at least 2560 (0xA00) bytes long. This can be used to verify whether a given file qualifies to be processed as a header file.

· Starting at the 408th (0x198) byte (zero based), four bytes indicate the total number of messages in the mail store.

· Unlike in Netscape 3.0 where the headers for consecutive messages were separated by 30 bytes, Netscape 4.0 uses a tree hierarchy to store the message headers. This deserves some explanation. Netscape 4.0 stores information about the location of the message headers in blocks of 32 (0x20) that form a tree structure. If the mail store contains less than 32 messages, a single level of indirection is all that is needed to get to the message headers. For mail stores containing messages ranging from 32 to 1024 (i.e. = 32*32), we need to go through two levels of indirection to get to the message headers and so on and so forth. The way this tree structure is arranged and the process of arriving at the message headers is explained below diagrammatically:




















· Now that we are at the beginning of a message header structure, let us discuss about the location of the various parameters of the message (like offset in the message file, priority and size). 

· The message size is located starting at the 48th byte (zero based) and spans four bytes.

· The message offset is located starting at the 26th byte (zero based) and spans four bytes.

· The LSB of the 45th (zero based) byte is 0 if the message is unread and 1 if the message is read.

· The received time is in a mime header called “Date:”.

· Unlike Netscape 3.0, deleted messages are not marked. Their offset information is removed from the index file and we therefore need not bother about these messages.

· The 47th (zero based) byte indicates the priority of the message. The relationship between this value and the priority of the message is given below:

1  
=
No Priority.

2
=
Lowest Priority.

3
=
Low Priority.

4
=
Normal Priority.

5
=
High Priority.

6
=
Highest Priority.

2) The format of the Message File : 

The format of the message file has not changed much since Netscape 3.0. The only change that I could notice was that they now have two CR-LF pairs instead of one at the end of the message.

3) Folder Hierarchy : 

Netscape 4.01 supports nested mailboxes. Mailboxes that are created at the top level (i.e. on the same level as “Inbox” etc) have the usual two files viz. the message file and the SNM file which are created directly under the mail directory. Mailboxes that are created as a subfolder of an existing mailbox also have the usual two files but these are created under an SBD folder the name of which corresponds with that of the parent mailbox. 

For Ex: let us assume that we have a top level mailbox called “MyMailbox”. Now, if I create another mailbox called “SubMailbox” that is a subfolder of “MyMailbox”, then this is how the directory structure of the mail directory is going to look:







4) Location of Store Files : 

The following registry key has the list of users who have created profiles under Netscape Communicator:

 “HKEY_LOCAL_MACHINE\SOFTWARE\Netscape\Netscape Navigator\Users”

The profile for each user is stored in the above path. To find the path to the mail store for a particular user, we first read the “DirRoot” key under the following path:

“HKEY_LOCAL_MACHINE\SOFTWARE\Netscape\Netscape Navigator\Users\MyUser”

We then have to parse the “PREFS.JS” file (a JavaScript file that can be parsed as a text file) that is located under the path indicated by the DirRoot key. If we find a user preference called "mail.directory", this represents the user’s mail directory. Else, the default mail directory is “DirRoot\Mail”.

Find out what power of 32 makes it to just above this number. This gives the total number of indirections. Store this in a class variable called ‘Redirection’.





Compute Total messages in the mail store as indicated in point two above.





Find the primary offset from the index file. This is given by four bytes starting at the 424th byte (0x1A8).





Go to this offset (from the beginning of the file) and access the 7th byte (zero based). This gives the number of offsets (if we need to go through further levels of redirection to reach the message headers) OR the number of messages (if we are on the last level and therefore require no further redirection). 


 





Is the variable “Redirection’” equal to 1?





No





Yes





Decrement the “Redirection” variable by one. From the point we are at on the index file, advance by 8 bytes. We can now access the new offsets by reading bytes in sets of four.  For each offset found, go to the step before the previous step.





From the point we are at on the index file, advance by 8 bytes. The first four bytes give the offset (absolute – from the beginning of the of the index file) of the message header structure for a message. The offset of the next message can be found by skipping four bytes and then reading four consecutive bytes. This process should be continued till all the messages are processed.
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