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Introduction

This document is designed as much to keep my memory up-to-date as providing documentation to other programmers trying to use the MIME OLE interfaces for doing security work.

This document covers the interfaces and properties that are directly relevant to doing S/MIME development work.  This document should cover enough different pieces of information that another developer could write the code to interface to MIME OLE and implement S/MIME code.

Overview

Interfaces

Properties

This section covers the security properties you may find on message and body objects.  The properties below are normally set on body rather than message objects.

OID_SECURITY_TYPE

Type: UI4

Read/Write

Contains the MST_* flags.  This property indicates the set of security attributes on the system.

The MST flags are divided into 4 main classes:

· MST_THIS – These flags refer to the current body

· MST_CHILD – These flags refer to the flags from a child object of the current body

· MST_SUBMSG – These flags refer to the flags from a child message of the current body.

· MST_CLASS – These flags refer to the current body and provide the message type.  Currently only the SMIME_V1 flag would ever be set.  I have defined SMIME_V2 here, but I don’t know if it will ever really be used.

MST_NONE
No security operations have been applied to either this body (read/write) or to a child body (read only).

MST_THIS_SIGN
This body is tagged for signing.

MST_THIS_ENCRYPT
This body is tagged for encryption.

MST_BLOB_FLAG
If a signature is applied to this body, the signature type should be a blob signature rather than the multipart/signed signature type.

MST_CHILD_SIGN
One or more child bodies have been signed.  This flag is only set after a message has had security services removed.

MST_CHILD_ENCRYPT
One or more child bodies have been encrypted.  

MST_SUBMSG_SIGN
One or more sub-messages of this body have been signed

MST_SUBMSG_ENCRYPT
One or more sub-messages of this body have been encrypted.

MST_CLASS_SMIME_V1
The message has had S/MIME security services applied to it.

MST_CLASS_PGP
The message has had PGP security services applied to it.  There are currently no PGP services implemented.

MSG_CLASS_SMIME_V2
Not currently used.  This should potentially be used in the future for S/MIME V3 services.

OID_SECURITY_TYPE_RG

Type: Vector of UINT

Read/Write

This property contains the security applied at each different level of security wrapping.  OID_SECURITY_TYPE is computed by or-ing together all of the values in this vector.

OID_SECURITY_LAYERS

Type:  INT

Read/Write

This property contains the count of layers of security on the message.  Each of the RG versions of properties will have the number of items in it as the value of this item.

OID_SECURITY_ALG_HASH


Type:
Blob


Read/Write

This property contains the algorithm used for the innermost-signed data object.

OID_SECURITY_ALG_HASH_RG VECTOR | VARIANT


Type: Vector of Variant (Blob)


Read/Write

This property contains the algorithm used for signing of each layer of security in the message.  Some values may be empty if they are for encryption layers.

OID_SECURITY_ALG_BULK

Type: Blob

Read/Write

This property contains the algorithm used for the innermost-encrypted data object.  There is currently an assumption built into the MIME OLE code that there is exactly one encryption layer in any given message.

OID_SECURITY_CERT_SIGNING

Type: PCCERT_CONTEXT cast to UINT

Read/Write

This property contains the signing certificate used to sign the innermost-signing object in the message.

OID_SECURITY_CERT_SIGNING_RG

Type: VECTOR of PCCERT_CONTEXT cast to UINT

Read/Write

This property contains the signing certificate used to sign the message at each different layer of security in the message.  This value will NULL for encryption layers.

OID_SECURITY_CERT_DECRYPTION

Type: PCCERT_CONTEXT cast to UINT4

Read/Write

This property contains the encryption certificate used to decrypt the innermost-encryption layer in the message.  MIMEOLE currently assumes that only one encryption layer will be present in a message.

OID_SECURITY_AUTHATTR

Type: Blob

Read/Write

This property contains the authenticated attributes from the innermost-signed object.  The property consists of an ASN encoded SEQUENCE of the actual attributes.  This property may be encoded/decoded by using szOID_MSFT_ATTR_SEQUENCE (1.3.6.1.4.1.311.16.1.1).

OID_SECURITY_AUTHATTR_RG

Type: Vector of Variants (blobs)

Read/Write:

This property contains a vector of all authenticated attributes from all security layers in the message.  Each value in the vector is a blob containing the ASN encoded SEQUENCE of the attributes. This property may be encoded/decoded by using szOID_MSFT_ATTR_SEQUENCE (1.3.6.1.4.1.311.16.1.1).

OID_SECURITY_SIGNTIME

Type: Filetime

Read/Write

This property contains the value of the signing time attribute from the authenticated attributes on the innermost-signed object.  The signing time attribute is also in the OID_SECURITY_AUTHATTR property and is broken out here for convenience.

OID_SECURITY_SIGNTIME_RG VECTOR | FILETIME

Type: Vector of Filetime

Read/Write

This property contains the value of the signing time attribute from the authenticated attributes for each different layer in the message.  Filetimes for security layers that do not contain a signing time attribute are encoded as 0.  The signing time attribute is also in the OID_SECURITY_AUTHATTR_RG property and is broken out here for convenience.

OID_SECURITY_SYMCAPS BLOB

Type: Blob

Read/Write

This property contains the value of the SYMCAPS attribute from the authenticated attributes on the innermost-signed object.  The SYMCAPS attribute is also in the OID_SECURITY_AUTHATTR property and is broken out here for convenience.

OID_SECURITY_SYMCAPS_RG VECTOR | VARIANT

Type: Vector of variant (blob)

Read/Write

This property contains the value of the SYMCAPS attribute from the authenticated attributes for each different layer in the message. The SYMCAPS attribute is also in the OID_SECURITY_AUTHATTR_RG property and is broken out here for convenience.

OID_SECURITY_UNAUTHATTR

Type: Blob

Read/Write

This property contains the un-authenticated attributes from the innermost-signed object. .  The property consists of an ASN encoded SEQUENCE of the actual attributes.  This property may be encoded/decoded by using szOID_MSFT_ATTR_SEQUENCE (1.3.6.1.4.1.311.16.1.1).

OID_SECURITY_UNAUTHATTR_RG

Type: Vector of Variants (blobs)

Read/Write:

This property contains a vector of all authenticated attributes from all security layers in the message.  Each value in the vector is a blob containing the ASN encoded SEQUENCE of the attributes. This property may be encoded/decoded by using szOID_MSFT_ATTR_SEQUENCE (1.3.6.1.4.1.311.16.1.1).

OID_SECURITY_RG_CERT_ENCRYPT

Type: Vector of PCCERT_CONTEXT as UINT

Read/Write

This property contains the set of certificates to be used in encrypting the message.  Each certificate maps to a lock box to be placed on the message.  There is a current bias in this structure towards RSA encryption.  We will need to put in something to allow for matching originator certificates with receiver certificates.

OID_SECURITY_HWND_OWNER

Type: UINT

Read/Write

This property contains a window handle to be used for popping up any UI by internal code.  This is specifically for use with certificate store UI and security label UI.

OID_SECURITY_SEARCHSTORES 

Type: Vector of HCERTSTORE as UINT

Read/Write

This property provides a set of certificate store to be searched for decryption and signature verification certificates.  If this property is not provided then the “My”, “Address” and “CA” stores are searched

OID_SECURITY_RG_IASN

Type: Vector of UINT4

Read-only

NYI – I don’t even remember what this was going to be for.

OID_SECURITY_USER_VALIDITY

Type: UINT

Read/Write

This property allows for user programs to set validity flags on a message.  This property is not persisted on a message.

OID_SECURITY_RO_MSG_VALIDITY

Type: UINT

Read Only

This property contains the set of flags dealing with the signature validation or decryption problems for the message.  If multiple security layers are on the message, then this property contains the union of all of the flags.

MSV_OK
No message validation errors found.

MSV_BADSIGNATURE
The hash computed for the signed message did not match the hash contained in the signature blob.

MSV_UNVERIFIABLE
No signing certificate was found.

MSV_UNKHASH
Signature was computed with an unknown hash algorithm.

MSV_MALFORMEDSIG
CAPI 2.0 returned an unknown error code

MSV_SIGNATURE_MASK
A mask of the possible different signature verification error codes

MSV_EXPIRED_SIGNING_CERT
The certificate used for signing the message has expired.

MSV_SIGNING_MASK
A mask of the possible different signing errors found on the message.

MSV_CANTDECRYPT
No decryption certificate for the message was found.

MSV_ENC_FOR_EXPIREDCERT
The certificate used to decrypt the message has been expired.  (The first certificate found to match is used to decrypt the message, so a later certificate may not be invalid.)

MSV_ENCRYPT_MASK
A mask of the possible different encryption errors

MSV_INVALID
The message failed to parse as a legal ASN object.

MSV_MSG_MASK
A mask of the different possible errors on message invalidity.

OID_SECURITY_USER_VALIDITY_RG

Type: Vector of UINT

Read/Write

This property allows for user programs to set validity flags on a message for each different layer of security on the message.  This property is not persisted on a message.

OID_SECURITY_RO_MSG_VALIDITY_RG

Type: Vector of UINT

Read-only

This property contains the set of flags dealing with the signature validation or decryption problems for the message, one value for each different layer on the message.

OID_SECURITY_HCRYPTPROV

Type: HCRYPTPROV cast as UINT

Read/Write

????????????  Passes in a crypt provider to be used for some purpose, but I haven’t found exactly what it was.

OID_SECURITY_ENCODE_FLAGS

Type: UINT

Read/Write

Unknown purpose

OID_SECURITY_CERT_INCLUDED

Type: BOOL

Read-only

The certificate used to verify the signature on the message was included as part of the message.  Global purpose of this flag is not understood by me at the moment.

OID_SECURITY_REQUESTED_CTE

Type: INT

Read/Write

This property is used during encoding operations.  It allows for the caller to specify the content transfer encoding to be applied to the message after all security operations have been applied to it.

OID_SECURITY_RG_CERT_BAG

Type: Vector of PCCERT_CONTEXT as UINT

Read/Write

This property is used when creating and signing a message.  The set of certificates added to the innermost signature is placed here.

OID_SECURITY_CRL BLOB 

Type: Blob

Read/Write

This property contains a single CRL from the decoded message, or the CRL to be placed on the encoded message.  This property only applies to the innermost-sign object on the message.

OID_SECURITY_HCERTSTORE

Type: HCERTSTORE as UINT

Read/Write

This property contains a certificate store.  On encoding operations, the store is enumerated and the certificates and CRLs are placed on the message.  On decoding operations, this store contains the set of certificates and CRLs from the innermost-signed object.  This property should be used rather than OID_SECURITY_RG_CERT_BAG and OID_SECURITY_CRL, however this is not fully supported in OE 4.0

OID_SECURITY_HCERTSTOR_RG

Type: Vector of HCERTSTORE as UINT

Read/Write

This property contains an array of certificate stores, one for every layer of security applied to the message.  The set of certificates and CRLs in the certificate store is enumerated and placed in the certificate bag on the message.

� I don’t understand why this happens to be a read/write property.  Need to investigate this and either document why or convert into a read-only property.





