Permission Checker Component

1. Summary

Permission Checker is a simple component that allows testing the access rights to a file or a page from within the ASP code. Typically, Permission Checker is used to customize the generated page for different users, to separate Intranet from Internet users. If the generated page has links, and the context user doesn’t have the right to access the corresponding pages, then those links can be grayed-out or altogether omitted.

2. Usage

To create a Permission Checker object include the following ASP code:

  <%

    Set pmck = Server.CreateObject("IISSample.PermissionChecker")
  %>
To test context user’s access rights to a file (or a page) call HasAccess() method:
  File HasAccess = <%= pmck.HasAccess(“c:\pages\abc\default.htm”) %>

  Page HasAccess = <%= pmck.HasAccess(“/abc/default.htm”) %>

HasAccess() method returns True or False. It is the only method of Permission Checker component. The component doesn’t have any properties.

3. IIS Password Authentication Settings And Other Configuration Issues

IIS supports any combination of three different types of password authentication: anonymous, basic, and NTLM. Often more than one option is enabled -- the default IIS settings are anonymous and NTLM.

Intranet-only use. When the anonymous access is disabled, basic or NTML authentication is enforced for every page. The context user is always set, and Permission Checker can be used without any problems.

1) Intranet/Internet combination. In cases when both anonymous and basic/NTLM authentication types are allowed, it is important to force IIS to set the user context to other than anonymous on the pages that use Permission Checker. This can be achieved by two methods:

2) Changing file permissions for the HTML page to exclude the anonymous IIS user.

3) Adding code to ASP to check for anonymous user (if LOGON_USER server variable is empty) and issuing “401 Unauthorized” code in this case. An ASP example that does this:

<% 

  If Request("LOGON_USER") = "" Then

    Response.Status = "401 Unauthorized"

  End if

%>

Intranet-only. When only anonymous access is allowed, Permission Checker will not be differentiating between users, but still it will test if the file exists, and if the anonymous IIS user has the permission to access a given page.

Comments on NTLM authentication. While IE supports NTLM password authentication, other browsers like Netscape Navigator do not. When using IE, NTLM might not work over a proxy server – make sure local Intranet requests don’t use proxy. When using browsers other than IE, or when going outside of the Intranet over the proxy server, and setting of non-anonymous user context is needed, the basic authentication method must be employed.

Permission Checker has been tested with IE3.01 and Netscape Navigator 3.01.

