Requirements for Supporting Macintosh (HFS�) Clients on NT





The following list is compiled from issues that arose during implementation of  Services For Macintosh (SFM) AppleTalk Filing Protocol (AFP) Server for NT:


Multiple Named Attributes (a.k.a. streams, forks)


Mac HFS files have 2 forks, data fork and resource fork 


Must be available on both files and directories


Sharing modes required on individual streams.  SFM server keeps track of open modes for performance reasons (checks for conflicts on fork opens)


ByteRange Locks required on individual streams.  SFM server keeps track of locks for performance reasons (checks range conflicts for lock,unlock,read,write)


Future version of Mac FS may support multiple forks


SFM uses additional streams to store the information about a mac file or directory which does not map to anything on NTFS,  i.e. AFP_Afpinfo stream is currently used to store backup time, 32 bit file/dir ID, distinction of NT READ permission between Mac’s Seefiles and SeeFolders permission, FinderInfo, ProDOS info, mapping of NTFS ReadOnly file attribute into multiple mac attributes (RenameInhibit, DeleteInhibit, WriteInhibit).


AFP_Desktop stream used to store HFS desktop information, i.e.  APPL mappings, Icons. This stream is created on the directory which represents the root of the Mac volume.


AFP_Idindex stream holds information about the Mac volume, i.e. last allocated 32 bit file/dir ID, Volume Create, Modify and Backup times. This stream is created on the directory which represents the root of the Mac volume.


Oplocks should break for delete of a file/dir no matter what stream is open


If file/dir has its ReadOnly attribute set, SFM server must temporarily remove this attribute to write out the info to its private streams, then must restore the attribute.


HFS Information that Does Not Directly Map to NT FS Feature


SeeFiles vs. SeeFolders permissions


RenameInhibit file/dir attribute


WriteInhibit file/dir attribute


DeleteInhibit file/dir attribute


MultiUser file attribute


Copy Protect file attribute 


DataFork Already Open file attribute


ResourceFork Already Open file attribute


FinderInfo (includes file type and creator, Mac Finder flags, etc)


ProDOS info


Desktop Info - APPL� mappings, Icons


Backup time


32 bit unique file/dir ID





Directory Enumeration Performance Issues - Potential ChangeNotify Improvements�





Don't return us our own changes (based on what?? ProcessId?  ThreadID?).  Today we receive notification for changes that we initiated, and have to filter them out from being processed by comparing path names. 


Return IDs instead of paths for faster lookup when filtering out our own changes?


Define more action flags (more specific) i.e. FILE_ACTION_MODIFIED is extremely vague. what was modified?


Make sure all pathnames (links) that can be used to get to a directory will trigger the notify (e.g. NTFS has both a longname and a shortname for a file) 


Possible to be notified when a file is open by ID?  Does FS allow methods other than by name to open a file.  Will these all generate a change notification?


Allow reposting of notify during completion routine so as not to open a window where notifies could be missed


Allow dynamic growth of notify buffer


Never return STATUS_NOTIFY_ENUM_DIR which means the caller must reenumerate the entire tree


ChangeNotification is posted on an entire directory tree representing the Mac volume


Is there a way to handle nested volumes? (SFM does NOT currently support nested volumes)





Mac Filenames


Mapping Mac ANSI character set to Unicode and back again.  Uses Mac CodePage.


SFM today “munges” unicode characters that are illegal in NT file system to the Private Use Area of Unicode 


Mac File/Dir names ending in space and period (or other whitespace chars) vs. Win32 namespace.  Currently SFM ‘munges’ these characters at the end of a name to Private Use Area Unicode as well so they may be accessed by FileManager, cmd.exe (Win32 apis)


Mac HFS filenames are 31 characters maximum.  If a NT filename is longer than 31 chars, SFM uses the DOS style NTFS shortname for the Mac name.


Mac ProDOS clients always see the NTFS shortname.


Extension mapping to type-creator becomes what in OFS??





Timestamps


Parent directory Modified timestamp should be updated when a file/dir within it is:� created, deleted, renamed, moved, Create or Mod time changes, type/creator changes


Changes to disk update the “Volume” modified time


AFP APIs Requiring Special Support


AfpCatSearch - Catalog search for files by attribute other than its name (NOT currently implemented by SFM)


AfpExchangeFiles - used to preserve existing file Ids when an application wishes to perform the “Save As...” or “Save” functions. (currently implemented brute force by SFM)


AfpCopyFile - must copy each stream individually (currently implemented by SFM)


CDFS support for HFS and ISO 9660 formats 


Resource forks (multiple forks in future Mac FS)


Finder info (type,creator,coordinates,FinderAttributes etc.)


Desktop info


Other Issues, Not Necessarily FileSystem Related:


Security Issues


Setting and querying a user’s “primary group” (can it be done from Kernel mode?)


Impersonating mac clients for I/O


Converting cairo user, group, domain IDs into 32 bit mac ID equivalents  (can it be done in kernel mode?)


Logging on mac clients--mapping Cairo authentication methods to Apple's methods (i.e. No User Authentication method for logging on 'guests', Cleartext passwords, Microsoft UAM --what does it become?


Blank Access Privileges� - when a folder has its blank access privilege bit set, then the other access privilege bits are ignored, and it uses the access privilege bits of its parent. (NOT currently implemented by SFM)


Change Password


Mac style permissions - SeeFiles, SeeFolders, MakeChanges for Owner, Group, Everyone.  Owner can be a group, group can be an individual user. 


 Ancestor permissions (currently NOT supported by SFM--performance hit), Drop Folders.





Misc


Backup/Restore must understand SFM filenames (i.e. “Munged” unicode characters) and streams on both files and directories.  Must go beyond normal Win32 APIs to fully support SFM files (e.g. special  Win32 BackupApis were created for this purpose).


How can we support nested Mac volumes?  Is this a requirement? (FileID issues, changenotify...)


Need better Event/Error Logging Support from Kernel Mode, i.e. longer insertion strings, more data so we don’t have to call up to user mode to log


AppleSearch (Apple’s content index product), AOCE Directory Service.  How do we support these?


Mac 6.x and 7.1.x clients only support volumes up to 2Gig in size.  System 7.5 will support up to 4Gig.�


Network Trash Folder - SFM server creates this hidden directory in directory which represents root of Mac volume.  Mac clients (Finder) manage their own individual trashcan directories within this directory if it is present.


Volume Icon.  Stored in hidden file called “Icon<0x0D>“ in directory which represents root of Mac volume.  If Mac client finds this file present, it uses the contents to display the icon for the server volume on the Finder desktop.





	


� Hierarchical File System


� APPL mapping maps a Finder ‘Creator’ to the name of the application which supports files with that creator.  Also each APPL mapping has a tag to distinguish it from other mappings for the same creator.


� SFM File server caches its own view of the directory tree that represents the Mac volume.  It relies on directory change notifications to update its view of the tree which is seen by Mac clients.  This is required for performance numbers of AfpEnumerate to be in the same universe as Novell.  


� See also raid #2707 in NTRAID ntissues database for other timestamp changing observations


� When a folder with blank access privileges is moved around within a folder hierarchy, it always reflects the access privileges of its containing folder.  However, once the blank access privileges bit has been cleared for a folder, its access privileges “stick” to that folder, and remain unchanged no matter where the folder is moved.  Although blank access privileges are an optional feature of AFP 2.1, it is highly recommented that this feature be included in your particular AFP 2.1 implementation since it has subtle human interface repercussions.  (AppleTalk Filing Protocol Specification Version 2.1, Apple Computer, Inc., Feb 22, 1991)


� If the disk partition that the SFM volume resides on is > 2Gig, we must lie and say it is 2G-1 (same for free space) since the mac Finder treats it as a signed integer.  Mac Finder versions less than 7.5 will die with divide by zero errors if we return values greater than this.   Version 7.5 has not been tested.








