CACLS FAILURE MODE TESTING





incorrect command formats


cacls


cacls /edit


calcs /edit /tree


cacls file1.c file2.c


cacls /grant *.*


incorrect option names


cacls *.* /notavalidoption


cacls *.* /gratification


cacls *.* /gx guest:C


cacls *.* /edit /rx guest


cacls *.* /edit /replace guest:C /tx


cacls *.* /edit /tree /rx


cacls *.* /edit /tree /dx guest


cacls *.* /edit/g guest:R


cacls *.* /edit /rx guest:C


cacls *.* /edit / guest


incorrect option formats


cacls *.* /grant


cacls *.* /grant guest


cacls *.* /grant :R


cacls *.* /


cacls *.* / guest


cacls *.* /grant :R


cacls *.* /revoke guest:C


cacls *.* /grant guest:N


cacls *.* /revoke :C


cacls *.* /tree oak


incorrect option combinations


cacls *.* /grant guest:F /edit


cacls *.* /edit /edit /grant guest:F


cacls *.* /grant guest:F /grant everyone:C


cacls *.* /grant guest:C /edit /grant everyone:R


cacls *.* /grant guest:R /deny everyone /edit


cacls *.* /revoke guest /deny everyone /revoke administrator


cacls *.* /grant guest:R /replace everyone:R /replace administrator:R


cacls *.* /revoke guest  /grant everyone:C /deny guest /deny administrator


cacls *.* /tree /tree


cacls *.* /tree /revoke guest /grant everyone:C /deny administrator /replace “power users”:N /tree


cacls *.* /edit /deny guest /grant guest:F


incorrect object names & formats


cacls dog:\catcher





CACLS SUCCESS MODE TESTING





test all options individually, no /tree, verify results


cacls a.dat /deny test2


cacls a.dat /grant test1:R


cacls a.dat /grant test1:F


cacls a.dat /grant test1:W


cacls a.dat /grant test1:N


cacls a.dat /replace test1:R


cacls a.dat /replace test1:F


cacls a.dat /replace test1:C


cacls a.dat /replace test1:N


cacls a.dat /revoke test1


cacls a.dat /deny test1


cacls a.dat /edit /grant test2:R


cacls a.dat /edit /grant test2:F


cacls a.dat /edit /grant test2:C


cacls a.dat /edit /grant test2:N


cacls a.dat /edit /replace test2:R


cacls a.dat /edit /replace test2:F


cacls a.dat /edit /replace test2:C


cacls a.dat /edit /replace test2:N


cacls a.dat /edit /revoke test2


cacls a.dat /edit /deny test2





test multiple accesses, no /tree, verify results


cacls a.dat /grant test1:R test2:C


cacls a.dat /replace test1:C test2:R test3:C


cacls a.dat /revoke test1 test2 test3 test4


cacls a.dat /deny test1 test2 test3 test4 test5


cacls a.dat /edit /grant test1:R test2:C


cacls a.dat /edit /replace test1:C test2:R test3:C


cacls a.dat /edit /revoke test1 test2 test3 test4


cacls a.dat /edit /deny test1 test2 test3 test4 test5





test multiple files, no /tree, verify results


cacls *.* /grant test1:R test2:F test3:C


cacls *.dat /change test1:F test2:R test3:C test4:N





test using /tree, verify results (including subdirectories)


cacls *.* /grant test1:R test2:F test3:C /tree


cacls *.dat /tree /change test1:F test2:R test3:C test4:N


cacls *.* /tree /grant test1:R test2:N test3:R test4:F








