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Main points:

1. Command-line only.

2. Examine and handle all data in NTFS and FAT:

a. unnamed stream and named streams

b. ACLs and other security data (owner, group)

c. raw encrypted data

d. re-parse points (junctions, mountpoints, HSM files, SIS files)

e. standard attributes (archive bit, sparse bit, compress bit, dates etc.) but skip the archive bit, normal file bit, and LastAccessTime.

3. Will not use the Win32 BackupRead() call to read the data, since it doesn’t capture everything anyway like encrypted data.

4. Produce a dump file that has all of the information about a volume.  This will allow comparisons when you don’t have a shadow drive against which to compare.  Have the data in such a way so that tools such as windiff.exe can be used to compare two dump files.

Be able to chose to dump a complete volume, a directory branch, the contents of a single directory and a single file.
Design points:
1. Will normally checksum the following data and produce separate checksums for each:

a. Unnamed data stream (if it is encrypted, the raw data will be used to produce the checksum)

b. All the named data streams combined, i.e. if a file has 4 named streams, only one checksum will be produced.  The names of the data streams will be included in the checksum.  That way, if the named data stream data comes back correctly, but the names are incorrect, this error will be detectable.

c. All ACL ACEs will be checksummed together.  SACLs and DACLs will have separate checksums.  Only ACEs which are not inherited will be checksummed.

d. Re-parse point data

e. The allocation map checksum (if the file is sparse)

2. In addition to the above checksums, the following additional information will be output to the dump file:

a. The file creation and modification dates

b. The owner and group sid

c. The DACL ACE count (fast check to give a hint what went wrong when the ACL checksum is different).  If there is an error getting the DACL, -1 is encoded in this field.  This is the count of non-inherited ACEs. 

d. The SACL ACE count.  The user has to have SE_SECURITY_NAME privileges to get this count.  If there is an error getting the SACL, -1 is encoded in this field.  This is the count of non-inherited ACEs.

e. The file attributes (the archive bit will be set to 0 to not affect comparisons)

f. The file size

g. The file name

h. Number of named data streams

i. Number of named property streams

j. The reparse point tag

k. Error code if any errors reading any information about the file.  The WIN32 DWORD error code is usually encoded in the checksum field for the data with <> around the code.  I.E. <     3>.  Use errlook.exe to get the error text.

l. The security descriptor control word with 0x8000 masked out. Bug #153050
m. File short name if applicable. Bug #154375.
3. Information about the volume itself will also be dumped such as file system type, features and max path length.

4. A log file can be created which will contain any errors and warnings from the compare tool when it finds it can’t open or query certain files and for other errors it encounters.  The implementation goal is to keep this error log file empty.
5. Detect mountpoints/junction cycles and only traverse them once per volume dump.
6. For FAT/FAT32 file system dumps, need to sort directory entries in dumps for consistent compares. 
7. For files which have errors during read of data or attributes, always output as much information as possible.  In place of the checksum for the particular data which had a read/access error, place the error code in hex in angle brackets, i.e. <80004031>.
8. For performance, cache the last 10 or so SID strings.  Added in v1.1d a cache of one User SID string and one Group SID string.  Seems to fix the most glaring performance problem.
9. Construct paths greater than MAX_PATH in length.  Have to put \\?\ for local paths and \\?\UNC\ for remote paths at the beginning of the paths.  Note. currently remote paths are using \\machinename\share since \\?\UNC\ causes problems with some of the Win32 volume APIs.  A couple of bugs will be RAID’ed for this.
10. In v1.1f, I changed the code to display the file attributes retrieved from GetFileInformationByHandle().  This fixes a problem with hard-linked files which can have stale directory entries. Bug #157042.
11. In v1.1f, added better support for RSS files.  Only the parts of the RSS reparse point data structure which remain static are now checksummed.  To help cut down on miscompares, if the –o:l option is not specifed, then the file is not checkedsummed and the file is made to always look migrated.  If the –o:l option is specified, then the files are always checked summed and are always made to look resident.  Bug #153050.
Issues:
1. Should it handle comparing two different types of file systems, i.e. FAT against NTFS, especially the case of a NTFS volume restored to a FAT volume and thus missing certain things like named streams and ACLs.

[ANSWER] No, for now, FAT to FAT and NTFS to NTFS comparisons.  For the NTFS to NTFS comparisons, the same allocation unit size is necessary.

2. The sparse file allocation map, should we simply checksum it or print it complete out.  It could be very long.

[ANSWER] Checksum only.

3. NTFS hard-links created under POSIX subsystem.  Is there a need for any special processing? 

[ANSWER] Yes since hard-links are now creatable in Win32.

4. POSIX mixed case file names.   POSIX allows for files with the same name in a directory but with different cases.  Should the tool handle these properly?  If we need to deal with this case, this tool will need to directly call the ntdll entry points and not use Win32 for file processing.
5. FRS and SIS files.  Is there any special processing necessary?
6. Should more of the checksums be combined in a normal dump and only if running in a verbose mode, should all of the individual checksums be shown?  Also don't dump things like reparse point data size and SACL/DACL ace counts unless the version mode is specified?
Schedule and Change log.
1. Create a bare bones version of the utility that does the following (version 1.0 – finished 2/23/2000):

a. Traverses an entire volume or directory branch and prints out the following information per file:

· Checksum on the unnamed data stream (excluding encrypted data)  (done v1.0)

· File name (done v1.0)

· File size (done v1.0)

· Attributes (done v1.0)

· Creation and modification dates (done v1.0)

· Number of named data streams (done v1.0b)

· Number of named property streams (done v1.0b)

b. This version will be similar to what scene.exe does sans security information

c. Option to not traverse mountpoints (done v1.0b)

2. Add support for the following output  and features (version 1.1d – finished 3/16/2000):

· Checksum of the named data streams (done v1.0b)

· Checksum the DACL and SACL data (done v1.1)

· Checksum reparse point data (done v1.0b)

· The reparse point tag value (done v1.0b)

· Owner and group sids (done v1.0b)

· DACL and SACL ACE count (done v1.0b)

· DACL and SACL sizes (done v1.1)

· Reparse point data size (done v1.1)

· Print directory headers with paths relative to the starting path.  Makes differencing two file systems or branches with different drive letters or paths easier. (done v1.1)

· Print number of hard links (done v1.1d)

· Allow masking of file attributes based on arbitrary bit mask.  By default the normal and archive bits are masked. (done v1.1d)

· Option to print the symbolic DomainName\AccountName string instead of the numbered SID string.  For performance sake, caches the last SID value and string since the conversion from the physical SID to the symbolic name is a lengthy process sometimes incurring network activity. (done v1.1d)

3. Add support for the following (version 1.2a – Finished 3/26/2000):

· Mountpoint/junction cycle detection and avoidance (done v1.2a)

· Handle paths greater than MAX_PATH length by using \\?\ on paths, etc.  If problems arise, the –p option is available to disable long path support. (done v1.2a)

· Use the information stored in FilesNotToBackup registry key and allow for differences with those files/directories or simply skip the comparisons of them. (done v1.2a)

· Support another list of files not to dump in situations where FilesNotToBackup reg key is not enough. (done v1.2a)

4. Add support for the following (version 1.3 – Version 1.3d finished 4/17/2000):

· Handle NTFS hard links.  There is no flag to disable hard-link handling.  A list of all files which are hard-linked together are printed at the end of the dump. (done v1.3a).

· Added better path cleanup before processing files. (done v1.3a)

· Fix counts and checksums of DACL and SACL ACEs to only include non-inherited ACEs.  This will greatly cut down the number of mismatches when an inherited directory ACE is different between two dumps and that directory has a lot of entries. (done v1.3b)

· When dumping in comma-delimited format and no header and summary mode, fsdump now dumps the header and summary information to a named stream off of the dump file called :Info.  If dumping to a FAT volume it’s dumped to a file name made up of the dump file name with .Info appended. (done v1.3b)

· Updated the comma-delimited format to support using the diff.exe IDW tool to compare dumps.  After performing both dumps, run diff against them and name the diff file XXX.csv.  Then run XXX.csv.  This will bring up Excel. (done v1.3b)

· Support encrypted data. Done by checksumming the raw encrypted data and printing the checksum in a new column. (done v1.3b)

· Changed the command-line parser to allow options to be intermixed with the FileDirSpecs.  This makes the tool more user friendly. (done v1.3b)

· Now checking to make sure only volume mountpoints are specified when the default –dv option is specified.  If you want to dump starting at a non-mounpoint directory, use the –dd or –ddn option. I did this to help reduce the possibility of not dumping a whole volume when that is what is desired.  This tool’s primary purpose is to dump full volumes. (done v1.3b)

· Spruced up the CBsString package to use multiple fixed length allocators to reduce run time. (done v1.3b)

· Changed the default format to be the Comma-delimited format compatible with Excel.  To get the easier to read format, use the new –o:n option.  The header and summary information get dumped to an NTFS stream named dumpfile.csv:Info, where dumpfile.csv is the file specified in the –f option.  If the dump file is on a non-NTFS filesystem, the header and summary file is dumpfile.csv.Info.  (done v1.3c)

· Put fsdump source into the sdktools depot and the fsdump.exe file is binplaced in the IDW directory. (done v1.3c)

· Reverted the checking and giving an error when  the –dv option is specified and a non-mountpoint is specified.  (done v1.3d)

· Changed the default of check-summing offline data (HSM migrated data) to not check-summing that data.  Must use the –o:l option to get the checksums done. (done v1.3d)

· In CSV formatted dumps, the dump time is now printed in the second row.  This will facilitate determining in diff output which comparison data is the before and after dump. (done v1.3d)

· In CSV formatted dumps, a new column was added to specify the file system type for each file/dir dumped.  In –o:n output, the file system type is specified on a per directory header basis. (done v1.3d)

· Added an output column that specifies the total data size of all of the named data streams. (done v1.3e) 

· Added an output column that specifies the security descriptor control word, with bit 0x8000 (the SE_SELF_RELATIVE bit) masked out. (done v1.3f)
· Added a short name field that contains the short name of a file if the file has one. (done v1.4
5. Add support for the following (version 1.4):

· Properly handle directory junctions to other directories (symbolic links to directories).  Currently only mountpoint junctions are handled correctly.

· Added support for objectids on files.  Add a column to the output that has a checksum of the entire objectid buffer.

· Checksum sparse allocation map ???

· Sort FAT/FAT32 directory entries in dump

Futures

1. Show 8.3 names for comparison sake.  For now, no need, since NTBackup doesn’t restore them correctly and will not for Whistler.

2. Dump NTFS quota information for easy compare.

3. Dump file version information for DLLs and EXEs in a terse format.  That way if a difference arises, we can determine if it’s a version difference. – Requested by Blake Underwood.

4. Understand the implications of having the two volumes being compared with different allocation unit sizes.  This will affect sparse data in particular. 

5. Be able to compare the two volumes live and produce a difference file.  Used in the case when you have a shadow drive.

6. Have a verbose mode that will print out most information about a file, including all ACE information and sparse allocation map information.
Command-line format
fsdump.exe - File system dump facility - Version 1.1f – 8/8/2000
fsdump [-dv|-dd[n]|-df] [-f DumpFileName] [-l ErrorLogFileName] [-h]

       [-a:XXXX] [-e[r]] [i[a|c|s[d]] [-p] [-t] [-z] [-x]

       [-o:[c][d][h][l][m][n][s][u][x][z]]

       [DirFileSpec [...]]

   Note: Options can be before and/or after DirFileSpec entries.

         fsdump is mostly useful for NTFS volumes.

         fsdump by default dumps in Excel CSV (comma-delimited format) see -o:n

        -dv  - Dump entries in DirFileSpec volume - Default

               (DirFileSpec format - D: or E:\xxxx\MountPoint - no wildcards)

        -dd  - Dump entries in DirFileSpec directory branch

               (DirFileSpec format - D:\foo - no wildcard chars)

        -ddn - Dump entries in DirFileSpec directory with no subdir traversal

               (DirFileSpec format - D:\foo - no wildcard chars)

        -df  - Dump DirFileSpec file

               (DirFileSpec format - D:\foo\file - no wildcard chars)

        -f   - Dump file name.  If not specified, dumps to stdout

        -l   - Error log file name.  If not specified, dumps to stderr

        -h   - This usage information












        -a:  - Specify a hex mask of file attributes to mask in the output

               The default mask is 00A0 - masks archive and normal attributes

        -e   - Exclude files in dump based on FilesNotToBackup reg key and

               .exclude files in the same directory as the fsdump executable.

               Also if the fsdump.exe is on NTFS, a data stream named

               :ExcludeList will also be checked for existence.  If it exists

               it too will be read for exclusion rules.

        -er  - Same as -e but does not include the FilesNotToBackup reg keys.

        -ia  - Info about file attribute bits

        -ic  - Info on the column names

        -is  - Info about the security descriptor control word bits

        -isd - Detailed info about the security descriptor control word bits

        -o:  - Output options:

                c - No file data checksums

                d - Show directory timestamps

                h - Only dumps file info with no header or summary info

                l - Checksum high latency data (HSM migrated data)

                m - Add millisecs to timestamps

                n - Dumps entries in an easy to read format instead of CSV

                s - Convert SIDs to symbolic DOMAIN\ACCOUNTNAME format

                u - Dump file and error log in Unicode format

                x - Hexidecimal size values (decimal default)

                z - Disable special handling of certain reparse points

                    (i.e. RSS)

        -p   - Disable long path support (the use of \\?\ in front of paths)

        -t   - Don't traverse mountpoints

        -z   - Print debug information to stdout

























Header name legion

This list explains each of the fields in a dump.  You can get the same information by running:
"fsdump –ic".

Creation date     - Creation date of the file/dir

Last mod. date    - Last modification date of the file/dir

FileSize          - Size of the unnamed data stream if a file

Attr              - File attributes with Archive and Normal file bits masked (hex)

FileName          - Name of the file in single quotes
ShortName         - The classic 8.3 file name.  If <->, FileName is in

                    classic format
DACE              - Number of discretionary ACL entries

SACE              - Number of system ACL entries

UNamChkS          - Data checksum of the unnamed data stream (hex)

DStr              - Number of named data streams

DStrChkS          - Data checksum of all named data streams including their names (hex)

Prop              - Number of property data streams

RPTag             - Reparse point tag value (hex)

RPSize            - Size of reparse point data

RPChkS            - Checksum of the reparse point data (hex)

EncrChkS          - Raw encrypted data checksum (hex)

DACLSize          - Size of the complete discretionary ACL

DACLChkS          - Checksum of the complete discretionary ACL (hex)

SACLSize          - Size of the complete system ACL

SACLChkS          - Checksum of the complete system ACL (hex)

NLnk              - Number of hard links

FS                - Type of file system (in CSV format only)

OwnerSid/GroupSid - The owner and group sid values

File attribute bits legion

This list explains each bit in the file attribute field.  You can get the same information by running:
"fsdump –ia".

Information about file attribute types (in hex):

        0001 - Read-only

        0002 - Hidden

        0004 - System

        0010 - Directory

        0020 - Archive - Masked out by fsdump by default

        0040 - Device

        0080 - Normal - Masked out by fsdump by default

        0100 - Temporary

        0200 - Sparse

        0400 - Reparse point

        0800 - Compressed

        1000 - Offline

        2000 - Not content indexed

        4000 - Encrypted

Security Descriptor control word bits legion

This list explains each bit in the Security Descriptor control word.  You can get the same information by running:
"fsdump –isd".

Information about file attribute types (in hex):
Detailed information about the Security Descriptor control word bits (in hex):

        0001 - SE_OWNER_DEFAULTED

                Indicates that the SID pointed to by the Owner field was

                provided by a defaulting mechanism rather than explicitly

                provided by the original provider of the security descriptor.

                This may affect the treatment of the SID with respect to

                inheritence of an owner.

        0002 - SE_GROUP_DEFAULTED

                Indicates that the SID in the Group field was provided by a

                defaulting mechanism rather than explicitly provided by the

                original provider of the security descriptor.  This may affect

                the treatment of the SID with respect to inheritence of a

                primary group.

        0004 - SE_DACL_PRESENT

                Indicates a security descriptor that has a DACL. If this flag

                is not set, or if this flag is set and the DACL is NULL, the

                security descriptor allows full access to everyone.

        0008 - SE_DACL_DEFAULTED

                Indicates that the DACL was provided by a defaulting mechanism

                rather than explicitly provided by the original provider of the

                security descriptor.  This may affect the treatment of the ACL

                with respect to inheritence of an ACL. This flag is ignored if

                the SE_DACL_PRESENT flag is not set.

        0010 - SE_SACL_PRESENT

                Indicates that the security descriptor contains a system ACL.

                If this flag is set and the SACL is NULL, then an empty (but

                present) ACL is being specified.

        0020 - SE_SACL_DEFAULTED

                Indicates that the SACL was provided by a defaulting mechanism

                rather than explicitly provided by the original provider of the

                security descriptor.  This may affect the treatment of the ACL

                with respect to inheritence of an ACL. This flag is ignored if

                the SE_SACL_PRESENT flag is not set.

        0040 - SE_DACL_UNTRUSTED

                Indicates that the DACL was not provided by a trusted source

                and does not require any editing of compound ACEs.  If this

                flag is set and a compound ACE is encountered, the system will

                substitute known valid SIDs for the server SIDs in the ACEs.

        0080 - SE_SERVER_SECURITY

                Indicates that the caller wishes the system to create a Server

                ACL based on the input ACL, regardess of its source (explicit

                or defaulting).  This is done by replacing all of the GRANT

                ACEs with compound ACEs granting the current server.  This flag

                is only meaningful if the subject is impersonating.

        0100 - SE_DACL_AUTO_INHERIT_REQ - Never set, informational only

                Requests that the provider for the object protected by the

                security descriptor automatically propagate the DACL to

                existing child objects. If the provider supports automatic

                inheritance, it propagates the DACL to any existing child

                objects, and sets the SE_DACL_AUTO_INHERITED bit in the

                security descriptors of the object and its child objects.

        0200 - SE_SACL_AUTO_INHERIT_REQ - Never set, informational only

                Requests that the provider for the object protected by the

                security descriptor automatically propagate the SACL to

                existing child objects. If the provider supports automatic

                inheritance, it propagates the SACL to any existing child

                objects, and sets the SE_SACL_AUTO_INHERITED bit in the

                security descriptors of the object and its child objects.

        0400 - SE_DACL_AUTO_INHERITED (Win2K and above)

                Indicates a security descriptor in which the DACL is set up to

                support automatic propagation of inheritable ACEs to existing

                child objects. This bit is set only if the automatic

                inheritance algorithm has been performed for the object and

                its existing child objects.

        0800 - SE_SACL_AUTO_INHERITED (Win2K and above)

                Indicates a security descriptor in which the SACL is set up to

                support automatic propagation of inheritable ACEs to existing

                child objects. This bit is set only if the automatic

                inheritance algorithm has been performed for the object and its

                existing child objects.

        1000 - SE_DACL_PROTECTED (Win2K and above)

                Protects the DACL of the security descriptor from being

                modified by inheritable ACEs.

        2000 - SE_SACL_PROTECTED (Win2K and above)

                Protects the SACL of the security descriptor from being
                modified by inheritable ACEs.

        4000 - SE_RM_CONTROL_VALID

                ???

        8000 - SE_SELF_RELATIVE - This bit is masked out by fsdump

                Indicates a security descriptor in self-relative format with

                all the security information in a contiguous block of memory.

                If this flag is not set, the security descriptor is in

                absolute format.
Exclusion file format

Used for backup testing.

When the –e option is used, fsdump first looks at the HKLM and HKCU hives in the FilesNotToBackup key for exclusion rules and then it looks for files ending with “.exclude” in the same directory as fsdump.exe.  In addition to the .exclude files, a named data stream called :ExcludeList may be added to the fsdump.exe file and it too can contain exclusion rules.  If you specify the –er option, the reg keys are not read, only the exclusion files are processed.  The format of these exclusion files is as follows:

Foo.exclude

“Application/rule name” “exclusion rule”

…

“Application/rule name” “exclusion rule”

For example

ExcludeCompilerTemps.exclude

“Exclude OBJs” “\*.obj /s” 

“Exclude MAP files” “\*.map /s”

“Exclude PCH files” “\*.pch /s”

Comments beginning with # or // may be placed on any line without an exclusion rule.  Also blank lines are ignored.

The exclusion rule format is identical to the format used in the FilesNotToBackup registry key.

To add the :ExcludeList named data stream exclude file, the easiest way I know of is to create the exclude file in some file, say foo.excl.  Once you have all of the entries you want, run:

type foo.excl > fsdump.exe:ExcludeList.

In order to see what rules excluded which files, at the end of each dump, you will find a list.  Here’s an example:

----------------------------------------------------------------------------

Invalid exclusion rules (invalid because volume not found or parsing error)

----------------------------------------------------------------------------

From                      Application                      Exclusion rule

----------------------------------------------------------------------------

Files excluded by valid exclusion rule

----------------------------------------------------------------------------

From                      Application                      Exclusion rule

HKEY_LOCAL_MACHINE        Task Scheduler                   '%SYSTEMROOT%\schedlgu.txt'


\\?\e:\winnt\SchedLgU.Txt

HKEY_LOCAL_MACHINE        Winlogon debug                   '%WINDIR%\debug\*'


\\?\e:\winnt\debug\ipsecpa.log


\\?\e:\winnt\debug\ipsecpa.log.last


\\?\e:\winnt\debug\Netlogon.bak


\\?\e:\winnt\debug\Netlogon.log


\\?\e:\winnt\debug\NetSetup.LOG


\\?\e:\winnt\debug\oakley.log


\\?\e:\winnt\debug\oakley.log.sav


\\?\e:\winnt\debug\PASSWD.LOG

HKEY_LOCAL_MACHINE        MS Distributed Transaction Coordinator 'E:\WINNT\System32\DTCLog\MSDTC.LOG'


\\?\e:\winnt\system32\DTCLog\MSDTC.LOG

HKEY_LOCAL_MACHINE        ComPlus                          '%SystemRoot%\registration\*.clb'


\\?\e:\winnt\Registration\R000000000631.clb


\\?\e:\winnt\Registration\R000000000632.clb

HKEY_LOCAL_MACHINE        ComPlus                          '\*.crmlog /s'


\\?\e:\winnt\Registration\{02D4B3F1-FD88-11D1-960D-00805FC79235}.crmlog

HKEY_LOCAL_MACHINE        Removable Storage Manager        '%SystemRoot%\System32\NtmsData\*'


\\?\e:\winnt\system32\NtmsData\NTMSDATA


\\?\e:\winnt\system32\NtmsData\NTMSDATA.BAK


\\?\e:\winnt\system32\NtmsData\NTMSIDX


\\?\e:\winnt\system32\NtmsData\NTMSREG

HKEY_LOCAL_MACHINE        Remote Storage                   '%SystemRoot%\System32\RemoteStorage\*.col'


\\?\e:\winnt\system32\RemoteStorage\RsEng.col


\\?\e:\winnt\system32\RemoteStorage\RsFsa.col


\\?\e:\winnt\system32\RemoteStorage\RsSub.col

HKEY_LOCAL_MACHINE        Remote Storage                   '%SystemRoot%\System32\RemoteStorage\EngDb\*'


\\?\e:\winnt\system32\RemoteStorage\EngDb\edb.chk


\\?\e:\winnt\system32\RemoteStorage\EngDb\edb.log


\\?\e:\winnt\system32\RemoteStorage\EngDb\edb0002E.log


\\?\e:\winnt\system32\RemoteStorage\EngDb\res1.log


\\?\e:\winnt\system32\RemoteStorage\EngDb\res2.log


\\?\e:\winnt\system32\RemoteStorage\EngDb\SegDb.jet


\\?\e:\winnt\system32\RemoteStorage\EngDb\temp.edb

HKEY_LOCAL_MACHINE        Remote Storage                   '%SystemRoot%\System32\RemoteStorage\FsaDb\*'


\\?\e:\winnt\system32\RemoteStorage\FsaDb\edb.chk


\\?\e:\winnt\system32\RemoteStorage\FsaDb\edb.log


\\?\e:\winnt\system32\RemoteStorage\FsaDb\edb00001.log


\\?\e:\winnt\system32\RemoteStorage\FsaDb\edb00002.log


\\?\e:\winnt\system32\RemoteStorage\FsaDb\edb00003.log


\\?\e:\winnt\system32\RemoteStorage\FsaDb\edb00004.log


\\?\e:\winnt\system32\RemoteStorage\FsaDb\res1.log


\\?\e:\winnt\system32\RemoteStorage\FsaDb\res2.log


\\?\e:\winnt\system32\RemoteStorage\FsaDb\{9667959d-01bf-0604-6634-a21d00000000}.jet

fsdump.exclude            Eliminate Log Files              '\*.log /s'


\\?\e:\winnt\certocm.log


\\?\e:\winnt\clusocm.log


\\?\e:\winnt\COM+.log


\\?\e:\winnt\comsetup.log


\\?\e:\winnt\DtcInstall.log


\\?\e:\winnt\iis5.log


\\?\e:\winnt\imsins.log


\\?\e:\winnt\LicenOc.log


\\?\e:\winnt\mmdet.log


\\?\e:\winnt\ocgen.log


\\?\e:\winnt\ockodak.log


\\?\e:\winnt\raid4.log


\\?\e:\winnt\setupact.log


\\?\e:\winnt\setupapi.log

The list also includes at the beginning any rules it finds that it can’t parse correctly or the path is invalid.  This is helpful in finding bugs in the exclusion rules.

The exclusion rules are processed in the following order:

1. HKEY Local Machine – FilesNotToBackup key

2. HKEY Current User – FilesNotToBackup key

3. fsdump.exe:ExcludeList

4. all other .exclude files

