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Introduction

RSNIFF is a Windows NT service that enables remote users to obtain server-side, on-demand network diagnostic information when using an appropriate RSNIFF client (such as RASDIAG). The information collected includes link-layer Microsoft Network Monitor captures for all enabled interfaces on the host machine and pre-/post- snapshot of various IP-related network configuration values (ie., routing table, ip addresses, etc).
RSNIFF Service Installation – How to
Prior to installation, please make sure rsniff has not already been installed on your machine. If it has, be sure to ‘net stop rsniff’ prior to re-installing or upgrading.
1) Create a directory called C:\RSNIFF

2) Copy RNIFF.EXE and RSNIFF.PDB to C:\RSNIFF

3) Issue the following command to install RSNIFF: RSNIFF.EXE –i. (If rsniff was previously installed, you must uninstall prior to upgrade. To do this, type ‘rsniff.exe –u’ to uninstall and then ‘rsniff.exe –I’ to re-install.

4)  To start the server, type ‘net start rsniff’

How to obtain Network Monitor captures and logs from RSNIFF

1) Make sure RSNIFF is installed and ensure that the RSNIFF service is started (ie., ‘net start rsniff’).

2) Start the RSNIFF client application (ie., RASDIAG), specifying the IP address of the machine where the RSNIFF service is running. The RSNIFF client application is typically a RAS client / Demand-dial Router that has existing network connectivity (Internet). The RSNIFF service is typically running on the RAS server / Router.

3) Once the RSNIFF client has completed it’s work, captures and logs will be stored in a directory under C:\RSNIFF that is designated as: YYYYMMDDHHMMSS-<CLIENT_NAME>-SID_nnn (ie., 0514143648-RASCLIENT2-SID_001).

RSNIFF Log 
The RSNIFF log file is located in C:\RSNIFF. This file contains information on all clients that have attempted a connection to the RSNIFF service as well as details regarding the client’s requests.
RSNIFF Service Removal – How to

Prior to removal, make sure the service has stopped (‘net stop rsniff’)
1) Change to the C:\RSNIFF directory

2) Type: ‘rsniff.exe –u’

Other Options

The following table can be obtained by issuing the command: ‘rsniff.exe -?’. The number in parenthesis below (8.1) represents the internal version number of this tool.
------------------------------------------------

RSNIFF - RAS REMOTE SNIFFING AGENT SERVICE (8.1)

------------------------------------------------

-i         Install RSNIFF service

-u         Uninstall RSNIFF service

-?         This menu

/?         This menu

------------------------------------------------

Design / General Algorithm Information

To provide the above functionality, RNIFF principally relies on Microsoft’s TCP/IP Winsock API and the IDelaydC COM interface exposed by Microsoft’s Network Monitor Agent Packet Provider. The following pseudo-code outlines the general algorithm for RSNIFF.

1. while(accept() != INVALID_SOCKET) // wait for a TCP caller to connect on TCP Port 2222.

2. dwCallerID++; // increment unique caller id

3. recv(&rc_v5) // receive a structure of sizeof(REMOTE_CAPTURE_V5) bytes; this is the first supported version of RSNIFF

4. Determine the version of the incoming client from rc_v5.dwVer and, based on this information, retrieve additional bytes containing information about the client (subsequent structures describing REMOTE_CAPTURE information are larger).

5. Convert the received structure to a struct of type REMOTE_CAPTURE 

6. Write a log file entry indicating that client, pRc5->szMachine has connected and is making a request.

7. Create a directory in the install_root called <date>-<clientname>-SID_<dwCallerID>

8. if(rc.dwOpt1 & RSNIFF_OPT1_DOSNIFF) ; // enumerate all active network interfaces and start capturing network traffic. Write a log entry indicating a request for a sniff.

9. if(rc.dwOpt1 & RSNIFF_OPT1_GETSRVROUTINGINFO) ; // obtain a pre-repro snapshot of the server’s routing information. Store the acquired information in a file called ROUTINGINFO.TXT. This file is stored in the directory created above. Write a log entry indicating a request for routing info.

10. recv(1 byte) ; //wait for a single byte to arrive – it never will b/c we’re really waiting for the socket to be closed from the client-side (recv() will return 0). During this time, it is expected that the remote client will do a repro of the problem. Once the repro has occurred, the remote client will close the socket and thus indicate to the RSNIFF server that capturing can be terminated.

11. closesocket(s) ; // close the socket that was created.

12. if(rc.dwOpt1 & RSNIFF_OPT1_GETSRVROUTINGINFO) ; // obtain a pre-repro snapshot of the server’s routing information. Store the acquired information in a file called ROUTINGINFO.TXT. This file is stored in the directory created above. This is the post-repro version.

13. if(rc.dwOpt1 & RSNIFF_OPT1_DOSNIFF) ; // stop capturing network traffic, rename capture files to <orig_capture_name>__rc.szMachine_SID_<dwCallerID>.CAP. Move all captures to the directory created above. 

14. Write a log entry indicating request is completed.

