Application Security Registration Tool
	Development
	Sriram Sampath (t-srisam), Salim Chawro (salimc)

	Test
	TBD

	Open Date
	3/16/98

	Current Status
	See http://<Your Group>/specadmin (please update)

	Filename
	<XXX>appsec.htm


Contents
	PRIVATE
Summary 
Design Goals and Justification
Scenario
Design 
	TSE 4 Compatibility issues
Setup and Administration
Issue List
Change History


Summary 
Application security registration tool can be used to restrict non-admin users execution access to a limited set of authorized applications. When application security is enabled non-administrator users can only execute programs on the authorized application list.

Design Goals and Justification

Application security registration tool is an important feature that was available in Windows NT 4.0 Terminal Server Edition but is missing from Windows 2000.  This tool is very useful in a simultaneous multi-user environment as it allows an administrator of TS machine to open up login access to all users but restrict them to a specific set of applications.

Even though one of the features of Group Policy in Windows 2000 is the ability to restrict users to a specific set of applications, it is implemented by hiding the Start Menu and Desktop icons.  This is inadequate since there is nothing in the system that prevents users from bypassing this hiding and executing the program directly from a command window.  A tool is needed for Terminal Services on Windows 2000 that is similar in functionality to TS4 AppSec tool. Enabling application security using this tool will cause the system to reject any attempts by ordinary user to execute a program that they are not authorized to use.  

In Windows 2000 this tool will likely be part of the resource kit. Hence the proposed solution cannot replace or modify any system components.

Scenario
One of the common usage scenarios of this tool for Windows 2000 is deploying a TS enabled machine for use by Internet users. When Internet Connector licensing is enabled, all TS client logons are to the same user, TsInternetUser.  The administrator will probably want to use this tool to custom configure this server so that the users coming over internet are not giving the standard Win2k shell but are restricted to running a limited set of applications.

Design
In Terminal Server 4 application the application security registration tool was implemented by adding special code to the NT memory manager. 

In TSE 4, when the system boots up a registry watcher thread is started in the kernel that reads the authorized application list from the registry and saves it in an array. Once the list of applications has been created the thread goes back to waiting for the list to be modified in the registry. When the memory manager gets a call to MMCreateSection() to open an image, and if the image is an exe we check the effective token of the thread. If the caller is not system or member of the administrators group and the exe name is not in the list of authorized applications, we fail the call with an access denied error.

The goal in Windows 2000 is to achieve the same functionality for this tool but without any modifications to the kernel.  

A hook was added to CreateProcess API to achieve this. The source for CreateProcess API is located in Kernel32.dll. Whenever a call to CreateProcess API is made, Kernel32.dll loads the DLLs present in the Registry Key HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\AppCertDlls. 

One of the DLLs under this Registry Key is the AppSecDll. AppSecDll exports a function called CreateProcessNotify. This function performs the task of deciding if the process can be created or not. Kernel32.dll loads all the DLLs present under the above registry key and then calls the function CreateProcessNotify with the name of the process, which a user is trying to run with the reason “APPCERT_IMAGE_OK_TO_RUN”. If the CreateProcessNotify functions in all the DLLs loaded, return STATUS_SUCCESS (meaning allowing the process to be created) then the new process is allowed to be created. Even if one function in the set of DLLs loaded return STATUS_ACCESS_DENIED, the process is not given permission to be created. After this is determined CreateProcessNotify() is called again in all the DLLs with the reason “APPCERT_CREATION_ALLOWED” or “APPCERT_CREATION_DENIED” based on whether the process creation was allowed or denied. 

Now let us turn to the specifics of how AppSecDll decides if a process can be created or not. CreateProcessNotify() receives two arguments – the name of the process and the reason for being called. When this function is called with the reason “APPCERT_IMAGE_OK_TO_RUN”, it has to decide if the Process can be created or not. If the process is a system process or if the user is an administrator, then the process is allowed creation. If both of these conditions are not true, then a check is made in the registry to see if “Application Security” is enabled or not. The relevant Registry key is 

 HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\AuthorizedApplications\fEnabled. If the value of this key is 0, then security has been disabled and the process is allowed creation. If this key is 1, then security has been enabled. We now check to see if the new application, which is being created, is in the local drive or in a remote server and share. If the application is in a remote server and share, then we build the complete UNC path of the application. Now a check is made to see if the process is in an authorized list of processes, which the user is allowed to Create. This authorized list of applications is present in the registry at HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\AuthorizedApplications\ApplicationList. If the process is not in the authorized list of applications, then it is not being allowed to create. In this way an administrator can restrict the processes, which a user can run in a Terminal Server environment. 

A schematic sketch of the whole logic is explained in the Block Diagram in the next page. 





















The GUI of the AppSec tool is shown below. The Authorized List of applications, which a non-admin user can run, is shown in a ListBox. Seen below this ListBox is the Security GroupBox – Enabling and Disabling this tool can be done through this GroupBox. If the admin wants to add a process to this List, he should click on the Add button and a new DialogBox will appear, where the complete path of the new application should be entered. Also the admin can select a list of processes in this Authorized List and click on the Delete button to remove these from the Authorized List.
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Another new feature of the AppSec tool is called “Tracking”. This feature allows the Administrator to track the processes, which were created from one point of time to another. This period is called the “Tracking period”. After tracking is over, the administrator can view the processes, which were created during this time and add some or all of these processes to the authorized list of applications, which a non-admin user can run. This feature will also enable the administrators to find the applications, which are invoked from some other application (say Outlook invoking MS WORD for editing mails) and to add all those applications to the authorized list.

The details of how tracking is implemented are explained  briefly here. The administrator starts the tracking mode by clicking the “Start Tracking” button in the appsec tool’s GUI. In the CreateProcessNotify() function, we check to see if tracking is enabled and also if the process is created in the same session as to where tracking is enabled. If it is true, then the process is appended to a list of applications, which is built in the registry to keep track of applications, which were started while tracking is enabled. Since more than one process can be created simultaneously, there is a chance for this list to get corrupted, if we try to append more than a single process to the list at the same time. So using Mutexes, synchronization is achieved so that only one process can be appended to this ApplicationList at a time. Clicking on “Stop Tracking” button in the AppSec GUI tool stops tracking mode. CreateProcessNotify() no longer appends the processes created, to the ApplicationList. The applications that were tracked, is shown to the Administrator in a ListBox and he can add all of these or a subset of these applications to the AuthorizedApplications list. By adding these applications, the administrator is giving permissions for other users to run these processes. 

The GUI for the “Tracking” feature is shown below. To start “Tracking”, the admin clicks on the “Start Tracking” button ; to signify the end of the “Tracking” period, the admin clicks on the same button, which will now be displayed as “Stop Tracking”. All the processes which were created in this period (called “Tracking period”) will be shown on the ListBox to the left under “Tracking Results”. The admin can delete some of these processes by selecting them and clicking on “Delete Selected”. Once he clicks on “Ok”, these processes will be added to the Authorized List of applications. 
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The first step in using the AppSec tool is to load the AppSec.dll in the appropriate Registry location mentioned before. Then the administrator should start the AppSec tool and enable the security options if he wants to restrict the set of applications, which an ordinary user can run. The important point here is that those users who are already logged to this Terminal Server before the AppSec.dll was loaded will not be affected – that is they are not restricted to run only the applications in the authorized list. Such users have to Log off and Log on to this Terminal Server again for them to be restricted access to the processes in the authorized list. Those users who log in after the DLL was loaded and security enabled will be able to run only the subset of processes in the authorized list. In this way an administrator of a Terminal Server can limit the processes, which a normal user can run on his Terminal Server.

Only one instance of the AppSec tool can be run in one session. This is achieved using the Events synchronization primitive. 

TSE 4 Compatibility issues
As this point we don’t see any compatibility issues with Terminal Server 4.0.
Setup and Administration
The TSE4 user mode GUI application security registration tool used to add/delete applications from the Authorized Applications List can be used for Windows 2000 without any modifications.  

We can release both the GUI tool and the driver as part of Windows 2000 resource kit.

Issue List

· Current design only distinguishes between non-admin and admin users. It would be nice if we could restrict a particular user to a specific set of programs.

· The tool only restricts applications created via CreateProcess API. If a program is launched using the NtCreateProcess API (which is very rare) it will not be affected by the appsec tool.

· Currently appsec can only be used to restrict 32 bit apps. By default when appsec is enabled users will not be able to run any 16-bit apps. An administrator can add ntvdm.exe to the authorized list of applications, which will allow users to run all 16 bit apps. The reason for this is that when a normal user starts a 16 bit app like write16.exe, this program is launched as a thread of the process ntvdm.exe.

· Applications launched by services like runas are not restricted by appsec. 

· The list of authorized applications only has the names of executables. We don’t filter any dlls or ocxs. This is a potential security hole since an ordinary user might be able to load his own dll from an authorized program and execute malicious code. The current design does not allow tracking of DLLs that get loaded in a process. It is also hard to get an accurate list and list can grow very large. This issue is also present on TSE 4.
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       Contains the code for CreateProcess () API.





    Looks into the Registry Key shown on the right. 





    Loads all the DLLs present in this Registry Key.





    Calls CreateProcessNotify(


NewProcess,


	APPCERT_IMAGE_OK_TO_RUN


) ; 





    If all CreateProcessNotify () calls return  SUCCESS 


    NewProcess is allowed to be created. Otherwise 


    AccessDenied is returned.    
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Application Security Tool’s DLL – looks into the Authorized list to see if NewProcess can be created. L





Exports :





BOOL CreateProcessNotify(


		NewProcess,


		Reason


		) ;             	
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