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1
Overview

This document proposes a test strategy for testing the Application Security Registration Tool (AppSec). The AppSec tool is used to by the admins to restrict the applications, which non-admin users can run to a limited, set of authorized applications. 

2
Testing the AppSec Tool

2.1
Only Admins can run the AppSec tool 

Whether Application Security is enabled or not, only Admins should be able to execute the AppSec tool. This should be tested first by logging on as a non-admin user and trying to run AppSec. A message box should pop up saying only admins have the right to run the AppSec tool. 

2.2
Before Loading the AppSec DLL

The file AppSec.dll that resides in the %SystemRoot%\system32\ directory should be loaded in the following Registry Key :

HLM\System\CurrentControlSet\Control\Session Manager\AppCertDlls. A new REG_EXPAND_SZ value with the name AppSecDll is created and the path of the AppSec.dll (i.e.) %SystemRoot%\system32\AppSec.dll is also given.

These functions are performed by the InstAppSec.exe utility, which installs the AppSec tool. It sets up the registry keys and gives access permission to everyone for those keys and also copies the AppSec.dll file into the %SystemRoot%\system32 directory. After installing AppSec, log off and log on again for all functions of AppSec to work. 

Users who have logged on to this Terminal Server before the AppSec.dll was loaded cannot be restricted by the AppSec tool unless they log off and log on to this Terminal Server again. 

Before loading AppSec.dll into the registry, we can test if all the non-admin users who have logged on to this Terminal Server are not restricted to the Authorized list of applications.

2.3
After Loading the AppSec DLL

2.3.1
Old Users

All the users who were logged on before AppSec.dll was loaded should not be restricted. 

2.3.2 New Users
Log in as an admin from the Console and run the AppSec tool. In the Security Group Box click on ‘Enable’ to enable the AppSec tool.  All the authorized list of applications, which non-admin users can run, is shown in the ListBox. Now log in as a non-admin user from the console or another machine to this Terminal Server. Try to run applications, which are not in the authorized list. “Access denied” error should appear. 

When old users log off and log on to this Terminal Server again, they should also be restricted to the authorized list of applications. 

2.4
Enabling and Disabling the AppSec tool

Log in as admin in a console and log in as a non-admin from another machine. Start the AppSec tool in the console. Click on the ‘Disabled’ button in the ‘Security’ Group box. Now Application Security has been turned off. The non-admin users are not restricted to the authorized list of applications. Now click on the ‘Enabled’ button in the Security Group box. In the session where a non-admin has logged in, try to execute a process, which is not in the authorized list. Access should not be granted now. By enabling and disabling the Security feature, we can do tests to see if the intended security is enforced.

2.5
Number of instances of AppSec 

Only one instance of AppSec tool can be run at a time. Logging in as admin in a machine and trying to start AppSec more than once can test this. An error message will be popped up saying only instance of AppSec can be run a time. Another way in which this can be tested is to open more than a single session and logging in as admin in both of them and trying to run AppSec from both the sessions. Only the first will succeed and when we try to start AppSec again from another session, the same error pops up. 

2.6
Adding an application to the Authorized List

2.6.1 Giving the Full Path of the application

Open two sessions to the same Terminal Server. In one, log in as admin and in another login as a non-admin user. In the session where you have logged in as admin, start the AppSec tool. Click on the ‘Add’ button on the bottom, which allows admins to add an application to the Authorized List. A new Dialog Box will be opened. Enter the full path of the application, which is to be added to the authorized list. An example will be D:\WINNT\system32\calc.exe. Click on the ‘OK’ button to the right. Now this new application should have been added to the ListBox , which displays the Authorized Applications. Try to execute this new application from the session where a non-admin has logged on. Now the user should be able to run the application. (Previously he would not have been able to run the process since it was not on the authorized list). 

2.6.2 Including Environment Variables in the path

Now with the same setup, while adding an application to the authorized list, include environment variables to it. An example is %SystemRoot%\system32\calc.exe. Click on ‘OK’ and verify if the application has been added to the ListBox. Run this application from the session where a non-admin is logged on. Now the user should have been given access to this new application.

2.6.3 Adding Applications in remote server and share

One of the improvements to the AppSec tool in this version is that, support to UNC paths have been provided. To test this, with the same setup as the previous two tests, enter the UNC path of an application residing in some remote server and share in the Add DialogBox. (e.g. \\server\share\application.exe). This application will be shown in the ListBox, which shows the authorized applications. Now if the non-admin from another session tries to execute this remote application, access will be given to him, provided he has the access to that remote server and share. 

The admin can also map the remote server and share to some local drive and in the Add DialogBox, he can enter the name of the app with the mapped drive name. The full UNC path of the remote app will be entered in the authorized list. This check can also me made while testing. 

Similarly the non-admin users can map a remote server and share to some local drive and try to run the application from the mapped drive. If the app they are trying to run is in the authorized list, it will be allowed creation. This can also be tested. 

2.6.4 Canceling and Browse option 

In the Add DialogBox, which appears after clicking ‘Add’, click on ‘Cancel’ button after entering the path of a new application. The new application should not have been entered in the ListBox of authorized applications and also non-admin users will not be granted access to this application as the ‘Add’ event was cancelled. This should be verified. Also there is an option to browse the files and the folders in the system, when the ‘Browse’ button is clicked in the Add DialogBox. We can test this by adding an application from some folder and file in the system, which is displayed, and then click on ‘OK’ to add it to the authorized list. If the ListBox displays this application, then it has been properly added to the Authorized List. This should also be verified by trying to run this process from a non-admin session. 

While testing cases 2.6.1, 2.6.2, 2.6.3, care should be taken to add applications which were not already in the authorized list – this is because, if the process added was already in the authorized list, non-admin users would have had access to this application even before it was added again – so we will not know if the new process was indeed added to the authorized list. 

Another test that can be done is to add an application, which was already there in the authorized list. It should be verified that it does not appear twice in the ListBox of Authorized applications. 

2.7 Removing applications from the Authorized List 

Open two sessions to a Terminal Server and login as admin in one and non-admin user in the other. In the session where an admin is logged on, start the AppSec tool. Select an application in the authorized list, by clicking on that application in the ListBox. Then click the Delete button. Click ‘Ok’  in the confirmation MessageBox. Now try to run this application from the second session where a non-admin user is logged on. Now access should be denied for this user to run this application, as this is not in the authorized list. 

3 Testing the Tracking  feature

3.1 Tracking Processes in a session

3.1.1 Basic Tracking

Open two sessions to a Terminal Server. Login as admin in one and non-admin in the other. Run AppSec from the session where the admin is logged in and click on Add and then ‘Start Tracking’. Then start some applications in this session and then click on ‘Stop Tracking’. Now under the ListBox ‘Tracking Results’, all the processes, which were started in this period, should be listed. This should be verified.

Now clicking on ‘Ok’ should add all these processes, which were ‘tracked’ to the authorized list of applications. Click on ‘OK’ and test if these applications are added to the ListBox, which shows the authorized applications. Also in the second session where a non-admin user is logged on, try to run these processes, which were added to the authorized list. Now access should have been granted to him to run all these applications. 

3.1.2 Deleting Selected Entries which were tracked

With the same setup as in 3.2.1, click on ‘Start Tracking’ and start a few applications in the session where an admin is logged on. Click on ‘Stop Tracking’ and all the processes, which were started, should be listed in ‘Tracking Results’. Select a few applications in this ‘Tracking Results’ ListBox and click on ‘Delete Selected’ button. These processes should disappear from the ListBox. Now click on ‘Ok’ and the deleted processes should not be added to the Authorized List of applications, even though they were tracked.

3.1.3 Canceling the effect of Tracking 

With the same setup as in the previous two cases, track a few applications and now instead of selecting ‘OK’, click on ‘Cancel’ button. None of the applications tracked should be added to the authorized list of applications. Thus there should be no effect of the previous tracking as it was cancelled. This should be verified.

3.1.4
Tracking processes started from another process

Open two sessions to a Terminal Server and log in as admin in one and as non-admin in another. Run AppSec tool in the session where a admin is logged on and click on Add and then ‘Start Tracking’ as before. Now try to open one application from another. An example would be to open Internet Explorer and then to click a e-mail link in a web page – this will start some mail software like Outlook Express. Click on ‘Stop Tracking’. ‘Tracking results ‘ ListBox should display both ‘Internet Explorer’ and ‘Outlook Express’ as being tracked. Another example would be to start Outlook Express and to choose the option of using Word to compose e-mails – so composing an e-mail would start Word. In this way we can test if ‘Tracking’ feature in AppSec tracks applications, which were started by some other application correctly. Also in the session where a non-admin is logged on, we can test if he is able to run applications, which were tracked and added to the authorized list.

All of the above test should work properly for more than two sessions also. So we can multiple sessions to a Terminal Server and try all these tests with that setup.

3.2 Tracking with AppSec disabled

All the tests described in Section 3.1 should work even when AppSec is disabled. So disable the AppSec tool and conduct all the tests listed in Section 3.1 and ensure that tracking works even if AppSec tool is disabled. 

3.3 Tracking should track processes in one session only

Open two sessions to a Terminal Server and log in as admin in both of them. Run the AppSec tool in one session. Click on ‘Add’ and ‘Start Tracking’ after that. Now start various processes from both the sessions. Click on ‘Stop Tracking’. The :ListBox ‘Tracking Results’ should display all the applications started only in this session and not in the other session. This can be tested for multiple sessions also.

