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1 Introduction

A user should be able to copy-and-paste files between a terminal session and client console session. It should be possible to copy-and-past multiple files and directories. 

2 Test plan

One existing DLL and one existing EXE is changed to support the above mentioned functionality. So if we connect to some old servers, this functionality may not be supported. For the purpose of this document, “Old server” means a server that does not support file cut-and-paste and “New server means one, which does. Similarly “Old client” means one, which does not support this functionality and “New client” means one which does.

Both the server and client use a dll called “fxfr.dll” to transfer file. Thus code base is the same for both server and client

2.1 Connect New client to Old server

File cut-and-paste will not work in this scenario. New client should behave in a similar fashion as the old client and should return an Error response.

2.2 Connect Old client to new server

File cut-and-paste will not work in this scenario. New client should behave in a similar fashion as the old client and should return an Error response.

2.3 NewFxfr.dll is not present in rdpdr.dll path.

Fxfr.dll is required to be present in the path, so that it can be loaded. In case it is not, then rdpdr.dll should not load. Due to this MSTSC.EXE will also not run

2.4 Fxfr.dll is not present with rdpclip.exe

Fxfr.dll is also required by rdpclip.exe. In case it is not, then rdpdr.exe will not run. In this case shared clipboard will not work between server and client

2.5 Connect to a server and disconnect

The File transfer, if in progress should stop. Also the state of the file transfer should be brought to initial state.

2.6 Disconnect from a server and reconnect

The file transfer State machine should be reinitialized. This is no different than a first time connect

2.7 If some error occurs then file transfer should be cancelled and the state of state machine should be reinitialized.

File transfer should be recoverable in case of any kind of error. Possible errors could be

2.7.1  Lack of security permissions to read a file

2.7.2  Lack of security permissions to write a file

2.7.3  Failure to open a file

2.7.4  Failure to read a file

2.7.5  Failure to write to a file

2.7.6  Failure to get information, like size, of a file 

2.7.7  Failure to create a directory

2.7.8  Failure to get temp file names

2.7.9  Failure to send a packet

2.7.10  Failure to receive a packet

2.7.11  Failure to allocate memory

2.7.12  Network errors due to which data loss might occur. So size of files should not change when transferring files.

Also, in all the above cases there should always be some response to remote server. Either it could be success or failure. 

2.8 Start file transfer of a big file, and then do some clipboard operation.

Shared clipboard code should be blocked while file transfer is going on. So one should not be able to start 2 file transfers in parallel. Also some clipboard operation should not stop the file transfer

2.9 If a packet is lost and never received, then file transfer should not block indefinitely

There should be timeouts when data is expected, but never received. In this case error response should be sent back to server

