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Installing Microsoft Windows Driver Development Kit (DDK) for
Microsoft Windows Server 2003 Service Pack 1 (SP1) on Windows XP
Pro SP2

This step-by-step document also contains how-to install the Debugging Tools for Windows and
Symbols Package.

Machine specification used in this scenario.

1. Operating System : Windows Xp Pro SP2

2. RAM : 2 GB DDR2

3. HDD : 160++G

4. Display : 128 MB ATI PCI Express

5. Processor . Intel Core 2 Duo 4400 2.00 GHz

Installing the DDK

First of all we need to download the 1SO from Microsoft or you can buy the CD as well. The current
version is Windows Server 2003 SP1 that covers Windows 2000, Windows XP and Windows 2003
Server family. This DDK has been superseded by the Windows Driver Kit (WDK). We will try to
install the WDK later. While the DDK can be downloaded openly, you need to register for free and
participate in the respective Microsoft community to download WDK. Microsoft said that the WDK
should be used for the following reasons:

1. Use the Windows Vista build environments in the WDK to build drivers that use new features
or functionality available only in Windows Vista.

2. Use the Windows Server 2003 build environments in the WDK to build drivers that use new
features or functionality available only in Windows Server 2003.

3. Use the Windows XP build environments in the WDK to build drivers that do not use new
functionality available only in Windows Vista or only in Windows Server 2003 and that are
targeted for either Windows XP or Windows Server 2003 and Windows XP. The Windows XP
build environments in the WDK contain minor updates to the Windows DDK that shipped with
Windows XP SP1 and with Windows XP.

4. Use the Windows 2000 build environments in the WDK to build drivers designed to run on
Windows Vista, Windows Server 2003, Windows XP, or Windows 2000. The Windows 2000
build environment in the WDK includes updated headers and libraries for Windows 2000
Service Pack 4 (SP4).

If you download the ISO, you need to burn it on the CD to make it useable. If needed, you can rename
the .ISO extension to .IMG. If you want to get an idea how to install/extract the .IMG/.1SO files, go to
this link

Then we are ready to install the DDK. Insert the previously burned ISO CD into the CD-ROM drive

the autorun will be launched. You may want to read the following Getting Started page after a
very short splash screen else just explore the CD through Windows explorer and run the setup.exe.
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http://download.microsoft.com/download/9/0/f/90f019ac-8243-48d3-91cf-81fc4093ecfd/1830_usa_ddk.iso
http://www.microsoft.com/whdc/devtools/ddk/default.mspx
http://msdn2.microsoft.com/en-us/express/aa718401.aspx
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23 Getting Started - Microsoft Internet Explorer
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Getting Started

The Microsoft® Windows Server™ 2003 Service Pack 1 {SP1) Driver Development
Kit {DDK) provides a driver development environment for Windows Server 2003,
wWindows® %P, and Windows 2000, The DDK provides additional driver-specific
headers, libraries, sources, tools, and documentation that are used to develop
drivers for Windows Server 2003 SP1.

Legal Information

This document is for informational purposes only, MICROSOFT MAKES MO
WARRAMNTIES, EXPRESS OR IMPLIED, IM THIS DOCUMEMT,

Microsoft may have patents, patent applications, trademarks, copyrights, ar other
intellectual property rights cowvering subject matter in this document. Except as
expressly provided in any written license agreement from Microsoft, the furnishing

of this document does not give you any license to these patents, trademarks,
capyrights, or other intellectual property. bt

-'El Done _J My Computer

Figure 1: The Getting Started page for DDK
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Description: Setup Company: Mic 22.0 KB

ﬂ My Computer

Figure 2: Launching the setup.exe file

Just click the Next button.
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<4 Microsoft Windows Driver Dewvelopment Kit E|

Microsoft Windows Driver Development
Kit

The Setup prograr for the Microsaft® Windows® Driver Developrignt Kit
inztallz docurmentation, zoftware development tools, and zample code to
build ‘Windows drivers.

To inztall the Windows Driver Development Kit, click Mest or press Enter.

Cancel |

Figure 3: The Microsoft Windows Driver Development Kit, DDK installation welcome page

Read the License Agreement and select the I Agree radio button and then click the Next
button.

www.tenouk.com



www.tenouk.com

<% Microsoft Windows Driver Development Kit

License Agreement ;‘l’j
Pleaze read the following Licenze Agreement. 'ou must accept the Agreement to continue Setup. f‘ ' 1

ASLTAL ANA LR LLF L CRAS PR AL LFLFASLF P LF DAL L LA A VAL T L A DR YL LR TR LA

MAXIMALE PERMISE P AR LES LOIS APPLICABLES, MEME SI TOUT
RECOURS N'"ATTEINT PAS 50N BUT ESSENTIEL

A moins que cela ne soit prohibe par le droit local applicable, la présente
Conwention est régie par les lois de la province d'Ontario, Canada. YVous consentez
a la compétence des tribunanux fédéraux et provinciaux siégeant a Toronto, dans la
province d'Ontario.

A1 cas o1 vous auriez des questions concernant cette licence ou que wous désiriez
wous mettre en rapport avec Microsoft pour quelque raison que ce soit, weuillez
utiliser l'information contenue dans le Logiciel pour contacter la filiale de Microsoft
desservant wotre pays, ou visitez Microsoft surle World Wide Web a

“http:/ fwrww snicrozoft com=.

" | Dizagree

< Back | Mewt > | Cancel

Figure 4: Agreeing the License Agreement

Change the destination directory if needed. Here we just accept the default path given. Click the Next
button.
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<% Microsoft Windows Driver Development Kit

Select Deztination Directory f ‘
S etup recommends ingtaling the Windows Driver Development Kit on the following hard drive. I(,f
Inztall kit at:

Browse:

Yalume J Digk, Size] Ay ailable | Hequired] Difference]
C:h 97 GB 66 GB 746 MEB G5 GB
(NS 51 GB 26 GB 746 MEB 26 GB
G 9GE 3GB 746 MEB 2GB
H:4 9 GB 7 GB 746 MEB G GB
I 9 GB 3GB 746 MEB 2 GB
ARY A GE 2GB 746 MEB 1GE

< Back | Mewt > | Cancel

Figure 5: Setting the installation path
We select all the DDK component groups. You can select just what you want to use, others can be re-

installed. Click the Next button. The required disk space is shown on the bottom-right, so make sure
you have enough disk space.
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<% Microsoft Windows Driver Development Kit

Dniver Development Kit Component Groups

not all entries under that component are zelected to install

[=|- [ Microzoft Windows Driver Development kit

+-[w| Build E revironment

+-[w| D ocumentation

+- [ Tools for Driver Developers

+ [ llugtrative Diiver Samples

+- [ Input Method Editor Samples

+- v Input Samples

+- v kernel S amples

+ vl Metwork, Samples

+- v Frinter S amples

+- v Smart Card Samplez

+ v Storage Samples

+- v Yirtual Device Driver Samples
Video Samples

/DM Samples

T

Select components to inztall. A red ' means the component iz not available. & greyed out box means

Feature Dezcriphion

"Wk zamples included in the ‘wWindows

Drriver Development Kt

Space Requirements

Digk, Space available: GG GB
Dizk zpace needed: 746 MB
Iniztall Path:

C:AWwWINDDENIFA0.1830

< Back | Mewt > |

e

Cancel

Figure 6: Selecting the DDK component groups

Click the Next button if there are no more changes else click the Back button.
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<% Microsoft Windows Driver Development Kit

Confirmation ; "f

Setup iz ready to inztall the components pou have selected. f’;

Are pou sure you want ko install?

Inztalled kit location:  C:WWINDDEAIE0.1830
Kit install Size: 746 MB

To accept the choices click nest. To make any changes click back

< Back Cancel

Figure 7: The DDK installation confirmation page

The DDK installation begins. Any error such as unreadable or corrupted file will be prompted during
this process. Sit down and relax.
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<% Microsoft Windows Driver Development Kit

Installation Progress "j

Setup will now ingtall the components you have selected. f'f

[ niztalling: YWindows Driver Development Kit Common headers
Inztalling Cab: CRMIMCS

Overall Progress;

Figure 8: The Windows DDK installation begins
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<2 Microsoft Windows Driver Development Kit rg|
Installation Progress ; u
Setup will now ingtall the components you have selected. {"i 1
[ niztalling: Priter bini Driver Samples

Inztalling Cab: PRIM_mini

Overall Progress:

Figure 9: The Windows DDK installation in progress

The DDK installation is complete. Click the Finish button.
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<% Microsoft Windows Driver Development Kit E|

2 Installation is Complete.
F ¥ Microsoft® Windows®
¥ Driver Development Kit

[natall ime: 2329

Figure 10: The Windows DDK installation is complete

You can see the created short cut on the Start — Al Programs as shown below.

B Cevelopmert Kits P ! @ Windows 2000 Y| I Euild Environments  #

.: ) windows Server 2003+ ll ) Help 3
B windows 2P Checked Build Environment B Windows % B (@) Tools »

Bl windows XP Free Build Environment i

Figure 11: The Windows DDK start menu short cut

Installing the Debuggers

Debugging Tools for Windows features WinDbg, a powerful debugger with a graphical interface that
can debug both user-mode and kernel-mode code. Debugging Tools for Windows also includes:

= KD - Command-line kernel debugger.
= NTSD - Command-line user-mode debugger.
= CDB - Command-line user-mode debugger (variant of NTSD).
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and many additional tools. The documentation in Debugging Tools for Windows describes the use of
these debuggers and includes tips for user-mode and kernel-mode debugging. Debugging Tools for
Windows is available in three different versions:

1. A 32-bit version.
2. A native Intel Itanium version, and
3. A native x64 version.

The 32-bit version is appropriate for most users. If you are planning on debugging a user-mode
application on an Itanium-based processor, you should install the Itanium version of the debuggers. If
you are planning on debugging a user-mode application on an x64 processor, you should select the x64
version of the debuggers. The Itanium and x64 debuggers can be installed only on 64-bit versions of
Windows. These debugging tools require approximately 25 MB of hard disk space.

To obtain the most current version of Debugging Tools for Windows, visit the Microsoft Debugging
Tools Web site. If it is not convenient to visit this site, you can install Debugging Tools for Windows
directly from this CD. However we found only the 32 bit, 64 bit and 64 bit for AMD processor in the
CD. There is no Itanium version.

Since the version of Debugging Tools for Windows on this CD may not be the most recent version, it is
recommended that you only use these links if you cannot access the Web site. The setup files can be
found under the debuggers folder in the CD as shown below. Launch an appropriate setup file. In
our case the 32 bit Debugging Tools for Windows already installed together when we install Windows
Software Development Kit (SDK).

& F:\debuggers

File Edit YWiew Favorites Tools Help

@ Back ~ () ? ;.- ) Search ‘lL Folders E*

Address () SlEEaE W a a0

Faolders x Mame Size  Twpe Date Modified

= % RTM (F:) a | IChsetup File Folder 3/30/2005 &:00 PM
.;':i_.i ) amdee ﬁ%’dbg_amdﬁdr.msi 9,995 KB Windows Installer Package  3/30/2005 &:00 PM

) comman ﬁ%‘dbg_iam.msi 16,339 KB  Windows Installer Package  3/30/2005 &:00 PM

® |3 debuggers ﬁg’dbg_xﬁﬁ.msi 12,052 KB ‘Windows Installer Package  3/30/2005 §:00 PM
) iae4 Esetup_amdﬁdr.exe Z1 KB Applicakion 3130/2005 §:00 PM
& () obj Esetup_iaﬁdr.exe 39KE Application 3130/200% §:00 PM
) xEs “ Esetup_xﬁﬁ.exe ZOKE Applicakion 313002005 §:00 PM

] ! Bl & =

1 objects selected 37.6MB j Iy Computer

Figure 12: The Debugging Tools for Windows setup files
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http://www.microsoft.com/whdc/ddk/debugging/default.mspx
http://www.microsoft.com/whdc/ddk/debugging/default.mspx
http://www.tenouk.com/clabworksheet/windowspsdk.html
http://www.tenouk.com/clabworksheet/windowspsdk.html
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I Filezila >

Eﬂ Micrasaft \MET Framewark SDE v2.0 r

@ Add or Remove Debugging Tools For Windows
|5§H] Debugaing Help

[ clobal Flags
[Z] Release Motes

l@ Microsoft Developer Metwaork, r

() Microsoft Visual Studio 2005

All Programs L3

fili Debugging Tools For Windows K
,?'- fcrobat Distiller & .
O adabe LiveCycle Designer 3.0
= Adobe Acrobat 30 Yersion &

Figure 13: The Debugging Tools for Windows short cut menu

&1 WinDbg:6.4.0007.0 DEX

File Edit Wew Debug ‘Window Help

=) s(=le] plEEE] vlelek) ol

B[R B0 E 0 [ 18] A 2

| LnO, Col0 | SysOi<Mome> | Proc000:0 | Thed D00:0 |00

Figure 14: The naked WinDbg in action

Installing Symbols Package

As said by Microsoft, the new linker strips all debug information from the SYS file and moves the data
into a PDB file. The PDB file should be copied to the symbols directory for debugging. Copying the
SYS file will not provide debugging information. If you want the entire set of symbols for Windows
Vista, Windows Server 2003, Windows XP, or Windows 2000, then you can download a symbol
package and install it on your computer.
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http://www.microsoft.com/whdc/devtools/debugging/symbolpkg.mspx
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V| |5 Search =+

R E P00 B-M-w-

¥iew Download Links For Symbol Packages

B windows Server 2008 Beta 3
B windows Vista RTM
FH windows Server 2003 and Windows %P x6<d Edition

Wiindows
2 XE

Windows XP with Service Pack 2 symbols

These packages contain the full set of symbols reguired to debug
rindaws P with Service Pack 2, The symbals for windows =P
have been modified to match the updated files that are in the
indows P Service Pack 2,

irindows #P with Service Pack 2 x86 retail symbols, all
anguages (File size: 195 MB - Most customers want this

* Windows 5P with SErvice
languages (File size: 188 MB)

g6 checked symbols, all

Reduced download size: Windows XP Service Pack 2

These packages are a smaller download size than the full set of
windows ®P with Service Pack 2 symbaols, They contain only the
symbols for the files that ship with the Windows =P Service Pack
Z. If you already have the Windows XP symbaols installed, you
can install these to the same location and you will have a full set
of windows P with Service Pack 2 symbals,

* Windows ®P Service Pack 2 x86 retail syrmbols, all
languages (File size: 145 MB - Most customers want this
package.)

Figure 15: Selecting Windows XP with Service Pack 2 retail symbols for downloading

In our case, because we can’t be online all the time, we have downloaded a package for Windows XP
SP2 symbols package and run the executable file (~ 200MB).

EB)X]

File Edit jew Favorites Tools  Help .1.’
& o =y Ty -

@ Back, J '3‘ p Search ‘l]r._'- Faolders

Address \:‘_} Fih v| G0

Folders x Mame =~ Size | Twpe

&k DVD-RAM Drive (& @'-.-'-.-'inu:h:uwsXF‘-KEBSSQSS-SF‘Z-st-Symtu:uls.exe 200,173 KB Application
\_j symbol (Fi)

[# “e hdla(G:)

[+ “ee hdlb {H:) “
£ | > £ [ b
1 objects (Disk free space; 0 bytes) 195 ME :J My Computer

Figure 16: The Windows XP with Service Pack 2 retail symbols self-extraction file
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WindowsXP.x86.fre.SP2.symbols.exe =3

st =

Extracting  symbalz.cab

Figure 17: The Windows XP with Service Pack 2 retail symbols file extraction

License EHE@

Pleaze read the following license agreement. Prezs the PAGE DOWM key
to zee the rest of the agreement.

EMD-USER LICEMSE AGREEMEMNT FOR MICROSOFT
SOFTWARE

||>

SvMBOL FILES FOR MICROSOFT WINDOWS =P with SERWICE
PALCE. 2

IMPORTANT - READ CAREFULLY: This End-Uszer License
Agreement ["ELILA"] iz a legal agreement between you [either an
indiwidual or a zingle entity] and Microsoft Corporation or one of itz
affiliates ["Microzaft”] far the Microgaft software that accompanies this
EULA, which includes computer zaftware and may include aszociated
media, printed matenialz, “onling” or electronic documentation, and
Internet-bazed zervices [Software™). An amendment or addendum to
thiz ELILA may accompany the Software. YOU AGREE TO BE
BOUMD BY THE TERKMS OF THIS EULA BY INSTALLIMNG, w

Lo pou accept all of the kerms of the preceding License Agreement? If pou
chonze Ma, [nstall will cloze. Ta install pau must accept this agreement.

Yes Mo

Figure 18: The Windows XP with Service Pack 2 retail symbols License agreement

B Microsoft Windows Symbols

Symbols inztall directony

Browsze. .
k. | Cancel l

Figure 19: The Windows XP with Service Pack 2 retail symbols default installation path
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Browse for Folder E|E|

Please select a folder ko sktore the extracted files,

[+ Program Files
(=) spaclerlogs
{3 5L Server 2000 Sarmple Databases
H5) Svam
|:'} Symbals =
() temp
-5 TempEI4
) Testdpps
-5 WINDDE
D) WINDOWS
[ e hdOext (D)
=l bomInCD AR Dieivea Y

< | >

[

(%

B Microsoft Windows Symbols

Symbolz inztall directan

C:ASembolz

k. Cancel

Figure 21: The Windows XP with Service Pack 2 retail symbols package installation path

Copying Files...

brrfuzb. pdb
To C:hSumbaolzsdll

C ]

Figure 22: The Windows XP with Service Pack 2 retail symbols files copying in action
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Microsoft Windows Symbols E|
\ i ,1 Installation is complete

Figure 23: The Windows XP with Service Pack 2 retail symbols package installation is complete

S(=1E9

File Edt ‘“ew Fawaorites Toals  Help "
@ Back + | P | .‘ﬁ- P ! Search ‘ h-.__- Folders -
Address |||_:| C:4Symbals b | Go
Faolders x Mame - Size | Tvpe Dake Modified
B C)syaMm A CDisbi File Folder  11/12/2007 £:44 PM
= 7 Symbols b I;Iacm File Folder  11/12(2007 &:44 PM
) 16bit ij_':]ax File Folder  11/12/2007 6:45 PM
) acm l._:ll:nv File Folder  11/12/2007 6:44 PM
3 ax la_;"lccum File Folder  11/12/2007 644 PM
) e i:_'_=‘||:|:|l File Folder  11/12/2007 6:45 PM
& com Cdic File Folder  11/12/2007 6:44 PM
& ol i File Folder  11/12/2007 6:45 PM
3 dic [|::]|:Irv File Folder  11/12/2007 6:45 PM
= di i Iﬂds File Folder  11/12/2007 &:44 PM
) drv lf_"lexe File Folder  11/12/2007 6:45 PM
3 ds l._:liec File Folder  11/12/2007 6:44 PM
) exe la_;"lime File Folder  11/12/2007 6:45 PM
) iec i:_'_“lu:u:x File Folder  11/12/2007 6:45 PM
) ime l'i'_':lsu:r File Folder  11/12/2007 A:45 PM
) ocx |[hsys File Folder  11/12/2007 6:45 PM
B scr el File Folder  11/12/2007 &:44 PM
) svs Iﬂtsp File Folder  11/12/2007 6:45 PM
3 tpl o [wpc File Folder  11/12/2007 6:44 PM
£ f > £ | [
19 objects (Disk free space; 64,7 GB] 0 bytes d My Compuker

Figure 24: The Windows XP with Service Pack 2 retail symbols installed directories
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File Edit ‘Wiew Faworites  Tools  Help

Y Back - J

S

? ./.--’ Seatch ‘l[ Fnlders| E*

Address |2 CASymbalsidll

Folders x Mame

5 ) Symbols A %l 3dirs.pdb
'-E] Bhodsy, pdb

[3) 16hit

B aam & 31:5lc04.pdb
B ax @& 31x51s04.pdb
5 o & 31 x5rc04.pob
£ com ] 31x5rs04. pdb
B ol & 31x5uc04, pdb
B dic & 31x50s04, pob
= &|5514a.pdb
= drv @& za3amaon.pdb
Pds 8 ] accmgr.pdb

gl B &

2,676 objects (Disk free space; 64,7 GE)

Size
1535 KB
147 KB

&5 KB
65 KB
7 KB
97 KB
97 kB
97 KB
59 KB
&9 KB
Z35 KB

Twpe

Program Debug Database
Program Debug Database
Program Debug Database
Pragram Debug Dakabase
Program Debug Database
Program Debug Database
Program Debug Database
Program Debug Database
Program Debug Database
Program Debug Database
Program Debug Database

612 MB

YR

Date Modified

G/17/2001 12:45 PM

8/3/2004 11:07 PM
8/17/2001 1:14 PM
8/17/2001 1:14 PM
8/17/2001 1:14 PM
8/17/2001 1:14 PM
8/17/2001 1:14 PM
8/17/2001 1:14 PM
8/17/2001 1:57 PM
8/17/2001 1:55 PM
8/3/2004 10:10 PM

|

-j My Computer

~

W

Figure 25: The Windows XP with Service Pack 2 retail symbols PDB files examples

After executing windgb, you need to set the path to the symbol files. This path points to the directories
with the pdb files of your drivers. You can have different directories by separating them with a
semicolon (). You also need to point to the corresponding PDB files of all the windows components,
if you want the call stacks that you'll see to include the functions from the components that are

developed by Microsoft.

However, the problem in this case is that the windows PDB files change between service packs,
hotfixes, etc. Fortunately, Microsoft has configured a symbol server, which can be used to download
the needed files on-demand. This means that you just set the symbol path to the symbol server and
windbg downloads only the PDB files that it needs. In order to do this, you need to add an entry to the

windbg symbol path that's equal to:

SRV*DownstreamStore*http://msdl .microsoft.com/download/symbols

In the above line, http://msdl .microsoft.com/download/symbols is the symbol server
then you don't need to modify this), and DownstreamStore is the path, where you want the pdb
files to be downloaded. This needs to be substituted by a local directory, e.g. C:\Symbols, so the

complete entry would be:

SRV*c:\Symbols*http://msdl_microsoft.com/download/symbols
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&1 WinDbg:6.4.0007.0 =13
Fl-8 Edit Wiew Debug ‘Window Help

Open Source File. .. Chelho i T if’i;.i kf! @i

| Aa| 2|

Open Executable, .. Ckrl+E

attach ko a Process. .. F&

Open Crash Dump. .. Chrl+D

Connect ko Remote Session...  CErl+R

kernel Debug. .. ChelHE

Symbol File Path ., Chrl+5

Source File Path ... Chrl+P

Image File Path ... Chrl+I

Open Warkspace, ., Chrl4n

Save Warkspace

Save Workspace As. ..

Clear Warkspace. ..

Delete Workspaces, .,

Dpen Workspace in File, ., - T S —
: 2 b= | Proc 000:0° | Thrd D00:0  [45M |2VR |CAPS MM

Save Warkspace ko File, ..

Figure 26: Setting the Symbol File Path

—1 Symbol path:
SEW o\ Symbalz*hittp: A medl. microsaft comy o
nload/symbiolg
Cancel 1
Help 1
Browvse. .. |
[ Reload

Lo, Cold | SysQieMoner | Proc000:0 | Thed 000:0 |20 oun Caps o

Figure 27: Setting the PDB Symbol File Path for the on demand download
Finally, if you have additional pdb files for the drivers that you are developing in directories

C:\mydriversl, C:\mydriversl\misc and C:\mydriversz2, the complete symbol path
would be:
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SRV*c:\websymbols*http://msdl._microsoft.com/download/symbols;c:\drive
rsl;c:\driversl\misc;d:\drivers2

Also, as it can be seen from the above example, the directories in the path aren't recursive, so if you
have PDB files both in C:\mydriversland C:\mydriversl\misc, then you need to include
both of them, since the format doesn't imply the latter.

In order to set this line, you need to open windbg, go to File — Symbol File Path and paste the
line in the textarea.

In our case the PDB files already installed under the C-\Symbols directory, so we just point to the
directory in the Symbol File Path. Launch the Windbg program.

&1 WinDbg:6.4.0007.0 M=1E3
#-W Edit Wiew Debug ‘Window Help

Open Source File, .. 4 | il | (! ] i ] ﬁ]

| Aal 2]

Open Executable. .. Chrl+E

Attach ko & Process,,, Fa

Open Crash Dump. .. Chrl+D

Connect ko Remote Session... Cerl4-R

kernel Debug. .. ChrlHE

Symbol File Path .,

Source File Path ... Chrl+P

Image File Path ... Chrl+I

Cpen Waorkspace, ., Chrl+n

Save Waorkspace

Save Waorkspace As. ..

Clear \Warkspace, .,

Delete Workspaces. ..

Cpen Woarkspace in File, .,
: b = | Proc000:0 | Thrd 000:0

Save Workspace to File. .

Figure 28: Invoking the Symbol File Path setting page

Symbol Search Path @

Syrbal path:
(]
Cancel
Help
[ Beload

Figure 29: The Symbol File Path setting page
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£ WinDhg:6.4.0007.0

RUEN (S EEE IR Browse For Folder
: Al Add Symbol Path Directary
‘Symbol Search Path
—  Symbol path: = I@MHH Py
I 16hit
I3 acm B
EH Y ax
F 2 o
I3 com
F (53 cpl -
Sl el
[ Reload
Falder: | Symbols |
[ Make Mew Folder ] L (9] 4 ] [ Cancel ]
| Lm0, Col0 | Sys D:=Manez | Proc 000:0 | Thrd 000:0 4500 |00 [CARS | HLE

Figure 30: Selecting the Cz\Symbol's as the Symbol File Path

Symbol Search Path [gl
Syrbal path:
C:hSembols
[~ Beload

Figure 31: The Symbol File Path has been set to the local C:\Symbol's directory

Don’t forget to save the changes that have been done.
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£ WinDbg; 6.4.0007.0

Edit Wiew Debug ‘Window Help

=

Sl

1By ﬁ;
El

Workspace ‘base’ [E|

Save information for workspace?

Lnf, ColD | SysOisMone> | Proc000:0 | Thed 000:0 |50 |oor [Cars [

Figure 32: Saving the WinDbg changed workspace

More complete information should be found in the He I p.

&1 WinDbg: 6.4.0007.0

File Edit “iew Debug ‘window BglEls
g v Elgm | Conterts Fi1 li_:} ﬂj
= = = = II'IdEX
’@ii@!lml Search 'j
About,
fLno, Colo | SysOiemones | Procoomo | Thed 0000 oor vk [Cas

Figure 33: Invoking the WinDbg Help
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&’ Debugging Tools for Windows
File Edit Mjew Go Help

¢ &N o«
Hide Locate  Previouz  Mest Back

Optiot
Contents ] [ndex ] ﬁearch] Favorites

= l]!] Debuggers ~
[+ @ Introduction to Debugaing
+ @ Inztallation and Setup
[+ @ Debugger Operation
[+ @ Surnbolz
[+ @ Crazh Dump Files —
[+ @ Security Considerations
[+ @ Debugger Reference
= [11| Debugaing Techhiques
[+ g Elementary D ebugging Techniqu .,
h |

Q@ B & &

Stap Refresh  Home Fant

Print

Debugging Tools for Windows

Installation and Setup

This section includes:

Debugoer Installation

Kernel-Mode Setup

Lser-Mode Setup

Debugging Tools for Windows / January

12, 2003

Figure 34: The WinDbg Help

Kernel-mode memory dump files can be analyzed by WinDbg. The processor or Windows version that
the dump file was created on does not need to match the platform on which KD is being run.

Starting WinDbg

To analyze a dump file, start WinDbg with the -z command-line option:

windbg -y SymbolPath -1 ImagePath -z DumpFileName

The -v option (verbose mode) is also useful. If WinDbg is already running and is in dormant mode,
you can open a crash dump by selecting the Fi le — Open Crash Dump menu command or

pressing the CTRL+D shortcut key.
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&1 WinDbg:6.4.0007.0

FIEN Edit Wiew Debug  Window  Help

Open Source File. .. 4D el WUl B @

Open Executable, .. Ckrl+E
attach to a Process. .. F&
Dpen Crash Dump. .. Ctrl+D
Connect to Remote Session...  CErl+R
Kernel Debug. .. Chrl+E
Symbol File Path ... Chrl+5
Source File Path .., Ckrl+P
Image File Path ... Chrl+I
Cpen Warkspace, ., Chrl4

Save \Warkspace

Save Workspace As. ..
Clear Warkspace. ..
Delete Workspaces, .,
Open YWarkspace in File, .,
Save Warkspace to File, ..

Map Metwark Drive, ..
Discanneck Mebwork Drive., .

Recent Files P L0000 | Thrd 0000

Figure 35: Opening the Windows Crash Dump file

When the Open Crash Dump dialog box appears, enter the full path and name of the crash dump
file in the File name text box, or use the dialog box to select the proper path and file name. When
the proper file has been chosen, click Open.
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Open Crash Dump

Look ir; | I3 Minidurnp j |‘=‘j€ *
=| Marne Size  Tvpe Drate Modified M
\_\.ﬁ &2 Minins1007-01,dmp 92 KB Crash Dump File  5/10/2007 11:21 PM
B‘gﬂifﬂ?&m Er---1ini|:|51zu:u.?-m Jdrp 92 KB Crash Dump File  5/12/2007 &6:43 PM
=L £ Minins1207-02 . dmp 92 KB CrashDump File  5/12/2007 7:04 FM
9 S5 Mini0S1507-01. dmp 92 KB CrashDump File  5/15/2007 3:46 FM
25 Mini0S1807-01, dmp 92 KB CrashDump File  5/18/2007 11:00 PM
Deshiop & Mini0S1807-02. dmp 92 KE CrashDump File  5/18/2007 11:38 PM
: &g MininS2007-01,dmp 92 KB Crash Dump File  5/20/2007 10:21 PM
.___/'- EﬂMiniDSZZD?-DI .dmp 92 KB CrashDump File  5/22/2007 3i44 PM
Wik Deaimenis ;gminmzzn?-nz.dmp 92 KB Crash Dump File 522 (2007 5146 PM
=5 Mini0S2207-03, drp 9z KB Crash Dump File  S/Z2/2007 3:50 PM
— S Minins2707-01, dmp 92 KB CrashDump File  5/27/2007 4:57 FM
.-j_ﬂ S5 Mini0&E0S07-01 . dmp 92 KB CrashDump File  6)5/2007 1:05 FM
My Computer | - 2MiniD&0S07-02,dmp 92 KB CrashDump File  6/5/2007 1:11 FM
&4 MiniD&NS07-03, dmp 92KE CrashDump File  6/5/2007 6:05 PM
“»1] _ Eﬂf‘-’liniﬂﬁl"ﬂ]?-ﬂl .dmp 92 KB CrashDump File  6/14/2007 7:33 PM v
My Network — File name: Mini051207-01_dmp =] gpen |
Flaces
Files of type: | Crash Dump Files -l Cancel |

Figure 36: Selecting the Windows mini Crush Dump file

You can also open a dump file after the debugger is running by using the . opendump (Open Dump
File) command, followed with g (Go).

Dump files generally end with the extension .dmp or .mdmp. You can use network shares or
Universal Naming Convention (UNC) file names for the memory dump file. Well, it will take a long
story to provide examples on how to debug either the user mode or kernel mode and why not you try
the following links by Windows device driver developer for more information.

1. Windbqg basic tutorials.
2. A Crash Dump analysis tutorials.
3. Tips on how to analyze strange Crash Dumps and uninstall the Windows hidden drivers.

Verifying DDK Installation

To verify that you have properly installed the Microsoft Windows Server 2003 Service Pack 1 (SP1)
Driver Development Kit (DDK), complete the following steps:

1. StartaWindows XP Checked Build Environment Command Prompt window:
= Click the Start button, and then click Al Programs.

= Pointto Development Kits, point to your selected Windows XXXX, point to Bui ld
Environments, and then point to Windows XP (or your chosen Windows OS).
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= Click Windows XP Checked Build Environment.

velopment Kiks Iy Windows 2000

P"- Build Ervvironments  #

I/ Windows Server 2003

Windows ¥P Checked Build Enviranment

M Windows xp C

— '1:.‘1' L

Bl ‘windows %P Free Build Environment

Figure 37: Running the Checked Build Environment for Windows XP

2. At the command prompt, type bui Id —cZ to compile and link the complete set of installed
sources. This command can take more than 30 minutes to complete, depending on which DDK
components are installed and the system on which the build is being performed.

e+ Windows XP Checked Build Environment

C:SUINDDES379871 .183>build —cZ

ed fFiles in ciwinddks»379871 183 srchwdmsaudiosgf xsgf

C !'-{H* '-111 platforms
1 }Prep}*trr.:ea P £
BUILD: Building generated files in c:iwi mld:- 379871 . 183 s=rcxwdm \h 14‘1 wFirvef lysdriv
; directory
inning MIDL on — speswdmsaodiosgfxosgf xswapsgf xpropsgf xprop.idl for all platfo

Building generated files in c:swinddk+379871.183%srciwdmshidsfirefl
rectory
Building generated files in ciswinddk~37?28™1 183 ~srcruwdmsushsbulkusbhvwsys
O ectory
1 '*hunnlnc; MIDL on — spcrwdmshidsfire ron~effects.idl for all platforms
@'il ILD: Building generated files in oo™ k~3798™1 .183~sprcwdm~ush~isoush

lding generated files in c:iswinddk~3778™1 .183“~sprcwdm~ushsselsusp-

nn d I~firef lyszauronsisauron.idl for all platforms
i:illl'l D: Building generated f in coswinddk~3798™1 .18 chuwdmswiasextend direc

Building generated filesz in cowinddk~377071 .183src wdmwmisumiacpi dire
ctory

Figure 39: The Checked Build Environment for Windows XP in action
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Windows XP Checked Build Environment - build -cZ

1>Compiling — generating code... for 1386
BUILD: Compiling <MoSync?» ciswinddks3798™1 .183srchnetworksndissndizwdm dlrertnr

2»Compiling — notifvu.cpp for idH6

1>Compiling — uwiotest.c for 1386

BUILD: Compiling <MoSync? ciswinddkx3798™1 .183sprchnetworksndissnetuminisexe dip

ectopry

1 >Compiling

2 >Compiling

.}Cumpiling
1>Compiling
‘Cnmplllng

ndizwdm.rc for id86
adapter.cpp for i386

ndizwdm.c for id86

init.c for i386

request.c for idH6

virtual.cpp for idH6

send.c for idB6

receive.c for iJB6

excallbk.c for id86

common.cpp for i3H6
»Compiling — generating code... for i386
BUILD: Compiling (MoSync? ciswinddk~3798™1 .183~srcwnetworksndis~netvmini~sys dip

ectopy

2»Compiling — generating code... for i3H6

1>Compiling — testapp.v»c for idH6

1>Compiling
1 >Compiling
‘Cnmplllng

Figure 40: More action for the Checked Build Environment for Windows XP

3. The build command should complete with no errors and no warnings displayed but here we have
some warnings.

Windows XP Checked Build Environment i
1 >Linking Executable — spcswdmswiasextendwobjchk_wxp x86~i386%extend.dll for i38JN
G

2*Linking Executahle — sprcswdmswiasmicrocam~ohjchk_wxp_x86%ij86~fakecam.dll fowr
1386

BUILD: Linking c:swinddk~37728™1 _183ssprcwdmswiaswiacam directory

BUILD: Linking c:“winddk~3728™1.183“src wdmswiaswiascanr directory

1 >*Linking Executahle - spcwwdmswiasmicrodrvsobjchk_wxp_ xB6~i386stestmocro.dl]l for
il86

2>Linking Executahle — sprcswdmswiaswiacam~objchk_wxp_x86~i386%wiacam.dll for i38

]

BUILD: Linking c“winddk~37?28"1 _183ssrcrwdmsumisumiacpil directopry

1>Linking Executahle — srcwdmswiaswiascanv~objchk_wxp_xB6~id86~wiascanr.dll for
i386

BUILD: Linking c:swinddk-37?2871 .183srcwdmswumiswmifilt directory

2>Linking Executable — srcwdmsumiswmifilt“objchk_wuxp_x8 E*lﬁﬂbkumlfllt.qy: for i

Done
1515 files compiled — 19 Warnings — 7658 LPS
67 librariesz built
218 executahles built

C S WINDDK-37926™1 .183>

Figure 41: The Checked Build Environment for Windows XP is complete with warnings
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f@i Developmert Kits *i & Windows DD

30 b | l@ Build Ereironments  »
| () PREfast g

@ DDE Documentation

ﬁj DDE Samples Index
& Driver Development Kit

] Getting Started
@ Felease Mates

Figure 42: Viewing the DDK samples index files

A Directory of Microsoft® Windows Server 2003 5P1 DDK Samples - Microsoft Internet Exp... E|@E|

File Edit ‘Wwiew Favorites Tools  Help -:,"
5 ) 3 - 7 ._F"| 1 : . :-'_:- ud ) e |
@ Back > \ﬂ \ELI ,_:] /- Search J. Favorites @ [3 = .ﬂ _| ﬁ
Address | ] file: {1 fwINDDK /3790, 1830 srcindesc htm#Input_Devices_Samples v Bco ks » & -
FY

Directory of Microsoft® Windows Server 2003 SP1
DDK Samples

Device Technologies
Generic Illustrative

Fyepe W P T Setup
Ihput Devices (Kevbhoard,
= Mouse, and Joystick) LEE
Serial Parallel GP
. Storage (Tape, Hard Disk,
mﬂ* (NDIS and &0 ny Disk, CO-ROM, SmartCard
Changers) b
(S I >
I@ J My Computer

Figure 43: The DDK sample index files
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